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Al - fx Time

A B C D
1 ITime 1Computerna|Eventid Level
2 2013-10-24 (37L4247D28-
3 12013-10-24 (37L4247D28- 4625 medium
4 12013-10-24 (37L4247D28- 1 high
5 2013-10-24 (37L4247D28- 1 high
6 2013-10-24 (37L4247D28- 2003 low
7 12013-10-24 (IE8Win7 1 high
8 2013-10-24 (1E8Win7 1 high
9 2013-10-24 (IE8Win7 4624 informationz
10 12013-10-24 (|IE8Win7 4625 medium
11 2013-10-24 (IE8Win7 1 high
12 12013-10-24 (IE8Win7 1 high
13 2013-10-24 (IE8Win7 4616 medium
14 12013-10-24 (|IE8Win7 1 high
15 2013-10-24 (|IE8Win7 1 high
16 12013-10-24 (|IE8Win7 4616 medium
17 12013-10-24 (IE8Win7 4720 medium
18 2013-10-24 (IE8Win7 4720 medium
19 2013-10-24 (IE8Win7 4732 high
20 2013-10-24 (IE8Win7 4732 high
21 2013-10-24 (IE8Win7 1 high
22 2013-10-24 (IE8Win7 1 high
23 2013-10-24 (IE8Win7 4648

Alert

Excel

E F

Details

4624 informationz Logon Type ( Bootup

Failed Logon From Public

USB Device Plugged
Execution Of Not Existing

Execution Of Other File Ty.

Logon Type C Bootup
Failed Logon From Public
Execution Of Not Existing

Execution Of Other File Ty.

Unauthorized System Tim
Execution Of Not Existing

Execution Of Other File Ty.

Unauthorized System Tim
Local user ac User: IEUser
Local user ac User: IEUser
User added t User: - : SIC
User added t User: -
Execution Of Not Existing

Execution Of Other File Ty.
informationz Explicit Logol Source User: ..

- SIC.

G

Rulepath F
../hayabusa- ..
../hayabusa- ..
Execution Of Not Existing .
Execution Of Other File Ty.

/hayabusa- ..

./hayabusa- ..
../hayabusa- ..
../hayabusa-| ..
./hayabusa- ..
../hayabusa- ..
../hayabusa- ..
../hayabusa- ..
./hayabusa- ..
../hayabusa- ..
../hayabusa- ..
./hayabusa- ..
../hayabusa- ..
../hayabusa- ..
../hayabusa- ..
../hayabusa- ..
./hayabusa- ..
../hayabusa- ..
./hayabusa- ..

/hayabusa- ..

THDEIIZTEKRTINS

H J K L

ilepath
/hayabusa-sample-evtx/DeepBlueCLI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-application.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-application.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLl/new-user-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLl/new-user-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
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mne

2013-10-24 (IEBWIin7
2013-10-24 (IEBWin7
2013-10-24 (IEBWin7
2013-10-24 (IE8Win7
2013-10-24 (IEBWin7
2013-10-24 (IE8BWIin7
2013-10-24 (IE8Win7
2013-10-24 (IEBWin7
2013-10-24 (IEBWIin7
2013-10-24 (IE8Win7
2013-10-24 (IEBWin7
2013-10-24 (IEBWin7
2013-10-24 (IEBWin7
2013-10-24 (IE8Win7
2013-10-24 (IEBWIin7
2013-10-24 (IEBWIin7

C

Computernai Eventid
2013-10-24 (37L4247D28-
2013-10-24 (371L4247D28-
2013-10-24 (371L4247D28-
2013-10-24 (37L4247D28-
2013-10-24 (371L4247D28-

D

Level

4624 informationz
4625 medium

1 high

1 high
2003 low

1 high

1 high
4624 informationz
4625 medium

1 high

1 high
4616 medium

1 high

1 high
4616 medium
4720 medium
4720 medium
4732 high
4732 high

1 high

1 high

E F
Alert Details
Logon Type C Bootup

Failed Logon From Public
Execution Of Not Existing

Execution Of Other File Ty.

USB Device Plugged
Execution Of Not Existing

Execution Of Other File Ty.

Logon Type C Bootup
Failed Logon From Public
Execution Of Not Existing

Execution Of Other File Ty.

Unauthorized System Tim
Execution Of Not Existing

Execution Of Other File Ty.

Unauthorized System Tim
Local user ac User: IEUser
Local user ac User: IEUser
User added t User: - : SIC
User added t User: -
Execution Of Not Existing

Execution Of Other File Ty.

- SIC.

G

Rulepath F
../hayabusa- ..
../hayabusa- ..
../hayabusa-! ..
./hayabusa-! ..
../hayabusa-| ..
../hayabusa-! ..
./hayabusa-! ..
../hayabusa- ..
../hayabusa- ..
../hayabusa-! ..
./hayabusa-! ..
../hayabusa- ..
../hayabusa-! ..
./hayabusa-! ..
../hayabusa- ..
../hayabusa-! ..
../hayabusa-! ..
../hayabusa- ..
./hayabusa- ..
../hayabusa-! ..
./hayabusa-! ..

H I J K L

ilepath
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLI/many-events-application.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLl/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-application.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLl/new-user-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLl/new-user-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
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A B C D E
Time putername Eventid Level Alert Details
2013-10-24 01:16:13.843 +09:00 37L4247D28-05 4624 informational Logon Type 0 - System Bootup
2013-10-24 01:16:29.000 +09:00 371L4247D28-05 4625 medium Failed Logon From Public IP
2013-10-24 01:17:44.109 +09:00 37L4247D28-05 high Execution Of Not Existing File
2013-10-24 01:17:44.109 +09:00 37L4247D28-05 high Execution Of Other File Type Than .exe
2013-10-24 01:18:09.203 +09:00 37L4247D28-05 2003 low USB Device Plugged
2013-10-24 01:18:33.828 +09:00 |E8Win7 high Execution Of Not Existing File
2013-10-24 01:18:33.828 +09:00 |E8Win7 high Execution Of Other File Type Than .exe
2013-10-24 01:18:50.500 +09:00 IE8Win7 4624 informational Logon Type O - System Bootup
2013-10-24 01:21:30.000 +09:00 |E8Win7 4625 medium Failed Logon From Public IP
2013-10-24 01:21:33.630 +09:00 |IE8Win7 high Execution Of Not Existing File
2013-10-24 01:21:33.630 +09:00 |E8Win7 high Execution Of Other File Type Than .exe
2013-10-24 01:21:33.630 +09:00 IE8Win7 4616 medium Unauthorized System Time Modification
2013-10-24 01:22:39.911 +09:00 |E8Win7 high Execution Of Not Existing File
2013-10-24 01:22:39.911 +09:00 |E8Win7 high Execution Of Other File Type Than .exe
2013-10-24 01:22:39.911 +09:00 |E8Win7 4616 medium Unauthorized System Time Modification
2013-10-24 01:22:39.973 +09:00 |IE8Win7 4720 medium Local user account created User: IEUser : SID:S-1-5-21-3463664321-2923530833-3546627382-1000
2013-10-24 01:22:39.973 +09:00 |E8Win7 4720 medium Local user account created User: IEUser : SID:S-1-5-21-3463664321-2923530833-3546627382-1000
2013-10-24 01:22:40.004 +09:00 |IE8Win7 4732 high User added to local Administrators group User: - : SID: S-1-5-21-3463664321-2923530833-3546627382-1000 : Group: Administrators
2013-10-24 01:22:40.004 +09:00 |E8Win7 4732 high User added to local Administrators group User:- : SID: S-1-5-21-3463664321-2923530833-3546627382-1000 : Group: Administrators
2013-10-24 01:22:40.005 +09:00 |E8Win7 1 high Execution Of Not Existing File
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B2 . fx 37L4247D28-05
A B G D E

1 Time Computername Eventid Level Alert Details

2 |2013-10-24 01:16:13.843 +09:00 §37L4247D28-05 4624 informational Logon Type O - System Bootup

3 2013-10-24 01:16:29.000 +09:00 37L4247D28-05 4625 medium Failed Logon From Public IP

4 2013-10-24 01:17:44.109 +09:00 37L4247D28-05 1 high Execution Of Not Existing File
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Home Insert Draw Page Layout Formulas Review View () Tellme
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Z1A Clear
AlZ

Reapply
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Get Data from Refresh Queries & Connections Stocks Geography Sort | Filter

Data Picture All Edit Links v ﬁ Advanced
Al . fx  Time

A B C D E
1 |Time Computername Eventid Level Alert Details
013-10-24 01:16:13.843 +09:00 37L4247D28-05 4624 informational Logon Type O - System Bootup

3 2013-10-24 01:16:29.000 +09:00 37L4247D28-05 4625 medium Failed Logon From Public IP
4 2013-10-24 01:17:44.109 +09:00 37L4247D28-05 1 high Execution Of Not Existing File
5 2013-10-24 01:17:44.109 +09:00 37L4247D28-05 1 high Execution Of Other File Type Than .exe
6 2013-10-24 01:18:09.203 +09:00 37L4247D28-05 2003 low USB Device Plugged
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\L’ Evenil\ Level \ A l Alert

4624 informational
4625 medium

1 high

1 high
2003 low

1 high

1 high
4624 informational
4625 medium

1 high

1 high
4616 medium

1 high

1 high
4616 medium
4720 medium
4720 medium
4732 high
4732 high

1 high

1 high
4648 informational
4624 informational
4624 informational
4672 informational

1 high

@ Level

Sort

Q& Ascending ,‘E& Descending

By color: None

Filter

By color: None

Choose One <2

Q

\,

(Select All)
critical

high

informational
low
medium

Auto Apply

LATCUuLIuIl Wi 1vwL LAIOUTIS 1T 11T

etails
500tup

Bootup

User: [EUser :
User: I[EUser :
User: - : SID:
User: - : SID:

Source User: V
User: [EUser :
User: I[EUser :
User: I[EUser :
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5136 critical O Level ight

5136 critical Sort ight
10 critical

5145 critical ’2# Ascending ,Zﬁ Descending

5145 critical

5145 critical By color:  None e

5145 critical .

5145 critical il

5145 critical By color:  None <

5145 critical

5145 critical Equals B critical ’

5145 critical O And Or

5136 critical ight

5136 critical Choose One 8 v ight

5136 critical ight

5136 critical Q ight

5136 critical ight

5136 critical & (Select All) ight

5136 cr!t!cal high !ght

5136 critical ight

5136 critical informational ight

5136 critical low ight

5136 critical medium ight

5136 critical ight

5136 critical ight

5136 critical Auto Apply ight

5136 critical Clear Filter ight

5136 critical | ) ALight
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B TR

A ‘ B C D E
Time ’V Computername \V! Eventﬂ, V‘ Level \V ’ Alert |V} Details
2021-05-03 17:58:38.774 +09:00 webiis01.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Address: 10.23.23.9 : Port: 6
2021-05-03 17:58:38.775 +09:00 webiis01.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Address: 10.23.23.9 : Port: 6
2021-05-03 17:58:38.775 +09:00 webiis01.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Address: 10.23.23.9 : Port: 6
2021-05-03 21:06:57.954 +09:00 winl0-02.offsec.lan 1 high Process Creation Sysmon Rule Alert Rule: technique_id=T1059,technique_name=Command-Line Interfz
2021-05-03 21:06:57.954 +09:00

2021-05-15 05:39:33.214 +09:00 fs01.offsec.lan 1102 high Security log was cleared User: admmig

2021-05-19 06:18:40.607 +09:00 rootdcl.offsec.lan 150 high Possible CVE-2021-1675 Print Spooler Exploitation

2021-05-19 06:23:27.038 +09:00 rootdcl.offsec.lan 150 high Possible CVE-2021-1675 Print Spooler Exploitation

2021-05-19 06:30:17.318 +09:00 rootdcl.offsec.lan 4688 high Possible CVE-2021-1675 Print Spooler Exploitation

2021-05-19 06:30:17.318 +09:00 rootdcl.offsec.lan 4688 high Relevant Anti-Virus Event

2021-05-19 06:33:49.548 +09:00 rootdcl.offsec.lan 770 high Possible CVE-2021-1675 Print Spooler Exploitation

2021-05-19 06:33:49.548 +09:00 rootdcl.offsec.lan 770 high Relevant Anti-Virus Event

2021-05-20 21:49:31.863 +09:00 fsO1.offsec.lan 1102 high Security log was cleared User: admmig

2021-05-20 21:49:46.875 +09:00 fs01.offsec.lan 4648 informational Explicit Logon Source User: FS01S : Target User: sshd_5848 : IP Address: - : Pi
2021-05-20 21:49:46.876 +09:00 ‘ fsOl.offsec.lan 4624 low Logon Type 5 - Service User: sshd_5848 : Workstation: - : IP Address: - : Port:- : Logo
2021-05-20 21:49:46.876 +09:00 fsOl.offsec.lan 4672 informational Admin Logon User: sshd 5848 : LogonID: 0x3c569ed

2021-05-20 21:49:52.315 +09:00 fsOl.offsec.lan 4776 informational NTLM Logon to Local Account User: NOUSER : Workstation FSO1 : Status: Oxc0000064

2021-05-20 21:49:52.315 +09:00 fsOl.offsec.lan 4625 informational Logon Failure - Username does not exist User: NOUSER : Type: 8 : Workstation: FSO1 : IP Address: - : S
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Timeline Explorer

[&7] Timeline Explorer v1.3.0.0

File Teools Tabs View Help

[l

X

‘ 2021-12-20-sample-evta-results, csy

4

Drag a column header here to group by that column Enter text to search... Find
Time Computername Eventid Level Alert

T e Al Al Al A

» 2013-10-24 01:16:13.843 +09:00 37L4247D28-05 4624 informational Logon Type @ - System
2013-10-24 ©1:16:29.000 +09:00 37L4247D28-05 4625 medium Failed Logon From Public IP
2013-16-24 ©1:17:44.169 +89:80 37L4247D28-85 1 high Execution Of Not Existing File
2013-10-24 ©01:17:44.109 +89:80 37L4247D28-85 1 high Execution Of Other File Type Than .exe
2013-18-24 ©81:18:89.283 +89:80 37L4247D28-85 2883 low USB Device Plugged
2013-16-24 91:18:33.828 +89:80 IEBWin7 1 high Execution Of Not Existing File
2013-10-24 ©91:18:33.828 +89:00 IEBWin7 1 high Execution Of Other File Type Than .exe
2013-108-24 91:18:50.500 +89:00 IEBWin7 4624 informational Logon Type @ - System
2013-18-24 91:21:30.000 +89:88 IEBWin7 4625 medium Failed Logon From Public IP
2013-10-24 91:21:33.630 +89:00 IEBWin7 1 high Execution Of Not Existing File
2013-16-24 91:21:33.6380 +89:80 IEBWin7 1 high Execution Of Other File Type Than .exe
2013-10-24 91:21:33.630 +89:00 IE8BWin7 4616 medium Unauthorized System Time Modification
2013-16-24 ©1:22:39.911 +89:80 IEBWin7 1 high Execution Of Not Existing File
2013-10-24 ©1:22:39.911 +89:890 IEBWin7 1 high Execution Of Other File Type Than .exe
2013-16-24 ©1:22:39.911 +89:00 IEBWin7 4616 medium Unauthorized System Time Modification
2013-10-24 ©1:22:39.973 +89:00 IE8Win7 4728 medium Local user account created
2013-10-24 ©1:22:39.973 +89:00 IEBWin7 47208 medium Local user account created
2013-16-24 91:22:40.084 +89:80 IEBWin7 4732 high User added to local Administrators grc

[

CA\Temp\2021-12-20-sample-evix-results.csv

Total lines 10,067 Visible lines 10,067 Open files: 1 B Search options
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Level -
- Text Filters
informationa nter text
high T A
high | critical

o ] high
hi g,h informational
high L low
hi g'h C | medium
high
high
high
high
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Time « Computername Eventid Level Alert

2019-83-26 06:28:45.825 +89:00 DCl.insecurebank.local 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
2019-83-26 06:28:45.0825 +89:80 DCl.insecurebank.local 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
2019-83-26 06:28:45.826 +89:00 DCl.insecurebank.local 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
2019-83-26 06:28:45.0826 +89:80 DCl.insecurebank.local 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
2019-83-26 06:28:45.826 +89:00 DCl.insecurebank.local 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
2019-83-26 06:28:45.0826 +089:080 DCl.insecurebank.local 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
2019-04-29 01:29:42.988 +089:00 IEWIN/ 1@ critical Mimikatz Use

2019-04-30 ©5:59:14.447 +09:00 IEWINT 18 critical Malicious Named Pipe

2019-85-81 63:08:29.138 +089:00 Sec5845tudent 4673 critical Mimikatz Use

2019-85-01 ©3:08:29.138 +09:00 Sec5045tudent 4673 critical Mimikatz Use

2019-85-01 63:08:29.138 +089:00 Sec5045tudent 4673 critical Mimikatz Use

2019-85-01 ©3:98:29.138 +09:00 Sec5045tudent 4673 critical Mimikatz Use

2019-85-81 ©5:26:51.981 +89:80 IEWINT 13 critical CobaltStrike Service Installations in Registry
2019-85-89 10:59:29.090 +09:00 IEWINT 1 critical UAC Bypass via Event Viewer

2019-85-26 13:91:43.567 +09:00 IEWINT 1 critical Suspect Svchost Activity

2019-06-20 ©2:22:41.709 +09:00 IEWINT 13 critical Registry Persistence Mechanisms

2019-06-20 ©2:22:43.944 +09:00 IEWINT 13 critical Registry Persistence Mechanisms

2019-06-20 ©2:22:45.694 +09:00 IEWINT 13 critical Registry Persistence Mechanisms

2019-06-21 16:35:37.329 +089:00 alice.insecurebank.local 11 critical Dumpert Process Dumper

2019-086-21 16:35:50.259 +089:00 alice.insecurebank.local 11 critical Dumpert Process Dumper

2019-06-21 16:35:50.729 +089:00 alice.insecurebank.local 11 critical Dumpert Process Dumper

2019-87-19 23:47:40.706 +09:00 MSEDGEWIN1G 1 critical Shadow Copies Deletion Using Operating Systems Utilities
2019-07-19 23:47:45.585 +09:00 MSEDGEWIN1® 1 critical WannaCry Ransomware

2019-87-19 23:47:45.624 +99:90 MSEDGEWIN1® 1 critical Shadow Copies Deletion Using Operating Systems Utilities
2019-07-19 23:47:45.624 +09:00 MSEDGEWIN1® 1 critical WannaCry Ransomware
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Time
Afe
28021-85-a3
28021-85-a3
28021-85-a3
28021-85-a3
28021-85-83
28021-85-83
2821-85-83
2021-85-83
2021-85-03
2021-85-03
2021-85-083
2021-85-083
28021-85-83
28021-85-a3
28021-a5-28
2021-85-22
28021-85-26
28021-85-26
2021-85-26
28021-85-26
2021-85-26
20821-85-26
2021-86-03
20821-86-11
20821-86-11
28021-18-28
28021-16-28
28021-18-28
28021-18-28
28021-18-268
28021-18-28
28021-18-28
2821-18-268

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
21:
a5
22
22:
22
22
22:
22:
21
86
86
22:
22
22
23:
231
23:
23:
23:

:38.
: 38.
:38.
:38.
:38.
: 38.
:38.
: 38.
:38.
: 38.
:38.
: 38.
:38.
: 38.
46,
a7,
127,
: 29.
134,
: 34,
= T
: 34 .
:12.
: 28 .
1 26.
:17.
:17.
17,
:09.
89,
:09.
89,
:09.

752
753
753
762
762
771
771
772
773
773
773
774
775
775
876
153
149
726
373
379
379
380
942
636
357
315
315
315
758
773
836
898
961
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+89 :
+09 :
+89 :
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+89 :
+89 :
+89 ;
+09:
+89 ;
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+89 :
+09 :
+89 :
+09 :
+89 :
+09 :
+89 :
+09 :
+89 :
+09:
+89 :
+89 :
+89 :
+09:
+89 :
+09 :
+89 :
+09 :
+89 :
+09 :
+89 :
+09 :

515
515
515
515
515
515
515
B
515
515
515
515
515
515
515
515
515
515
515
515
515
B
515
515
B
515
515
515
515
515
515
515
515

Computername

Afc

prtg-mon.offse..

prtg-mon.offse..
prtg-mon.offse..
adfs@l.offsec...

fs@l.offsec.lan

adfs@l1.offsec...

fs@l.offsec.lan
fs@l.offsec.lan
fs@l.offsec.lan

adfs@l.offsec...
adfs@l.offsec...
webiisB8l.offse..

webiisBl.offse..

webi11s81.offse..

fs@l1l.offsec.lan
fs@l1l.offsec.lan

mssqgl@l.offsec..
mssgl@l.offsec..
mssql@l.offsec..
mssql@l.offsec..
mssgl@l.offsec..
mssql@l.offsec..

fs@l.offsec.lan
fs@l.offsec.lan
fs@l.offsec.lan
FS@3.offsec.lan
FS@3.offsec.lan
FS@3.offsec.lan
FS@3.offsec.lan
FS@3.offsec.lan
FS@3.offsec.lan
FS@3.offsec.lan
FS@3.offsec.lan

Level

informational
informational
informational
informational
informational
informational
informational
informational
informational
informational
informational
informational
informational
informational
low

low
informational
informational
informational
informational
informational
informational
informational
informational
informational
informational
medium

high
informational
informational
informational
informational

informational

Alert
Ac

Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Logon

Logon

Pass the Hash Activity 2
Overpass the Hash Attempt

Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type

Successtul

Logon
Logon
Logon
Logon

Logon

Type
Type
Type
Type
Type

- Network
- Network
- Network
- Network
- Network
- Network
- Network
Network
- MNetwork
- MNetwork
- MNetwork
- MNetwork
- Network
- Network

- Seprvice
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- Service
- Network
- Network
- Network
- Network
Network
- MNetwork
- MNetwork
- MNetwork
- MNetwork
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3 - Network
3 - Network
3 - Network
3 - Network
3 - Network

NewCredentials

Details

Alc

User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:

User:

User:
User:
User:
User:

User:

admmig
admmig
admmig
admmig
admmig
admmig
admmig
admmig
admmig
admmig
admmig
admmig
admmig

admmig

sshd 5848
sshd 4332

admmig
admmig
admmig
admmig
admmig
admmig
admmig
admmig
admmig

admmig

admmig
admmig
admmig
admmig

admmig

Workstation:
Workstation:
Workstation:
Workstation:
Workstation:
Workstation:
Workstation:
Workstation:
Workstation:
Workstation:
Workstation:
Workstation:
Workstation:
Workstation:

Workstation:

Workstation:
Workstation:
Workstation:
Workstation:
Workstation:
Workstation:
Workstation:
Workstation:
Workstation:
Workstation:

Workstation:

Workstation:
Workstation:
Workstation:
Workstation:

Workstation:

IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP

IP
IP
IP
IP
IP
IP
IP
IP
IP
IP

IP
IP
IP
IP
IP

Address: 18.
Address: 18.
Address: 18.
Address: 18.
Address: 18.
Address: 18.
Address: 18.
Address: 18.
Address: 18@.
Address: 1@.
Address: 18.
Address: 18.
Address: 18.
Address: 18.

IF Address:
IFP Address:

Address: 18.
Address: 18.
Address: 18.
Address: 18.
Address: 18.
Address: 18.
Address: 1@.
Address: 18.
Address: 18.

Address:

Address: 18.
Address: 18.
Address: 18.
Address: 18.
Address: 18.

23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.

23.
23.
23.
23.
23.
23.
23.
23.
23.

23.
23.
23.
23.
23.
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23.
23.
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23.
23.
23.
23.
23.
23.
23.
23.
23.9
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Port:
Port:

125.11
125.11
23.
23.
23.
23.
23.
23.
125.11
Port:
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123.11
123.11
123.11
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123.11
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el  Reset column widths

9935
9936
9937
9938
9939
9940
9941
9942
9943
9944
9945
9946
9947
9948
9949
9950
9951
9952
9953
9954
9955

emnph2021-12-20-sample-evix-results.csv
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2021-10-26
2821-19-26
2821-108-26
2021-16-26
2021-10-26
2821-19-26
2821-108-26
2821-108-26
2021-10-26
2021-10-26
2021-19-26
2821-109-26
2021-10-26
2021-10-26
2821-19-26
2821-18-26
2821-109-26
2021-10-26
2021-10-26
2821-18-26
2821-109-26

Ctrl+R
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:09.
:09.
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:09.
:09.
:109.
:16.
:10.
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:109.
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:10.
:109.
:10.
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As Font
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Iy Office 2019 Dark
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I Office 2016 Colorful

I  Office 2016 Dark

I Office 2016 Black

] Office 2013 White

] Office 2013 Dark Gray
Office 2013 Light Gray

. Office 2010 Blue

T4 Office 2010 Black
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Visual Studio 2013 Light
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=+ | Visual Studio 2010
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Caramel
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Dark Side
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Foggy
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Lilian
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Metropelis Dark
Maoney Twins
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Office 2007 Blue
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Office 2007 Silver
Seven

Sharp
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Sharp Plus
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Tag
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Drag a column header here to group by that column

Computername

vy 7& Fav 7

fs@3vuln.

fs@3vuln.
fs@3vuln.
fs@3vuln.

offse..
offse..
offse..
offse..

FS@3.offsec.lan
FS@3.offsec.lan
FS@3.offsec.lan
FS@3.offsec.lan
FS@3.offsec.lan
FS@3.offsec.lan
FS@3.offsec.lan

fs@3vuln.
fs@3vuln.
fs@3vuln.
fs@3vuln.
fs@3vuln.
fs@3vuln.

offse..
offse..
offse..
offse..
offse..
offse..

Time

2821-11-69
2021-11-09
28021-11-69
28021-11-062
28021-10-28
2021-109-28
2821-10-27
2021-10-27
28021-10-27
2021-10-27
2821-10-27
2821-10-27
2821-10-27
2021-10-27
28021-10-27
28021-10-27
2821-10-27

0o :
0o :
0o :
23:

22
22

19:
19:
19:
19:
15
19:
19:
19:
19:
19:
19:

@1:
@1:
01:
15:
241 :
241 :
34:
34 :
28:
28:
28:
14:
14:
14:
14:
14:
14:

27

27.
27.
23.
21.
21.
50.
49 .
26.
26.
26.
27.
27.
. 466
- 466
.483
.483

27
27
27
27

6Ed
684
684
676
325
325
024
837
387
260
260
559
559

Eventaid

Level

high

low

high
high
high
high
high
high
critical
critical
critical
critical
high
critical
critical
critical
critical
critical

critical

Alert

WMI Spawning Windows PowerShell

Non Interactive PowerShell

Suspicious PowerShell Parent Process

Wmiprvse

Spawning Process

Process Creation Sysmon Rule Alert

Security

log was cleared

Abused Debug Privilege by Arbitrary ..

Process Creation Sysmon Rule Alert

Mimikatz
Mimikatz
Mimikatz
Mimikatz
Possible
Mimikatz
Mimikatz
Mimikatz
Mimikatz
Mimikatz

Mimikatz

Use
Use
Use
Use
CVE-2821-1675 Print Spooler..
Use
Use
Use
Use
Use

Use
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Computername i

Details

Eventid

Line Tag Time

]l

4 © Computername: 37L4247D28-85 (Count: 5)

5 2013-18-24 81:18:09.283 +09:00 2083 low USB Device Plugged

4 2013-10-24 01:17:44.1689 +89:80 1 high Execution Of Other File Type Than .e..

3 2013-10-24 01:17:44.1609 +89:80 1 high Execution Of Not Existing File

2 2013-18-24 81:16:29.000 +09:00 4625 medium Failed Logon From Public IP

1 2013-10-24 01:16:13.843 +09:00 4624 informational Logon Type @ - System Bootup



Ny MDToOTIV—E T

Eventid 4

Line Tag v Computername Time Level Alert
T

o

o

+

+

+

o

o

+

+

+

o

o
g0 Eventid: 20 (Count: 1)

5542 @ PCO4.example.c.. 2019-04-064 83:11:54.178 +89:00 high Suspicious Scripting in a WMI Consumer
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level 4

L1ne Tag v Computername Eventid
T
g Level: critical (Count: 134)
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Tag v Computername Level Eventid Time

B & B B8 £ £ £ £ B8

e




& iR

|
o

FERICEHBAL TS T T—FY2 AN M
T ERFTA

L 1ne

18864
1086:Z
1806
10861
1086k
1885¢
1085¢&
1885/
1085¢
1085%
18854
1085:=
1885:
18851
1085¢
1804%
1084¢&
18084 ;
1804¢
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Computername

fs@3vuln.
fs@3vuln.
fs@3vuln.
fs@3vuln.
fs@3vuln.
fs@3vuln.

offse..
offse..
offse..
offse..
offse..
offse..

F583.
F583.
F583.
F583.
F583.
F583.
F583.

offsec.
offsec.
offsec.
offsec.
offsec.

offsec.

offsec

lan
lan
lan
lan
lan
lan

lan

fs@3vuln.
fs@3vuln.
fs@3vuln.
fs@3vuln.
fs@3vuln.
fs@3vuln.

offse..
offse..
offse..
offse..
offse..
offse..

Time

2821-11-89
2021-11-89
2821-11-89
2021-11-89
2021-11-89
2821-11-82
2021-10-28
2021-10-28
2021-10-27
2021-16-27
2021-10-27
2021-10-27

2021-10-27

2021-10-27
2021-10-27
2021-10-27
2021-10-27
2021-16-27
2021-10-27

Drag a column header here to group by that column

Eventaid

Level

high

low

high
high
high
high
high
high
critical
critical
critical
critical
high
critical
critical
critical
critical
critical

critical

Alert

WMI Spawning Windows PowerShell

Non Interactive PowerShell

Suspicious PowerShell Parent Process

Wmiprvse

Spawning Process

Process Creation Sysmon Rule Alert

Security

log was cleared

Abused Debug Privilege by Arbitrary ..

Process Creation Sysmon Rule Alert

Mimikatz
Mimikatz
Mimikatz
Mimikatz
Possible
Mimikatz
Mimikatz
Mimikatz
Mimikatz
Mimikatz

Mimikatz

Use
Use
Use
Use
CVE-2021-1675 Print Spooler..
Use
Use
Use
Use
Use

Use
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Tag

Line Time Computername Level Eventid Alert

u

4O Tag: Checked (Count: 18)

160.. 2021-11-62 23:15:23.676 +09:00 fsO@3vuln.offse.. high 1162 Security log was cleared

166.. 2021-16-28 22:41:21.325 +09:00 F503.offsec.lan high 1 Abused Debug Privilege by Arbitrary Parent Proces..
160.. 2021-16-28 22:41:21.325 +09:00 F503.offsec.lan high 1 Process Creation Sysmon Rule Alert

100.. 2821-10-27 19:28:26.260 +09:00 F583.offsec.lan high 354 Possible CVE-2021-1675 Print Spooler Exploitation
100.. 2821-10-27 19:14:27.559 +09:00 fs@3vuln.offse.. critical 823 Mimikatz Use

100.. 2821-10-27 19:14:27.466 +09:00 fs@3vuln.offse.. critical 5142 Mimikatz Use

9780 20821-85-22 05:43:50.6087 +09:00 fs@l.offsec.lan low 4625 Logon Failure - Wrong Password

9776 2821-85-22 05:43:18.227 +09:00 fs@l.offsec.lan informational 4648 Explicit Logon

9772 2021-05-20 21:49:54.945 +09:00 fs@l.offsec.lan informational 4776 NTLM Logon to Local Account

9776 2021-85-20 21:49:54.662 +09:00 fs@l.offsec.lan informational 4776 NTLM Logon to Local Account
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Total lines 10,067 | Visible lines 10,067 | Open files: 1 | S8 Search options
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Eventid Alert Details

2021-88-23 ©4:33:38.725 informational 1 Process Creation Command: c:\temp\EfsPotato.exe whoami
2021-08-23 ©4:33:38.844 critical 1 EfsPotato Named Pipe

2021-08-23 ©4:33:38.834 critical 18 EfsPotato Named Pipe

2021-88-23 B4:33:38.965 informational 1 Process Creation Command: whoami : Path: C:\Windows\Sys

2021-08-23 04:33:38.905 +09:00 Local Accounts Discovery
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