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by Yamato Security

Analyzing event files: 574
Total file size: 148.0 MB

Loading detections rules. Please wait.

Excluded rules: 15
Noisy rules: 5 (Disabled)

Experimental rules: 1574 (61.58%)
Stable rules: 212 (8.29%)
Test rules: 770 (30.13%)

Hayabusa rules: 134
Sigma rules: 2422
Total enabled detection rules: 2556

316 / 574 [ ] 55.05 % 8s
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2021-12-08 02:33:01.680 +09:00 | MSEDGEWIN1® | Sysmon | 1@ | high | 619520 | Credentials Dumping Tools Accessing LSASS Memory | Src Process: Z:\bouss\Downloads\MalSeclogon-master\x64\Debug\MalSeclogon.exe | TgtProces
s: C:\Windows\system32\lsass.exe | SrcUser: MSEDGEWIN1O\IEUser | TgtUser: NT AUTHORITY\SYSTEM | Access: @x1410 | SrcPID: 6072 | SrcPGUID: 747F3D96-9ACD-61AF-D501-000000000102 | TgtPID: 5268 | TgtPGUID: 747F3D96-9ACD-
61AF-D701-000000000102

2021-12-08 02:33:08.723 +09:00 | MSEDGEWIN1O | Sec | 4688 | info | 329925 | Proc Exec | CmdLine: | Path: C:\Windows\System32\svchost.exe | PID: @x24e@ | User: MSEDGEWIN10$ | LID: Ox3e7

2021-12-09 22:41:50.714 +09:00 | fs@3vuln.offsec.lan | Sec | 1102 | high | 1122929 | Security Log Cleared | User: hackl

2021-12-09 22:41:51.740 +09: fs@3vuln.offsec.lan | Sec | 4688 | info | 1122930 | Proc Exec | CmdlLine: MSFRottenPotato.exe | Path: C:\TOOLS\MSFRottenPotato.exe | PID: @x1@5c | User: hackl | LID: @x767a7ed

2021-12-09 22:41:53.761 +09: fs@3vuln.offsec.lan | Sec | 4688 | info | 1122932 | Proc Exec | CmdLine: "C:\Windows\System32\cmd.exe" | Path: C:\Windows\System32\cmd.exe | PID: @xd88 | User: FS@3VULN$ | LID: @x3e?
2021-12-09 22:41:53.761 +09: fs@3vuln.offsec.lan | Sec | 4688 | info | 1122933 | Proc Exec | CmdLine: \??\C:\Windows\system32\conhost.exe @xffffffff | Path: C:\Windows\System32\conhost.exe | PID: @x1144 | User: F
SO3VULN$ | LID: Ox3e7
2021-12-10 03:50:47.980 +09:00 | FS@3.offsec.lan | Sec | 1102 | high | 825497 | Security Log Cleared | User: admmig
2021-12-10 03:50:55.333 +09:00 | FS03.0ffsec.lan | Sec | 4672 | info | 825498 | Admin Logon | User: hackl | Privlist: SeSecurityPrivilege SeBackupPrivilege SeRestorePrivilege SeTakeOwnershipPrivilege SeDebugPrivilege
SeSystemEnvironmentPrivilege SeLoadDriverPrivilege SeImpersonatePrivilege | LID: 0x2a2d4dS
2021-12-10 03:50:55.349 +09:00 | FS@3.offsec.lan | Sec | 4672 | info | 825500 | Admin Logon | User: hackl | PrivlList: SeSecurityPrivilege SeBackupPrivilege SeRestorePrivilege SeTakeOwnershipPrivilege SeDebugPrivilege
SeSystemEnvironmentPrivilege SeLoadDriverPrivilege SeImpersonatePrivilege | LID: @x2a2d4ed
2021-12-10 03:50:55.349 +09:00 | FS03.offsec.lan | Sec | 4672 | info | 825502 | Admin Logon | User: hackl | Privlist: SeSecurityPrivilege SeBackupPrivilege SeRestorePrivilege SeTakeOwnershipPrivilege SeDebugPrivilege
SeSystemEnvironmentPrivilege SeLoadDriverPrivilege SeImpersonatePrivilege | LID: 0x2a2d4fe
2021-12-10 03:50:55.349 +09:00 | FS@3.offsec.lan | Sec | 4672 | info | 825504 | Admin Logon | User: hackl | PrivlList: SeSecurityPrivilege SeBackupPrivilege SeRestorePrivilege SeTakeOwnershipPrivilege SeDebugPrivilege
SeSystemEnvironmentPrivilege SeLoadDriverPrivilege SeImpersonatePrivilege | LID: @x2a2d51f
2021-12-10 03:50:55.349 +09:00 | FS@3.offsec.lan | Sec | 4672 | info | 825506 | Admin Logon | User: hackl | Priviist: SeSecurityPrivilege SeBackupPrivilege SeRestorePrivilege SeTakeOwnershipPrivilege SeDebugPrivilege
SeSystemEnvironmentPrivilege SeLoadDriverPrivilege SelmpersonatePrivilege | LID: @x2a2d532
2021-12-10 03:50:55.349 +09:00 | FS@3.offsec.lan | Sec | 4624 | info | 825499 | Logon (Type 3 Network) | User: hackl | Comp: IP-Addr: 10.23.42.38 | LID: @x2a2d4d5
2021-12-10 03:50:55.349 +09:00 | FS@3.offsec.lan | Sec | 4624 | info | 825501 | Logon (Type 3 Network) | User: hackl : IP-Addr: 10.23.42.38 | LID: @Ox2a2d4ed
2021-12-10 03:50:55.349 +09:00 | FS@3.offsec.lan | Sec | 4624 | info | 825503 | Logon (Type 3 Network) | User: hackl IP-Addr: 10.23.42.38 | LID: @Ox2a2d4fe
2021-12-10 03:50:55.349 +09:00 | FS@3.offsec.lan | Sec | 4624 | info | 825505 | Logon (Type 3 Network) | User: hackl : IP-Addr: 10.23.42.38 | LID: @x2a2d51f
2021-12-10 03:50:55.349 +09:00 | FS@3.offsec.lan | Sec | 4624 | info | 825507 | Logon (Type 3 Network) | User: hackl : IP-Addr: 10.23.42.38 | LID: @x2a2d532
2021-12-10 03:50:55.771 +09: FS@3.offsec.lan | Sec | 4688 | info | 825512 | Proc Exec | CmdLine: C:\Windows\system32\wbem\wmiprvse.exe -secured -Embedding | Path: C:\Windows\System32\wbem\WmiPrvSE.exe | PID: @x56
@ | User: FS@3$ | LID: Ox3e7
:50:55.958 +09: FS@3.offsec.lan | Sec | 4673 | med 825521 | Process With High Privilege
:50:55.958 : FS@3.offsec.lan | Sec | 4673 | med 825526 | Process With High Privilege
:50:55.958 : FS@3.offsec.lan | Sec | 4673 | med 825529 | Process With High Privilege | Process: C:\Windows\System32\wbem\WmiPrvSE.exe | User: hackl | LID: @x2a2d532
:50:56.005 : FS@3.offsec.lan | Sec | 4673 | med 825534 | Process With High Privilege | Process: C:\Windows\System32\wbem\WmiPrvSE.exe | User: hackl | LID: @x2a2d532
:50:56.052 : FS@3.offsec.lan | Sec | 4673 | med 825541 | Process With High Privilege | Process: C:\Windows\System32\wbem\WmiPrvSE.exe | User: hackl | LID: @x2a2d532
:50:56.052 +09: FS@3.offsec.lan | Sec | 4624 | info | 825538 | Logon (Type 3 Network) | User: hackl | Comp: - | IP-Addr: 10.23.42.38 | LID: @0x2a2f10@a
2021-12-10 03:50:56.052 +09: FS03.0ffsec.lan | Sec | 4672 | info | 825537 | Admin Logon | User: hackl | PrivList: SeSecurityPrivilege SeBackupPrivilege SeRestorePrivilege SeTakeOwnershipPrivilege SeDebugPrivilege
SeSystemEnvironmentPrivilege SeLoadDriverPrivilege SeImpersonatePrivilege | LID: 0x2a2f10a
2021-12-10 03:50:56.099 +09:00 | FS@3.offsec.lan | Sec | 4673 | med | 825546 | Process Ran With High Privilege | Process: C:\Windows\System32\wbem\WmiPrvSE.exe | User: hackl | LID: @x2a2d532
2021-12-10 03:50:56.146 +09:00 | FS@3.offsec.lan | Sec | 4673 | med | 825551 | Process Ran With High Privilege | Process: C:\Windows\System32\wbem\WmiPrvSE.exe | User: hackl | LID: @x2a2d532
2021-12-10 03:51:16.683 +09:00 | FS@3.offsec.lan | Sec | 4688 | low | 826320 | Susp (mdLine (Possible LOLBIN) | CmdLine: C:\Windows\system32\D11Host.exe /Processid:{AB8902B4-09CA-4BB6-B78D-A8F59079A8D5} | Path: C:\W
indows\System32\dllhost.exe | PID: @x9e8 | User: FS@3$ | LID: Ox3e7
2021-12-10 03:51:16.683 +09:00 | FS@3.offsec.lan | Sec | 4688 | info | 826320 | Proc Exec | CmdLine: C:\Windows\system32\DllHost.exe /Processid:{AB8902B4-@9CA-4BB6-B78D-A8F59079A8D5} | Path: C:\Windows\System32\dllho
st.exe | PID: @x9e8 | User: FS@3$ | LID: Ox3e7
2021-12-10 04:54:03.261 +09:00 | fs@3vuln.offsec.lan | PwSh | 4103 | info | 68901 | PwSh Pipeline Exec | Payload: CommandInvocation(Write-Verbose): "Write-Verbose" ParameterBinding(Write-Verbose): name="Message"; val
ue="[FS03 : ] Using trustee username 'Everyone'"
2021-12-10 04:54:03.261 +09:00 | fs@3vuln.offsec.lan | PwSh | 4104 | info | 6890@ | PwSh Scriptblock Log | ScriptBlock: Add-RemoteRegBackdoor -ComputerName FS@3 -Trustee 'S-1-1-0'
2021-12-10 04:54:03.370 +09:00 | fs@3vuln.offsec.lan | PwSh | 4103 | info | 68902 | PwSh Pipeline Exec | Payload: CommandInvocation(Get-WmiObject): "Get-WmiObject" ParameterBinding(Get-WmiObject): name="Class"; value
~"Win32_Service" ParameterBinding(Get-WmiObject): name="Filter"; value="name='RemoteRegistry'" ParameterBinding(Get-WmiObject): name="ComputerName"; value="FS03"

Process: C:\Windows\System32\wbem\WmiPrvSE.exe | User: hackl | LID: @x2a2d532

|
| Process: C:\Windows\System32\wbem\WmiPrvSE.exe | User: hackl | LID: @x2a2d532
I
|
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Total events: 76846
Data reduction: 65008 events (84.60%)

Total detections: 19038

Total high detections: 2631

Total medium detections: 1414

Total low detections: 6450

Total informational detections: 8371

Unique detections: 517

Unique high detections: 215

Unique medium detections: 143
Unique low detections: 73

Unique informational detections: 49

Date with most high detections: 2021-11-03 (976)

Date with most medium detections: 2021-04-22 (152)

Date with most low detections: 2016-09-20 (3759)

Date with most informational detections: 2021-04-22 (1355)

Top 5 computers with most high detections: MSEDGEWIN1@Q (93), IEWIN7 (61), FS@3.offsec.lan (31), fs@3vuln.offsec.lan (25), IE10Win7 (23)

Top 5 computers with most medium detections: MSEDGEWIN1Q (57), IEWIN7 (32), IE1@Win7 (16), FS@3.offsec.lan (16), fs@3vuln.offsec.lan (15)

Top 5 computers with most low detections: MSEDGEWIN1@ (35), IEWIN7 (19), FS@3.offsec.lan (17), fs@3vuln.offsec.lan (12), fs@l.offsec.lan (11)

Top 5 computers with most informational detections: MSEDGEWIN1Q (18), IEWIN7 (16), fs@l.offsec.lan (15), PC@l.example.corp (12), FS@3.offsec.lan (11)

Elapsed Time: 00:00:21.962
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Excel DT

Time A4 C |¥| Eventi{v]| Level |v|Alert | v Details

2021-05-03 17:58:38.774 +09:00 webiis01.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: IP Address: 10.23.23.9 : Port: 62234 : LogonID: 0x258b9ee5
2021-05-03 17:58:38.775 +09:00 webiis01.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Address: 10.23.23.9 : Port: 62235 : LogonID: 0x258b9ef8
2021-05-03 17:58:38.775 +09:00 webiis01.offsec.lan 4624  informational Logon Type 3 - Network User: admmig : Workstation: - : IP Address: 10.23.23.9 : Port: 62236 : LogonID: 0x258b9efd

2021-05-03 21:06:57.954 +09:00 win10-02.offsec.lan 1 high Process Creation Sysmon Rule Alert Rule: technique_id=T1059,technique_name=Command-Line Interface : Command: C:\windows\¢
2021-05-15 05:39:33.214 +09:00 fs01.offsec.lan high Security log was cleared User: admmig

2021-05-19 06:18:40.607 +09:00 rootdc1.offsec.lan high Possible CVE-2021-1675 Print Spooler Exploitation

2021-05-19 06:23:27.038 +09:00 rootdc1.offsec.lan high Possible CVE-2021-1675 Print Spooler Exploitation
2021-05-19 06:30:17.318 +09:00 rootdc1.offsec.lan high Possible CVE-2021-1675 Print Spooler Exploitation
2021-05-19 06:30:17.318 +09:00 rootdc1.offsec.lan high Relevant Anti-Virus Event

2021-05-19 06:33:49.548 +09:00 rootdc1.offsec.lan high Possible CVE-2021-1675 Print Spooler Exploitation
2021-05-19 06:33:49.548 +09:00 rootdc1.offsec.lan high

2021-05-20 21:49:31.863 +09:00 fs0l.offsec.lan high Security log was cleared User: admmig

2021-05-20 21:49:46.875 +09:00 fso1l.offsec.lan 4648  informational Explicit Logon Source User: FS01$ : Target User: sshd_5848 : IP Address: - : Process: C:\Program Files\Open¢
2021-05-20 21:49:46.876 +09:00 fs0l.offsec.lan 4624 low Logon Type 5 - Service User: sshd_5848 : Workstation: - : IP Address: - : Port: - : LogonID: 0x3c569ed

2021-05-20 21:49:46.876 +09:00 fs01l.offsec.lan 4672 informational Admin Logon User: sshd_5848 : LogonlD: 0x3c569ed

2021-05-20 21:49:52.315 +09:00 fs01l.offsec.lan 4776  informational NTLM Logon to Local Account User: NOUSER : Workstation FSO1 : Status: 0xc0000064

2021-05-20 21:49:52.315 +09:00 fs01l.offsec.lan 4625 informational Logon Failure - Username does not exist User: NOUSER : Type: 8 : Workstation: FSO1 : IP Address: - : SubStatus: 0xc0000064 : AuthP

Timeline Explorer T M &1

Time Computername Eventid Level Alert Details

= L o0 - - -

2021-05-22 ©5:43:18.227 +09:00 fs@l.offsec.lan 4648 informational Explicit Logon Source User: FS01$ : Target User: admmig
2021-05-22 05:43:22.562 +09:00 fs@l.offsec.lan 4625 low Logon Failure - Wrong Password User: admmig@offsec.lan : Type: 8 : Worl
2021-05-22 ©5:43:49.345 +09:00 fs@l.offsec.lan 4625 low Logon Failure - Wrong Password User: admmig@offsec.lan : Type: 8 Wor|
2021-85-22 05:43:50.131 +89:00 fs@l.offsec.lan 4625 low Logon Failure - Wrong Password User: admmig@offsec.lan : Type: 8 Wor!
2021-05-22 05:43:50.607 +09:00 fs@l.offsec.lan 4625 low Logon Failure - Wrong Password User: admmig@offsec.lan : Type: 8 Wor/
2021-05-22 05:43:50.866 +09:00 fs@l.offsec.lan 4625 low Logon Failure - Wrong Password User: admmig@offsec.lan : Type: 8 Wor|
2021-05-23 06:56:57.685 +09:00 fs@l.offsec.lan 1102 high Security log was cleared User: admmig

2021-85-23 06:57:11.842 +09:00 fs@l.offsec.lan 4688 high Relevant Anti-Virus Event

2021-05-23 06:57:11.842 +09:00 fs@l.offsec.lan 4688 critical Mimikatz Use

2021-05-26 22:02:27.149 +09:00 mssgl@l.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Addr
2021-05-26 22:02:27.155 +09:00 mssqlOl.offsec.lan 5145 medium DCERPC SMB Spoolss Named Pipe

2021-05-26 22:02:27.155 +09:00 mssqlOl.offsec.lan 5145 critical CVE-2021-1675 Print Spooler Exploitation IPC Access

2021-05-26 22:02:29.726 +09:00 mssglel.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Addr
2021-05-26 22:02:29.734 +09:00 mssql@l.offsec.lan 5145 medium DCERPC SMB Spoolss Named Pipe

2021-05-26 22:02:29.734 +09:00 mssqlOl.offsec.lan 5145 critical CVE-2021-1675 Print Spooler Exploitation IPC Access

2021-85-26 22:02:34.373 +09:00 mssqlel.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Addm
2021-05-26 22:02:34.375 +09:00 mssqlel.offsec.lan 5145 medium DCERPC SMB Spoolss Named Pipe

2021-05-26 22:02:34.379 +09:00 mssql@l.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Addr
2021-05-26 22:02:34.379 +09:00 mssqlOl.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Addr
2021-85-26 22:02:34.380 +09:00 mssqlel.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Addm
2021-05-27 ©5:24:46.570 +09:00 rootdcl.offsec.lan 4768 medium Possible AS-REP Roasting Possible AS-REP Roasting

2021-05-27 05:24:46.570 +09:00 rootdcl.offsec.lan 4768 informational Kerberos TGT was requested User: admin-test : Service: krbtgt : 1IP
2021-06-01 23:06:34.542 +89:00 fs@l.offsec.lan 4720 medium Local user account created User: WADGUtilityAccount : SID:S-1-5-21-11
2021-06-01 23:08:21.225 +09:00 fs@l.offsec.lan 4720 medium Local user account created User: elie : SID:5-1-5-21-1081258321-3780
2021-06-03 21:17:56.988 +09:00 fs0l.offsec.lan 1102 high Security log was cleared User: admmig

2021-06-03 21:18:12.941 +09:00 fs@l.offsec.lan 4672 informational Admin Logon User: admmig : LogonID: @x322e5b7
2021-06-03 21:18:12.942 +09:00 fs@l.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Addr
2021-06-04 03:34:12.672 +09:00 fs@l.offsec.lan 4104 high Windows Firewall Profile Disabled

2021-06-04 04:17:44.873 +09:00 fs0l.offsec.lan 1102 high Security log was cleared User: admmig

Critical 7 27— kD74 )LV VoA 25D IIL—EVY
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Computername =«
Line Tag Time Eventid Level ~7 Alert
¥ = (I A = critical L
» Computername: ©1566s-winl6-ir.threebeesco.com (Count: 1)
» Computername: alice.insecurebank.local (Count: 3)
» 4 Computername: DCl.insecurebank.local (Count: 18)
5540 2019-03-26 06:28:45.026 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5539 2019-03-26 06:28:45.026 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5538 2019-03-26 06:28:45.026 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
S5E 2019-03-26 06:28:45.026 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5536 2019-03-26 06:28:45.025 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5535 2019-83-26 ©6:28:45.025 +89:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5534 2019-83-26 ©6:28:45.025 +89:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5533 2019-03-26 ©6:28:45.025 +89:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5532 2019-03-26 06:28:45.025 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5531 2019-03-26 06:28:45.024 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5530 2019-03-26 06:28:45.024 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5529 2019-03-26 0©6:28:45.024 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5528 2019-03-26 06:28:45.023 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5527 2019-03-26 06:28:45.023 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5526 2019-03-26 06:28:45.023 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5525 2019-03-26 06:28:45.023 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5524 2019-03-26 ©6:28:45.022 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5523 2019-03-26 06:28:45.022 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
» Computername: DESKTOP-PIU87N6 (Count: 1)
. N ~ A\ Y
Elastic Stack%' v & 2. 7h— K TO &
= . Dashboard Hayabusa Dashboard Fullscreen  Share  Clone & Edit
B v Search KoL [ v 2013-10-2316:16:13.843 + > 2022-02-19 17:35:16.328 +

S}

+ Add filter

Risk Level

critical 0.71%

Risk Over Time

5

Detection Rule

4,000

3,500

3,000

2,500

2,000

Count of records

1,500
1,000
500

o M -
2014-01-01 2015-01-01

—

2016-01-01 2017-01-01

Event ID

2018-01-01

@timestamp per 30 days
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Computer Names

Top values of Compi v

Count of records -

fsO3vuln.offsec.lan
FS03.offsec.lan

MSEDGEWIN10

IEWIN7

IE10Win7

SEC511

Other

DESKTOP-M5SNO4R

PCO1.example.corp

win10-02.offsec.lan

srvdefender01.offse...

3,561
2,307
2,057
2,039
1,274

1,087

1,854

@ critical

© medium  §

® high
® low
o info

Mo Ll

2019-01-01 2020-01-01 2021-01-01 2022-01-01
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Top 10 Alerts Top 10 Critical Alerts Top 10 High Alerts
Top values of RuleTitle ~ info>Cour v low>Coun~ high>Coul~ medium> (v critical>Ci~ Top values of RuleTitle Count of records Top values of RuleTitle ~ Count of records
Network Share File Access 2,564 Mimikatz Use 33 Malicious Service Possibly Inst... 271
Process Created 1,447 Powerview Add-DomainObjectAcl... 22 Suspicious Service Installed 257
Pwsh Scriptblock Log 1,024 Sticky Key Like Backdoor Usage 8 System Log File Cleared 97
PwsSh Pipeline Execution 680 Active Directory Replication from ... 6 Suspicious Remote Thread Cre... 94
Network Share Access 433 EfsPotato Named Pipe 6 Accessing WinAPI in PowerShe... 93
Other 2,058 223 831 594 WannaCry Ransomware 4 Relevant Anti-Virus Event 7
Logon Failure - Wrong Password 3,564 CobaltStrike Service Installations 3 Security Log Cleared 66
Suspicious Cmd Line_Possible LOLBIN ... 1,418 DNS Server Error Failed Loading t... 3 Process Created_Sysmon Alert 60
Process Access 154 Dumpert Process Dumper 3 Disabling Windows Event Audit... 42
Image Loaded_Sysmon Alert 108 LSASS Access from Non System ... 3 Malicious PowerShell Keywords 30
Process Start From Suspicious Folder 39 Other 27 Other 562
Hayabusa Discover
16622 documents
Time + Computer EventlD Level MitreAttack RuleTitle Details
> 2022-62-19 17:35:16.328 +00:00 DESKTOP-TTEQ6PR 7 info Persis | Evas | Pr  Windows Spooler Service
ivEse Suspicious Binary Load
> 2622-82-19 17:35:16.301 +60:00 DESKTOP-TTEQSPR 11 info File Created Path: C:\Windows\System32\spool\drivers\x64\4\Test.d11 | Process: C:\Users\win1@\Desktop\SpoolFool-main\SpoolFool.
exe | PID: 1232 | PGUID: B8DA6386-2A54-6211-6861-000060601000
> 2022-62-19 17:35:16.301 +00:00 DESKTOP-TTEQ6PR 11 medium Rename Common File to DL
L File
> 2022-62-19 17:35:16.207 +00:00 DESKTOP-TTEQ6PR 1 info Process Created Cmd: "C:\Users\win18\Desktop\SpoolFool-main\SpoolFool.exe” -d1l C:\ProgramData\Test.d1l | Process: C:\Users\win1@
\Desktop\SpoolFool-main\SpoolFool.exe | User: DESKTOP-TTEQ6PR\win18 | Parent Cmd: "C:\Windows\System32\WindowsPowe
rShell\v1.8\powershell.exe” -noexit -command Set-Location -literalPath 'C:\Users\wini@\Desktop\SpoolFool-main’ | L
ID: @x277ef | PID: 1232 | PGUID: B8DA6306-2A54-6211-0B01-060800001060
> 2022-62-19 17:35:16.207 +00:00 DESKTOP-TTEQ6PR 1 low Exec Process Start From Suspi
cious Folder
> 2022-62-16 10:37:20.934 +00:00 015665-win16-ir.t 5145 info Collect Network Share File Acces User: samir | Share Name: \\*\C$ | Share Path: \??\C:\ | Path: Users\PSECURITY | IP Addr: 172.16.66.36 | LID: @X56

hreebeesco. com

s 7758

SALZAYDY Y TIVER

CSVDIA LT VERDY Y FIVE I ESTHERTEXR T,

CSVD 7 A T+ > %&Excel®Timeline Explorercaif 9 2 A%IE 55 TRBRNALTWE T,

CSVD % A sS4 >~ #%#Elastic Stacklicf YIR— T3 HEIFZTES TBANALTWETD,

R &RE

o JORXRTZvw N7 #—LAXE: Windows, Linux, macOS,
* RustTRIEZ N, XEUE—TTAVYTH LD HHETT |

o VILFRALYRWIRICED, BAEDAE—RT Y TZXHK,

o JALYIYVIRBYPAVITYMLARYZDEHIT, FIHULPTWCSVI A LTV EERLET,

o FAVY T WIER/MRERIEERYMLAR— X DHayabusa/L—IL TER S NTzIoCY IR F v ICEDK AL Y K,

e Sigma/l—JL%ZHayabusa)l—/)LICZE#T %z DSigmall—ILDO Y R— BRI TWET,

o BIE, DMLY —ILICEREEZ L DSigmall—ILEHYR—KMULTED, ATV MNIL=ILIZHFIHL TWE

ERS

o ARYKNOVDHEt. (EDESBEHODARY MBZOLEIBEL. OVREDF 12—V ICEHT

9 )

o ARIL=ILP/AZXDEVWIL—=ILEBRANT ZIL—ILF21—=
e MITRE ATT&CKE DT v E> 4 (CSVDENT 74 LD ),
o JL=ILLRILDFa—=2,
o AIRYINAVHDSARERI—FPT7AMINEZRELFETZLHOOERY NF—T—RDO—EERK,
o FHARAEDLHICET 4 —ILRIBROE S,
o BMERKLIcA—YOITA Y DER,
e Velociraptor& A B EMITOLERBZINRTOIY RRAI Y MNIHITZIALY MN\YTFa VT E

DFIR.

7123

VURED AT,


https://github.com/Yamato-Security/hayabusa/tree/main/sample-results
file:///Users/user/Documents/YamatoSecurity/hayabusa/doc/CSV-AnalysisWithExcelAndTimelineExplorer-Japanese.pdf
file:///Users/user/Documents/YamatoSecurity/hayabusa/doc/ElasticStackImport/ElasticStackImport-Japanese.md
https://docs.velociraptor.app/
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\Y \Y
YorvaO—~R

ReleasesR—Ih SHayabusaDZELc/\—Y 3y TaAVIAILENfcNNA FUDREENTVWBRFRE L IEXY
—XA—R%EF O O—-KRTEET,

M S
Gityao—y>
LFoD OYYRTLRIY NI ZSYDYO—RL, V—XOA—RH5IV/NAIILULTERT S EHAHE
TY

git https://github.com/Yamato-Security/hayabusa.git —-recursive

ER D mand Y FREARPDOIN—-IY 3V TT, FLRERICV Y —AZTNTOWERWFEEINMEZ Z2hH Lk
M, NI HZAEESHHDIDT. TARRIEEBRSTTEL,

* EDOIIENEE. Y TEVa2—ILELTEEIhTWS T IIADT 7L ILIEF o0
—RKEnxth.

aAvY R, BULKEEUTOaAY Y RT AT EREAL.
HayabusaD&#FH DIL—ILEEFHIT DI ENTEXT:

hayabusa-1.4.3-win-x64.exe -u

7y 7T —hDBKRBUIHE R, 7ANIDERMEZEELTHS, B5—ETFYTT—RULTHTTE,

ER YT TN ERITIBRIC 7 # )L '1& hayabusa-rules LRV MY DRFDIL—IL &
AV T4V T77AIICBERISNFT BEFET 7 MIIADEBERFSINTLEEZINEIOT, Py
T—RNETRIICRELE 7 7LDy I F7y T2HEITITHLET, H L. z1T
STWBDTHNIE. 7Y TT—RERICIL—ILT771ILOBFEZLTLETWV 7 A ILFAIC
FUSEBMUEEIL=ILIE, 7y 7T7—REFICEEZH U IFHIBRIZITDIE R A,

RNV YV—XO—KHhs50aV/N1)L ((EFE

Rustib'f YAk —ILENTWBHE. MTOIAYYRTY—XI—RNSIVNRAMILT B ENTEXT:

cargo clean
cargo build —-release

LUTFoavy RTEBMICRUstZ 7y 75—k LTLIEE W :

rustup update stable
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VUL E NN F I JA IR T RS NET.
Rust/Vy o — I DOEH

JVIAVRENICERFTDRuUst cratelc 7y 77— 32T RFDOZA 7V ZNATZIENTEXT:
cargo update

% Ty TF—NE ADFEARBDELISBMSE LS,
32w KWindows/\r U oo OXaVINA )L

UTFoavy R4ty hdOWindowsis Rk T32EY KON F U AR IV ORAVINAILTEET:

rustup install stable-i686—-pc—windows-msvc
rustup target add i686—pc—windows-msvc
rustup run stable-i686—pc—windows—-msvc cargo build —-release

macOSTD AV /XA ILDEES
opensslicDOWTOIVINA LI Z—hRRINDEEE. HomebrewzA YA KM—=)LLTHSE, UTD/NNvI—

EAVAN—ILTBRENBH DT !

brew install pkg-config
brew install openssl

Linux O AV I IILDEE R
opensslicOWTO VIS IILIZ—DRREINZDEEEF. LUTONYT—I% A VA N=ILTZ2RENHBD XTI,

UbuntuRoD 7« X ~O:
sudo apt install libssl-dev
Fedorak®7 « A kO:

sudo yum install openssl-devel

Hayabusa®D3E1{T
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ER: 7V F U« )LAEDRDFRIRH] & B WHIE[ETT

Hayabusa%®{T9 % &P, IL—=ILDF o> O— RPETEIC/L—ILA Tdetectionic RAE & PowerShell v > K
» DESBF—T—RKMNEHNMNTWVWBRERIC, PVFUILAPEDRICTOY V7 SN AEEENH D X,

ERADESD, EFXFa VT« WERKORBED HayabusaZ s 2 K SICKRETIDENH D FT, VILY T FREEN
DETHNIE. V—XOA—KREEZRELLT, BTN FUEIVIIKCILLTTE L,

Windows PCHZENE D YIEIETRICKEBND D DBENH D £9, ZhldWindows Defender® V) ZILY A LA F ¥
UHMTONTWBZENRERTT, UTZILT A LRAFT vV EEMICT DM Hayabusa®d T« LI NV ET7VF I 1)L
AZAF v UDESBRATZIETCORRIIBEHUEITN, REEEZIDHIcEF2AVTFAYRIETDEELIES
LYo

Windows

av >y R70> 7k ®Windows Terminalmh 532y k6 L < 1F64Ey k dDWindows/\ Y ZHayabusa® JL—
R4 LIZNUDSETULETD,

fl:

Linux

T NAFVIERTERZEZAZ2DELHD XY,

chmod +x ./hayabusa-1.4.3-1inux-x64-gnu

RIc. Hayabusa®)L—hF4 LI NUDSEITULET :

. /hayabusa-1.4.3-1inux-x64—-gnu

macOS

EI. F—IFIL®iTerm2h S5/ F U ICRITERZSZD2RENHD XY,

chmod +x ./hayabusa-1.4.3-mac-intel

Ric, Hayabusa®)L—h T4 L7 NUDSEITLTHATLIEE L.

./hayabusa-1.4.3-mac-intel

MacOSORHIMRTIE. UTDEF2 VT EEVHIARUELHD KT :
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“hayabusa-1.1.0-mac-intel” &, [
RAUERIATEGWHREITEE A,

COFFVIr—oavieeocFhitEEhT
W s ERMIETEE A,

TI=HicAhd vl

8/3/2022

MacOSDOIRBERENS EFaUT 0 &T5ANY—; ZHRE. &) D5 "COXIHFAL Ry>v=ZzI Uy

LTS,

9! < B X UTFaETSANY—

—#%  FileVault Z7A4F72724—]L FTZAIN—

Coa1A—YoOsSr I AT—RARESNRTWET NAT—KEEE..

Q|

W z2u—Fe25U—vE—NORBIC/CAT— REER BIBE: T¢I

SovO—RUkF U —=a v OETH:

“hayabusa-1.1.0-mac-intel" FRFET=HBTE LW, EFANTOV I

h&ELlk,

B ZEI3cnFEsYvILETS,
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ZDE. Y—IFIDSES—EETLTHATLLEEWN:
./hayabusa-1.4.3-mac-intel

UTOEENHEZDT, TH<1 27Uy 70 TLIEE L,

“hayabusa-1.1.0-mac-intel" Q%
TERIETEZT A WTHLBL
WTImn?

COF TV r—vavEMCTLiLL T, ¥
ATLDEF2 YT BERMICRED, OVEa
— S EEABENEVYILVzFICES SNBSS

RHEDET, TOER. VIV 7EES T,
Mac 7S 1 /C0— [CiiE 52 2 el aEEA
BOET,

A <

T/ AN

Tyl

INTERITTEDLSICBDET,

ERATE

8/3/2022

1

ANYRZAATYaYy

USAGE:
[OPTIONS]

OPTIONS:
—European-time

93 (fl: 22-02-2022 22:00:00.123 +02:00)

hayabusa.exe -f file.evtx [OPTIONS] / hayabusa.exe —-d evtx-directory

I—0Ov/\FEXTEMN ERXZE



README-Japanese.md

——RF(C-2822

NI (Bl: Fri, 22 Feb 2022 22:00:00 -0600)
——RF(C-3339

NI (Bl: 2022-02-22 22:00:00.123456-06:00)
—US-military-time

PAXAU AW CHN CRRZENT S (Fl:
—US—time

95 (fl: 02-22-2022 10:00:00.123 PM -06:00)
——target-file—-ext <EVTX_FILE_EXT>...

EBINT %, (H1: evtx_data #l2 : evtxl evtx2)
——all-tags
DY VEREETHENT S
—-c, —rules—config <RULE_CONFIG_DIRECTORY>
LKY (FZ7#)bk: ./rules/config)
——contributors
-d, ——directory <DIRECTORY>
DIV
-D, ——deep-scan
EAFYVZITS

——enable-deprecated-rules
——end-timeline <END_TIMELINE>
TR (fl: "2022-02-22 23:59:59 +09:00")
—exclude-status <EXCLUDE_STATUS>...
DRAT—%H A (ex: experimental) (ex: stable test)
-f, ——filepath <FILE_PATH>

wZziT>5
-F, —full-data
-h, ——help

-1, ——live-analysis
C:\Windows\System32\winevt\Logs 7 # L5 % &I %

-L, ——logon-summary
ke A I I

——level-tuning [<LEVEL_TUNING_FILE>]

(F7#J)K: ./rules/config/level_tuning.txt)

-m, —min-level <LEVEL>
IV (74K informational)

-n, ——enable-noisy-rules

——no_color

-0, ——output <CSV_TIMELINE>
results.csv)

-p, ——pivot-keywords-list

-q, ——quiet
AUV

-Q, ——quiet-errors
A7 ZREFLREL

-r, —rules <RULE_DIRECTORY/RULE_FILE>
AIWERFDTALIKY (F7x)Lb: /rules)

-R, ——hide-record-id
L)

-s, ——statistics

——start-timeline <START_TIMELINE>
WRREZ (Bl "2020-02-22 00:00:00 +09:00")
-t, ——thread-number <NUMBER>

13/23
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RFC 2822fzx{ THY & &l
RFC 3339 CTHfT & RXlZ i

4RKEFI(Z VTV =T 1 L) D

02-22-2022 22:00:00.123 -06:00)

PAYAFRTEN ERZZEA
evitxBUAN IR F 2 BT R IC

HALTCSVT 71 ILITIL—ILA
IW—IL7ANFDAVYT 40T«

AVKIYE1—YD—ERTR
evix7 7ML EFDODTa4L Y b

IRTDOARY NIDETRICUL

Deprecated/L—ILZEE#ICT S
BITHRET ARV NOY DI

FHRIAPATRNET BZIL—ILAT
12D .evitx7 71 ILIC L THE
2TOD74—ILREREE AT S
NIV TBERERRT B
O—AILiwARD
BIhERBLIEOT A VIERDE
JL—ILlevel®OF 21 —=>%
HEREENDEZEITDIL—ILOREL AN
Noisy/L—ILZBMICT S
ho—BHEEMICT S

YA LT4 Y ECSVER TRET

Ry hF—T7—RKO—EER
Quiet®—NK: EF/NF—%FXK

Quiet errors®—k: T5—
W=7 7AINKFIL—=ILT 7
ARV ML O-RIDZERTRLE
ARV M IDDOFEERERTY
BITNRETDARY OV DH

ALY RE (F7A) b X7
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F—Y Y RICERBELREME)

-u, ——update-rules rules”7 #JL% %Zhayabusa-
rules®githubJRI MY DRFIRICEFHT S

-U, —-UTC UTCER cHG EBZIZ BRI S
(F7 A IRHbESERT)

-v, ——verbose FHBERELENT S

-V, —-visualize-timeline ARV NBEYA LTV EERA
EES)

——version N—= 3 ViERZERTT S
FE B

e 1 D0DOWindowst XY hOY 7 74 )LIcxd LU THayabusaz E{TLU %7

hayabusa-1.4.3-win-x64.exe —-f eventlog.evtx

o BHOWindowsAI Ry NOY 771 ILD&HSBsample-evixT« L7 kY LT, HayabusazZE{TUET:

hayabusa-1.4.3-win-x64.exe —-d .\hayabusa—-sample—evtx

e BTD74—ILRBEREHEEHTTI DDCSVTZ 7 ILICT Y AR— K LT, Excel. Timeline Explorer. Elastic
StackETEISICAMIT B ENTEXIT(ER: T Z2BMCT DL, HATR 771D H A IR ETHKRE
KIEDOERT!):

hayabusa-1.4.3-win-x64.exe —-d .\hayabusa-sample-evtx —-o results.csv -F

e Hayabusall—ILO#EETLET (T7AILKTE ICHBDIRNTDI—ILHFAEEINEY)

hayabusa-1.4.3-win-x64.exe -d .\hayabusa-sample—-evtx -r .\rules\hayabusa -
0 results.csv

e WindowsTTF 7 #)LhTEMICKE>TWBOSIcH UL TDH,. Hayabusall—ILERITUET

hayabusa-1.4.3-win-x64.exe —-d .\hayabusa-sample—-evtx -r
.\rules\hayabusa\default -o results.csv

e SysmonO#7'ICx UL TDHHayabusall—ILZRTLET:

hayabusa-1.4.3-win-x64.exe —-d .\hayabusa-sample—-evtx -r
.\rules\hayabusa\sysmon -0 results.csv
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e Sigmall—ILDHZEETLET:

hayabusa-1.4.3-win-x64.exe —-d .\hayabusa-sample-evtx —-r .\rules\sigma -o
results.csv

o FEZE (deprecated)Enfc)L—IL( N IKiZ>TWBIL—=IL)E /A1 I=IL—)

( IZIL—=ILIDAEDINTWBIL—IL)ZEBMICLET:
hayabusa-1.4.3-win-x64.exe -d .\hayabusa-sample-evtx —- —deprecated-
rules — -noisy-rules —-o results.csv

o OVAVIERENNITBIL—ILDHERITL., UTCHYA LYV —YTHAOLET:

hayabusa-1.4.3-win-x64.exe —-d .\hayabusa-sample—-evtx -r
.\rules\hayabusa\default\events\Security\Logons -U -0 results.csv

o EEIFODOWindowsimR LETEITL (AdministratoriEfRAME) . 75—k (BEEDH 2 AREED & 2 EN1E)
DHERHMULET:

hayabusa-1.4.3-win-x64.exe -1 -m low

e criticalLNILDF7 S5—hHS5ERY hF—T7—RO—BZERLXT (HERIBHEREIC
* ZiICHAENEY):

hayabusa-1.4.3-win-x64.exe -1 —-m critical -p -o keywords

o ARV KMDOFEEREZERFLET:

hayabusa-1.4.3-win-x64.exe —-f Security.evtx -s

o FHMBAYytE—YEHALET(REBICKENDIDDZT7 7ML, N—RAT5—FZHET 2 DICEF):

hayabusa-1.4.3-win-x64.exe —-d .\hayabusa-sample-evtx -v

e Verbose 1 DHI:
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Checking target evtx FilePath: '"./hayabusa-sample-
evtx/YamatoSecurity/T1027.004_0Obfuscated Files or Information\u{a@}Compile
After Delivery/sysmon.evtx"

1/ 509 [

-1 0.20 % 1s

Checking target evtx FilePath: "./hayabusa-sample-
evtx/YamatoSecurity/T1558.004_Steal or Forge Kerberos Tickets AS-REP
Roasting/Security.evtx"

2 /509 [

-] 0.39 % 1s

Checking target evtx FilePath: '"./hayabusa-sample-
evtx/YamatoSecurity/T1558.003_Steal or Forge Kerberos
Tickets\u{a@}Kerberoasting/Security.evtx"

3/ 509 [

-] 0.59 % 1s

Checking target evtx FilePath: "./hayabusa-sample-
evitx/YamatoSecurity/T1197_BITS Jobs/Windows—-BitsClient.evtx"
4 / 509 [=

-1 0.79 % 1s

Checking target evtx FilePath: '"./hayabusa-sample-
evtx/YamatoSecurity/T1218.004_Signed Binary Proxy
Execution\u{a@}InstallUtil/sysmon.evtx"

5/ 509 [=

-] 0.98 % 1s

o IS—AJDHAZIERVESICTS: TT7AILNTIE, HayabusaldTZ—XvE—Y%IT5—O7RE
LEFT. TT7—XvE—IZFRELELBVWEEI. ZEBMULTLEEZ WL,

ERY b F—T—RNDIERK

UL IF A7 aVEFES ETARAERI-—YPRAME, 7O BEE—ET
HBAHTBENTE, AIRVINATDSRRBBETR2ENTEEXT, ERYNF—T—RDHRIITIX
& EEBEITZIETITSCENTEET, UTRT7AINDHREICEDE
EN

Users.SubjectUserName
Users.TargetUserName

Users.User

Logon IDs.SubjectLogonId

Logon IDs.TargetLogonId
Workstation Names.WorkstationName
Ip Addresses.IpAddress
Processes.Image
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=M EBRLO>TWET, FIZIET 7 A N DERETIE. EWSUZNEEAML
feARY EH5 . . D74—ILROEN—EBEELTHAETNET,
hayabusa®F 7 # JL k TRBALIEITRTDARY N SIEREH DT B0, A7
vavaFESEEiF HULLIE AT avEHETE>TRAMTZ2AIRYNDLANILEZEET S
CEERIITHLET, £9 ZEELT. RbEL LRILVDF7Z—hDHERREL T,
LR ZRBREBRIGUTTIFTWS EEWT L& S50 BRICEEBRARYNIEHZ2EEDF—T—RKHAA>TWSH
BEEAEWSH., FHTHERZEILTHS, FBLBAIRVKNCHDZFSHBEF—T—RUARZ 1 D207 71 ILICE

FL. EOITYRTRBBT /71 EF 1l 151 L5 V%
BT 22 ENTEET,
O 7 U IBEHROERN

Sl AT 2V EES T ETAY AV EBOBH(I—FE, 07 VM, 071>

KBEE)OBHEEINTEET, BEDevix 7 7MILZ@BIRUEWESIE- ATV arvZFRALTLESIW, B8O
eViX7 7AILERRELIEWEEIE - A7V avEGbETES CETevix7 7L EDOT 1 VIERDEN %=
HAOTEZXT,

B> 7)levix7 74 )L CHayabusaz T A M9 3%

HayabusazZ 7 X M UL7zD. FILWIL—ILEER LD T 20D Tlevix7 71 ILE WS DO RELTWE T
https://github.com/Yamato-Security/Hayabusa-sample-evtx

MTFoav>y RT, Yo 7)LDevix7 71 ILeFiLWSTTc LI KN Iy o>rn—
RgdzenTEXT:!
git https://github.com/Yamato-Security/hayabusa—-sample-evtx.git
Hayabusa® 1
HayabusaDfERZBEHADICKRRLTWVWSR EE (T7AIWK) F UTOBERZRRLUET:
. T 7AINTIE ERICB>TWET, 1R kO
D Z14—=ILRDESRTWVWET, T7AILRNDTA LY
—2EO—=ALDT A LYV =D £THN A7 3V TUTCICEET B ENTEEXT,
U ARy OO TZ4—=ILRHESERTWET,
. CAJ&TY, ARYKAOTD 74 —ILRDSRTVET,
. ARy OO T74—ILRDSERTVWET,
. : YML&EL—IL D Z14—=ILRDOSETWET, (fl: ) , ,

, ) T7AILKTIE, IRTDLRILDT S—hEARY MBRHAZSHEITD, ATV 3Y
TRIEDLANIVEEETDIENTEEXT, FIZIE AFVavaE[RIFBE. & 72
—kUbEAHESNEEA.

. : YML&EIL—ILD Z14—ILRDSETVWET,
o ARV L O—=KIDTY, Z14—ILRMSETWE
o RBULLIF A7 aveEMIFIERRINEREA.
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https://github.com/Yamato-Security/Hayabusa-sample-evtx
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: YMLUREDIL—IL D T4—=ILRISETWETH, D7« —JLKiFHayabusa/l—JLIC
LhHpbEthe COT4—ILRIEZTZS—REARY NCETZEMBERZRZREL. OVDT7s—ILRKHSHE
BRTF—9 BT ENTEET, IRV IAF—DIVEVIDEES> TWBBE, HULLKIET71—ILR

PEELBWEE THENTE A > EPFiE (not available) L EE&EH I N E T, YMLEAIL—ILIC
74— ILRHIEFEELREWVEDdetailsD Xy 2—Y
2 TRETEET, i

. . DEAEDLETERET DI ENTEET, default_details.txt

YMLURFIL—ILIERIET BIL—ILDRE SN TVWEWEREIRTO T —ILNERZEHALET,

CSVIZ7AILELTRET BHE. UTDIIEMEhKT:

. : MITRE ATT&CKDEfTo

° P I—=RNEREEARY N EERUERDIIL—=ILD T 71 L%,

. P I—RhEREFARYMEREI Ufcevix7 71 IILADINA,

HLLIE A7 avEEELREE. 2TD7 1« —JLRERM W LICT
HBhHINEI,
Level DEE

BHRICHANT Blcdhiclevelz UTDXSICHBULEALTWEY,

MITRE AT T&CKEfifT D& BE

ERICHNT B7HICMITRE ATTRCKDEMTZ U T DX SITEBB L TWET, D
BRETZ7 7 THRHIHRETEET, BAULIET—YOEMZETHALELWEEIE. A7vavx
DIFTLLREIW,

. : Reconnaissance ({5%)

o : Resource Development (U YV — X %)

. : Initial Access (#1887 7 £ X)

. : Execution (3£17)

o : Persistence (&#=1t)

. : Privilege Escalation (#£fRF1R)

. : Defense Evasion (BAfE[a]:E#)

o : Credential Access (FREFIER 7 7 R)

. : Discovery (&%)

o : Lateral Movement (H5E5)

. : Collection (YX%£)

. : Command and Control (ZFRIZE1E)

. : Exfiltration (5 H L)

o : Impact (&)
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Channell&R D& 1&

BHRICHEANT ZHICChannel DRRZLUT DO LS ICEBRL TWET,

a7 L RIN—

DRE7 7L TCHHICRETE XTI,

8/3/2022

ZOVLR - N\N—E, BEDevix7 71 ILICF U TOHERELE T, BITLIcevix7 71 ILOEEEIGEZY PILY A

LTRRULEY,

BAEHHADHT—BTE

Hayabusa®#E & i BlILXFENEDLD XY, DEZZEET S ETXF
BEZZDIENTEET, BRI TY, hT7—HAZLBWVWLSICLEW
Hald A7V arvESHAALIEZW,

ARV NEEIALZA Y
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EJ AT avBEFESET, BALEARY NOEHSU DR, EBEDY A L
FAV(( A=AV 2BEEICHEALET, Y—H—DORIIEKXI0BETI, 77 4J)LkdDCommand Prompt&
PowerShell Prompt TIEXFL T TB DT, Windows Terminal®iTerm2&E D ¥ —Z F )Lz SFIALEEI L,

RERAMBDHT

BRI TRBRMSNICANZEREICHEALET,

RERAImRBZDEN

EZLRILTELBANENCAZ— I BARY DS WERE M5 >2ZERRICHEAULET,

Hayabusall—JU

Hayabusat&1/L—)LIESigmad & S BYMLER TS TWE T, TALIRMVICADTWETH, kK
BIIC Ehttps://github.com/Yamato-Security/hayabusa-rules® LR kU TEEB Y 2 FERLD T, JL—ILDissue
Epull requestidhayabusa® LRSI YU Tl <, IL=ILLIRI M UABEWLET,

IW—ILDERAEICDWTIE, hayabusa-rulesL 7RI k' OREADME % &5+ < 12E L\,

hayabusa-rulesL/RY ~ YU ICHZITRTDIL—)LIE. 7AW ICERET D2DENHD XTI,
Minformation® JL—JL I EHREN, ML EF EHBEINEKT,

Hayabusa/ll—ILD7F 1 L7 NUEEIL, 3DDT«s L7 NJIKADNTVWET,

. : Windows OSTT 7 /)L kTigikch 07

. TN —=TRIY—PEF 1 VTFAR=ZAFA VOBRATAVICT Z2RENHZ0O5
. :sysmonic &> TEMETNh 20O,

o TRETANULTWRIL—ILERET ZHD—KFFs LI KY

I—=bigE 5Oy %47 (B : Security, System#ix &) IC&>TTF s LI MVIER TSN, ROFEXTHAFIHT
FonxEzd,

o 7o— kR
— kol
o ARy INER:
o ARV KBl

N
!

REDI—IZHERWREE, FIREBRKOTY7L—hEULT, XRAOY YV OERBE LTSRS
W,

Hayabusa v.s. Z#2 & f17=Sigma/lL—JL

Sigmall—/LI&. &lIicHayabusa/l—ILERICEBRT Z2DHENH D ET, BROPDOAFIFZ I THEINTVLE
9, FAEDIL—ILIESigmall—IL EFIEENH 2D T, Sigmall—ILD & SICZFDMDSIEMER ICEIRTEET,
Hayabusa/L—JLid. WindowsD A XY MOV BITERICEIAINTED. UTOLSBASNHD £

1. A7 DEABR T« —ILROAHDSHBENICENBERZERRI 57cHD 74 —ILRZEMLTVWE
ER
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https://github.com/Yamato-Security/hayabusa-rules
https://github.com/Yamato-Security/hayabusa-rules/blob/main/README-Japanese.md
https://github.com/Yamato-Security/hayabusa-rules
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://github.com/Yamato-Security/hayabusa-rules/tree/main/tools/sigmac/README-Japanese.md
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2. Hayabusa/lL—)LIZIRTH Y I OJICH UL TT AN SN, RHT B EDERINTVWET,

ZTHAIBDINY, HR—K SN TUWERWEEE, EEOBVW(ERKRELGLE)ICLD. —&DSigmall—IL
FERULEEBDICEELRWATREEN B D X9,

3. SigmallL— JLERICRWEET (B - )DF A

FIBREIF: FA/-B5 DB D, Hayabusa (A —7> Y —ZX® Windows 1 XY k OZ &Y — )LD TSigmall—
WERBHZLYR—RMNULTWETH, £EYR—RFENTVWEWL=ILEHBD T,

1. RUStIEMRIRY L — N TIIHEBE LR WIEEARRZER T 2 /)L—)l,
2. Sigma/lL— LD B o EEH.
3. ZFERITBZIL—),

BAIN—ILDF1—=>9

T7A 70 A=LPIDSEAKRIC, YTRFYR—ZADY—)LIE, BREICELDETRENIDEICRSH. HEDIL
— KBTI —RICERAT 2RELHZBENH D XT,

JL—ILID (%1 ) &
SBT3 &, RERIL—ILPFHEATERVWIL—ILEERTZIENTEXT,

JL—ILID% ICBMULT. FIALNTL—LEEBRTEIEHTEET
m. Nl ATy avERELTL—LEFERTZIEETEET,

BRALARNILDlevelF2a—=>4

Hayabusa/l—JL. Sigmall—ILIZZNZFNDEBIRAULIBDO ) RV LARILERDTVWET, I—FHmEDY
R LARIVICERET I ICEBRERZEE.

ZERTIBDIETIL—ILNT7AIDNEZTBRISNET, IL—ILT77AILHEE
EZMAOSNBZIEITEBELTERLTLEE L,

DB
id, new_level

00000000-0000-0000-0000-000000000000, informational # sample level tuning
line

W=7« LI NURTLAD DIL=ILD ) ZT LNILH
ICESBMZISNET,

ARYNDZ4ILI VYT

N=I 3 V1ABLETRE. TTAINTNRIT A=YV RZLIFZHIC. BAIL—ILTARXY MIDAEESNTULR

WARYNZEFERULTWET, T7AILMTIE TEESNIDH
A¥FvraEnzxd, If youwantto scan all events, please use the option. IRTDARY
RzZXFv > UIWEEIE. A7 avEFERLTLIEEN,
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https://docs.rs/regex/1.5.4/regex/
https://github.com/SigmaHQ/Sigma/wiki/Specification
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FOMOWindows1 XY KOF @Y —ILE L OBEE
V —A

FIRTZERATB12DY—)b; EVWSHDRBL, ZNZENICAY Y "DH BT, ThSDDBENTY —ILP
7OV ZFzvI LT ENDPKRICA D ZHERT D EZEBHHOLET,

e APT-Hunter - Python TR I e KB&EHY — ),

e AwesomeEventIDs- 74 LYYV IRABEA VI TY MRIBICRIDAXRY NIDDYY —Z,

¢ Chainsaw - Rust CH& & i /zSigmaX— X OKEEHY — ),

¢ DeepBlueCLI - Eric Conrad Ic & > TPowershell CRF S e IREEHY — o

e Epagneul - Windows RX> kAZ ORIR{LY —)l,

e EventList - Miriam Wiesnerlc &2 tF 21U T4 R—XA 514V DEMEA N> MDZMITRE ATT&CKIZ Y v
E'> o9 %PowerShell’y — /L,

e MITRE ATT&CK & Windowr R> KAZIDO~Y v E> S - ¥E& : Michel de CREVOISIER

e EVtXECmd - Eric Zimmermanic & 2Evix/\—H—,

e EVTXtract - RIEEABEBPLAEY Y Y THSEVIXT7 71 ILEEBITTSY — ),

e EvixToElk - Elastic StackICEvtxT—% %&3%{59 $PythonY —)L,

e EVTX ATTACK Samples - SBousseaden Ic &K ZEVIXKEY Y FILA Ry AT T 74 )b,

e EVTX-to-MITRE-Attack - Michel de CREVOISIERIC & ZATT&CKIC Yy EVZ ENEVIXEEY > 7)LO
JOLIRI MY,

e EVTX parser - @OBenamram lc & > T&Ehfc. FafeBIMERULZRUstZ1 73U,

e Grafiki - Sysmon & PowerShellO 2" @ a[$R{LY — L,

e LogonTracer - JPCERTCC Ic &3, #EAMDE}NEZRIMNT 2/HICOT AV ZR/EILT DT 57 1« HILiaA
V=T 11—,

e RustyBlue - XKflt* a2 Y 7 « [c & 5DeepBlueCLIDORusthi,

e Sigma-dZa2=F 4 RX—RD;NAESIEMIL—IL,

e SOF-ELK - Phil Hagen IZ & % DFIRf&#r A MElastic Stack VM,

e so-import-evtx - evtx 7 7 -1 JL% SecurityOnionic 1 Y iR— k93 —/L,

e SysmonTools - SysmonDRE & A 7 Z 1 YRy —Il,

e Timeline Explorer - Eric Zimmerman IC &K 2&EDCSVY A LZA VT FZ14H,

e Windows Event Log Analysis - Analyst Reference - Forward Defense®Steve Ansonic & % Windows-
Ny NOT@BTOSEER,

e WELA (Windows Event Log Analyzer) - Yamato Securitylc & 2Windowsf XY kN OO ILFY —
o

e Zircolite - PythonTEhH 1 f=SigmaX— X DK EWREY — L,

Windows I N> NOTERED A X X

Windows# TOBMAEE ZIRMNT 2RICIE. T7AIILNDOOTBRELZREIT D ENRETT, UTOUA L Z
RETSCLEZHBIITHLERT,

e JSCU-NL (Joint Sigint Cyber Unit Netherlands) Logging Essentials
e ACSC (Australian Cyber Security Centre) Logging and Fowarding Guide
e Malware Archaeology Cheat Sheets
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https://github.com/ahmedkhlief/APT-Hunter
https://github.com/stuhli/awesome-event-ids
https://github.com/countercept/chainsaw
https://github.com/sans-blue-team/DeepBlueCLI
https://twitter.com/eric_conrad
https://github.com/jurelou/epagneul
https://github.com/miriamxyra/EventList/
https://github.com/miriamxyra
https://www.socinvestigation.com/mapping-mitre-attck-with-window-event-log-ids/
https://twitter.com/mdecrevoisier
https://github.com/EricZimmerman/evtx
https://twitter.com/ericrzimmerman
https://github.com/williballenthin/EVTXtract
https://www.dragos.com/blog/industry-news/evtxtoelk-a-python-module-to-load-windows-event-logs-into-elasticsearch/
https://github.com/sbousseaden/EVTX-ATTACK-SAMPLES
https://twitter.com/SBousseaden
https://github.com/mdecrevoisier/EVTX-to-MITRE-Attack
https://twitter.com/mdecrevoisier
https://github.com/omerbenamram/evtx
https://twitter.com/obenamram
https://github.com/lucky-luk3/Grafiki
https://github.com/JPCERTCC/LogonTracer
https://twitter.com/jpcert
https://github.com/Yamato-Security/RustyBlue
https://github.com/SigmaHQ/Sigma
https://github.com/philhagen/sof-elk
https://twitter.com/philhagen
https://docs.securityonion.net/en/2.3/so-import-evtx.html
https://github.com/nshalabi/SysmonTools
https://ericzimmerman.github.io/#!index.md
https://twitter.com/ericrzimmerman
https://www.forwarddefense.com/media/attachments/2021/05/15/windows-event-log-analyst-reference.pdf
https://github.com/Yamato-Security/WELA/
https://github.com/Yamato-Security/
https://github.com/wagga40/Zircolite
https://github.com/JSCU-NL/logging-essentials
https://www.cyber.gov.au/acsc/view-all-content/publications/windows-event-logging-and-forwarding
https://www.malwarearchaeology.com/cheat-sheets
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SysmonBERD 7Oy TV b

7ALYIyIICERBINZED, BVWEBETRANZIESHICIE. sysmonzA VY AN—ILTZ2RENHD £
Fo UTDHA RN ZSEICREITZILEZLEITIHLET,

e Sysmon Modular
e TrustedSec Sysmon Community Guide

AIa3Z7AICKBNFaXT—23Y

Ko

e 2022/06/19 VelociraptorF 2 — kY 77 )L &Hayabusa® &7 7% by Eric Cupuano
e 2022/01/24 Hayabusaf&RZneod TrIfR{t I % /% by Matthew Seyer (@forensic_matt)

HAGE

e 2022/01/22 Hayabusaf& R %z Elastic Stack CRIfR1bL 9 % /7% by @kzzzz02
e 2021/12/31 Windows- X kO J &Y —)L THayabusay %{£>T#% by itiB (@itiB_S144)
e 2021/12/27 Hayabusa® /& by Kazuminn (@k47_um1n)

=T\

EDLSBETEBVWERADT, CHHZHEMNLET. FILU I I IL—ILER. evixAJ DY Y FILRE
DRIANTIH, WEVI TR N, NJTDOBMBEDKRED T,

Dia EH, MEBDY—ILZRICA> TWEIFAES, GithubTEZ [T T, HLOYR—MZREALTLE
=LY\,

INT DERE
BOF N\ Z 55 TERLLIEIV, BESNT/N\ITZEATEELET |

71tV R

HayabusaldGPLV3TARE I . I X TDJL—/LIEDetection Rule License (DRL) 1.1 TARAEINTWE T,

Twitter

@SecurityYamatoTHayabusa. JL—ILE#H. ZOMOXFEF 1V T4V —ILEFERICDOVWTERZEHL TWVWE
95
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https://github.com/olafhartong/sysmon-modular
https://github.com/trustedsec/SysmonCommunityGuide
https://www.youtube.com/watch?v=Q1IoGX--814
https://twitter.com/eric_capuano
https://www.youtube.com/watch?v=7sQqz2ek-ko
https://twitter.com/forensic_matt
https://qiita.com/kzzzzo2/items/ead8ccc77b7609143749
https://qiita.com/kzzzzo2
https://itib.hatenablog.com/entry/2021/12/31/222946
https://twitter.com/itiB_S144
https://kazuminkun.hatenablog.com/entry/2021/12/27/190535
https://twitter.com/k47_um1n
https://github.com/Yamato-Security/hayabusa/issues/new?assignees=&labels=bug&template=bug_report.md&title=%5Bbug%5D
https://www.gnu.org/licenses/gpl-3.0.en.html
https://github.com/SigmaHQ/sigma/blob/master/LICENSE.Detection.Rules.md
https://twitter.com/SecurityYamato

