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by Yamato Security

Analyzing event files: 574
Total file size: 148.0 MB

Loading detections rules. Please wait.

Excluded rules: 15
Noisy rules: 5 (Disabled)

Experimental rules: 1574 (61.58%)
Stable rules: 212 (8.29%)
Test rules: 770 (30.13%)

Hayabusa rules: 134
Sigma rules: 2422
Total enabled detection rules: 2556

316 / 574 [ ] 55.05 % 8s

¥ —XF)LHEAEE

2021-12-13 17:21:30.845 +09:00 Il fs@3vuln.offsec.lan Il Sec Il 5145 |l info Il 1176260 Il NetShare File Access Il User: admmig | ShareName: \\*
\C$ | SharePath: \??\C:\ | Path: Windows\System32\Drivers\etc | IP-Addr: 10.23.23.9 | LID: Ox8ca6eld

2021-12-13 21:55:45.250 +09:00 Il rootdcl.offsec.lan Il Sys Il 7045 Il info Il 1467331 Il Svc Installed Il Svc: BTOBTO | Path: %COMSPEC% /Q /c e
cho cd A> \\127.0.0.1\C$\__output 2A>A&1 > %TEMP%\execute.bat & %COMSPEC% /Q /c %TEMP%\execute.bat & del %TEMP%\execute.bat | Acct: Local
System | StartType: demand start

2021-12-13 21:55:45.250 +09:00 I - Il - I - I Tow I Il Rare Service Installations Il [condition] count() by ServiceName < 5 in timeframe [

result] count:1 ServiceName:BTOBTO timeframe:7d

2021-12-13 21:55:45.250 +09:00 Il rootdcl.offsec.lan Il Sec Il 4697 Il info Il 236864754 Il Svc Installed Il Svc: BTOBTO | Path: %COMSPEC% /Q /c
echo cd A> \\127.0.0.1\C$\__output 2A>A&1 > %TEMP%\execute.bat & %¥COMSPEC% /Q /c %TEMP%\execute.bat & del ¥TEMP%\execute.bat | User: adm

mig | SvcAccount: LocalSystem | SvcType: 0x1@ | SvcStartType: 3 | LID: @x2cff42bd4

2021-12-14 23:42:48.182 +09:00 Il rootdcl.offsec.lan Il Sec Il 4776 Il info Il 237294513 Il NTLM Logon To Local Account Il User: hackl { Comp: a

ttacker | Status: 0x0@

2021-12-14 23:42:48.182 +09:00 |l rootdcl.offsec.lan Il Sec Il 4624 Il info Il 237294514 Logon (Type 3 Network) Il User: hackl | Comp: attack

er | IP-Addr: 10.23.123.11 | LID: @x308fabb@c

2021-12-14 23:42:48.182 +09:00 Il rootdcl.offsec.lan Il Sec Il 4624 I med 237294514 |l Pass the Hash Activity 2 Il User: hackl | Comp: atta

cker | IP-Addr: 10.23.123.11 | Proc: - LID: 0x308fabb@c

2021-12-14 23:42:48.690 +09:00 Il rootdcl.offsec.lan Il Sec Il 4776 Il info Il 237294516 Il NTLM Logon To Local Account Il User: hackl | Comp:

| Status: 0x0

2021-12-14 23:42:48.690 +09:00 Il rootdcl.offsec.lan Il Sec 4624 info 237294517 Logon (Type 3 Network) Il User: hackl | Comp: - | IP

-Addr: 10.23.123.11 | LID: 0x308fb82ad

2021-12-14 23:42:48.693 +09:00 Il rootdcl.offsec.lan Il Sec Il 5140 Il info Il 237294519 |l NetShare Access Il User: hackl | ShareName: \\*\IPC$
| SharePath: | IP-Addr: 10.23.123.11 LID: 0x308fb82ad

2021-12-14 23:42:48.908 +09:00 Il rootdcl.offsec.lan Il Sec Il 4781 Il high Il 237294532 |l Suspicious Computer Account Name Change CVE-2021-42

287 Il 0l1dTgtUser: compnay-88% | NewTgtUser: rootdcl | TgtSID: S-1-5-21-4230534742-2542757381-3142984815-1296 | User: hackl | SID: S-1-5-2

1-4230534742-2542757381-3142984815-1234 | Domain: OFFSEC | TgtDomain: OFFSEC | PriviList: - | LID: @x3@8fabb0dc

2021-12-14 23:42:48.908 +09:00 Il rootdcl.offsec.lan Il Sec Il 4781 Il high Il 237294532 | Suspicious Computer Account Name Change CVE-2021-42

287 Il 0ldTgtUser: compnay-88% | NewTgtUser: rootdcl | TgtSID: S-1-5-21-4230534742-2542757381-3142984815-1296 | User: hackl | SID: S-1-5-2

1-4230534742-2542757381-3142984815-1234 | Domain: OFFSEC | TgtDomain: OFFSEC | PrivList: - | LID: @x308fabb@c

2021-12-14 23:42:49.222 +@9:00 Il rootdcl.offsec.lan Il Sec Il 4768 Il info Il 237294534 |l Kerberos TGT Requested Il User: rootdcl | Svc: krbtg

t | IP-Addr: ::ffff:10.23.123.11 | Status: 0x@ | PreAuthType: 2

AR NEEYA LZA >V HAEHR (




README-Japanese.md 9/16/2022

Event Frequency Timeline

2021-11-18 07:43:22
2021-04-26 08:25:38
2020-10-23 21:57:36
2019-07-26 07:39:1?

|
2019-04-30 19:29:22
788—20 15:10:56

2016-09-19 1
2013-10-23 16:16:13

fasR U~ Y B

Results Summary:
Events with hits / Total events: 19,545 / 76,967 (Data reduction: 57,422 events (74.61%))
Total | Unique detections: 32,684 | 554

Total | Unique high detections: 6,141 (18.79%) | 250 (45.13%)

Total Unique medium detections: 1,472 (4.50%) | 156 (28.16%)

Total Unique low detections: 6,771 (20.72%) | 76 (13.72%)

Total Unique informational detections: 18,254 (55.85%) | 54 (9.75%)

Dates with most total detections:
, high: 2016-09-20 (3,656), medium: 2019-05-19 (165), low: 2016-09-20 (3,780), informational: 2016-08-19 (2,105)

Top 5 computers with most unique detections:

high: MSEDGEWIN1@ (109), IEWIN7 (70), FS@3.offsec.lan (31), fs@3vuln.offsec.lan (27), IE1@Win7 (23)
medium: MSEDGEWIN1Q (62), IEWIN7 (38), FS@3.offsec.lan (16), IE10Win7 (15), PC@l.example.corp (14)

low: MSEDGEWIN1® (35), IEWIN7 (18), FS@3.offsec.lan (16), fs@3vuln.offsec.lan (13), IE10Win7 (11)
informational: MSEDGEWIN1® (18), IEWIN7 (17), fs@l.offsec.lan (16), PC@l.example.corp (13), IE8Win7 (12)

Top high alerts:

Metasploit SMB Authentication (3,562)
Malicious Svc Possibly Installed (271)

Susp Svc Installed (257)

PowerShell Scripts Installed as Services (253)
Suspicious Service Installation Script (250)

Top medium alerts: Top low alerts:

Potentially Malicious PwSh (235) Logon Failure_Wrong Password (3,564)

Proc Injection (104) Susp CmdLine (Possible LOLBIN) (1,418)

Reg Key Value Set_Sysmon Alert (103) Non Interactive PowerShell (325)

Suspicious Remote Thread Target (93) Rare Service Installations (321)

Cscript Visual Basic Script Execution (60) Windows Processes Suspicious Parent Directory (282)

Top informational alerts:

Proc Exec (11,173) Explicit Logon (342)
NetShare File Access (2,564) Svc Installed (331)

PwSh Scriptblock (789) New Non-USB PnP Device (268)
PwSh Pipeline Exec (680) Logon (Type 3 Network) (228)
NetShare Access (433) File Created (210)

Elapsed Time: 00:00:28.827
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Time 4| C |¥| Eventi{v]| Level |v|Alert | v Details

2021-05-03 17:58:38.774 +09:00 webiis01.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Address: 10.23.23.9 : Port: 62234 : LogonID: 0x258b9ee5
2021-05-03 17:58:38.775 +09:00 webiis01.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Address: 10.23.23.9 : Port: 62235 : LogonID: 0x258b9ef8
2021-05-03 17:58:38.775 +09:00 webiisO1.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Address: 10.23.23.9 : Port: 62236 : LogonID: 0x258b9efd

2021-05-03 21:06:57.954 +09:00 win10-02.offsec.lan 1 high Process Creation Sysmon Rule Alert Rule: technique_id=T1059,technique_name=Command-Line Interface : Command: C:\windows\¢
2021-05-15 05:39:33.214 +09:00 fs01.offsec.lan high Security log was cleared User: admmig

2021-05-19 06:18:40.607 +09:00 rootdc1.offsec.lan high Possible CVE-2021-1675 Print Spooler Exploitation

2021-05-19 06:23:27.038 +09:00 rootdc1.offsec.lan high Possible CVE-2021-1675 Print Spooler Exploitation

2021-05-19 06:30:17.318 +09:00 rootdc1.offsec.lan high Possible CVE-2021-1675 Print Spooler Exploitation

2021-05-19 06:30:17.318 +09:00 rootdc1.offsec.lan high Relevant Anti-Virus Event

2021-05-19 06:33:49.548 +09:00 rootdc1.offsec.lan high Possible CVE-2021-1675 Print Spooler Exploitation

2021-05-19 06:33:49.548 +09:00 rootdc1.offsec.lan high Relevant Anti-Virus Event

2021-05-20 21:49:31.863 +09:00 fs01.offsec.lan high Security log was cleared User: admmig

2021-05-20 21:49:46.875 +09:00 fs01.offsec.lan 4648 informational Explicit Logon Source User: FS01$ : Target User: sshd_5848 : IP Address: - : Process: C:\Program Files\Open!
2021-05-20 21:49:46.876 +09:00 fsOl.offsec.lan 4624 low Logon Type 5 - Service User: sshd_5848 : Workstation: - : IP Address: - : Port: - : LogonID: 0x3c569ed

2021-05-20 21:49:46.876 +09:00 fs01.offsec.lan 4672 informational Admin Logon User: sshd_5848 : LogonID: 0x3c569ed

2021-05-20 21:49:52.315 +09:00 fs0l.offsec.lan 4776 informational NTLM Logon to Local Account User: NOUSER : Workstation FSO1 : Status: 0xc0000064

2021-05-20 21:49:52.315 +09:00 fso1l.offsec.lan 4625 informational Logon Failure - Username does not exist User: NOUSER : Type: 8 : Workstation: FSO1 : IP Address: - : SubStatus: 0xc0000064 : AuthP

Timeline Explorer T D &1

Time Computername Eventid Level Alert Details

“0c o o0 Qe Qe Qe

2021-05-22 ©5:43:18.227 +09:00 fs@l.offsec.lan 4648 informational Explicit Logon Source User: FS81$ : Target User: admmig
2021-05-22 ©5:43:22.562 +09:00 fs@l.offsec.lan 4625 low Logon Failure - Wrong Password User: admmig@offsec.lan : Type: 8 : Worl
2021-05-22 ©5:43:49.345 +09:00 fs@l.offsec.lan 4625 low Logon Failure - Wrong Password User: admmig@offsec.lan : Type: 8 Wor|
2021-05-22 05:43:50.131 +09:00 fs@l.offsec.lan 4625 low Logon Failure - Wrong Password User: admmig@offsec.lan : Type: 8 Wor/
2021-05-22 05:43:50.607 +09:00 fs@l.offsec.lan 4625 low Logon Failure - Wrong Password User: admmig@offsec.lan : Type: 8 Wor|
2021-05-22 05:43:50.866 +09:00 fs@l.offsec.lan 4625 low Logon Failure - Wrong Password User: admmig@offsec.lan : Type: 8 Wor|
2021-05-23 06:56:57.685 +09:00 fs@l.offsec.lan 1162 high Security log was cleared User: admmig

2021-05-23 06:57:11.842 +89:00 fs@l.offsec.lan 4688 high Relevant Anti-Virus Event

2021-05-23 06:57:11.842 +09:00 fs@l.offsec.lan 4688 critical Mimikatz Use

2021-05-26 22:02:27.149 +09:00 mssglel.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Addr
2021-05-26 22:02:27.155 +09:00 mssql@l.offsec.lan 5145 medium DCERPC SMB Spoolss Named Pipe

2021-05-26 22:02:27.155 +09:00 mssqlOl.offsec.lan 5145 critical CVE-2021-1675 Print Spooler Exploitation IPC Access

2021-05-26 22:02:29.726 +09:00 mssqlOl.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Addr
2021-05-26 22:02:29.734 +09:00 mssqlOl.offsec.lan 5145 medium DCERPC SMB Spoolss Named Pipe

2021-05-26 22:02:29.734 +09:00 mssqlOl.offsec.lan 5145 critical CVE-2021-1675 Print Spooler Exploitation IPC Access

2021-05-26 22:02:34.373 +09:00 mssglel.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Addr
2021-05-26 22:02:34.375 +09:00 mssql@l.offsec.lan 5145 medium DCERPC SMB Spoolss Named Pipe

2021-05-26 22:02:34.379 +09:00 mssql@l.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Addr
2021-05-26 22:02:34.379 +09:00 mssqlOl.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Addr
2021-05-26 22:02:34.380 +09:00 mssgl@l.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Addr
2021-05-27 ©5:24:46.570 +09:00 rootdcl.offsec.lan 4768 medium Possible AS-REP Roasting Possible AS-REP Roasting

2021-05-27 ©5:24:46.570 +09:00 rootdcl.offsec.lan 4768 informational Kerberos TGT was requested User: admin-test : Service: krbtgt : 1IP
2021-06-01 23:06:34.542 +09:00 fs0l.offsec.lan 4720 medium Local user account created User: WADGUtilityAccount : SID:S-1-5-21-1/
2021-06-01 23:08:21.225 +09:00 fs@l.offsec.lan 4720 medium Local user account created User: elie : SID:5-1-5-21-1081258321-3780
2021-06-03 21:17:56.988 +89:00 fs@l.offsec.lan 1102 high Security log was cleared User: admmig

2021-06-03 21:18:12.941 +09:00 fs@l.offsec.lan 4672 informational Admin Logon User: admmig : LogonID: @x322e5b7
2021-06-03 21:18:12.942 +09:00 fs@l.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Addr
2021-06-04 03:34:12.672 +09:00 fs@l.offsec.lan 4104 high Windows Firewall Profile Disabled

2021-06-04 04:17:44.873 +09:00 fs0l.offsec.lan 1102 high Security log was cleared User: admmig

Critical 7 5 — kD7 1 )LDV EAVE 21— EDTIL—EVY
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Computername =«
Line Tag Time Eventid Level ~7 Alert
¥ = LI L= = critical e
» Computername: ©1566s-winl6-ir.threebeesco.com (Count: 1)
» Computername: alice.insecurebank.local (Count: 3)
» 4 Computername: DCl.insecurebank.local (Count: 18)
5540 2019-03-26 06:28:45.026 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5539 2019-03-26 06:28:45.026 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5538 2019-03-26 06:28:45.026 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
S5E 2019-03-26 06:28:45.026 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5536 2019-03-26 06:28:45.025 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5535 2019-83-26 ©6:28:45.025 +89:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5534 2019-83-26 ©6:28:45.025 +89:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5533 2019-03-26 ©6:28:45.025 +89:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5532 2019-03-26 06:28:45.025 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5531 2019-03-26 06:28:45.024 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5530 2019-03-26 06:28:45.024 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5529 2019-03-26 0©6:28:45.024 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5528 2019-03-26 06:28:45.023 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5527 2019-03-26 06:28:45.023 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5526 2019-03-26 06:28:45.023 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5525 2019-03-26 06:28:45.023 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5524 2019-03-26 ©6:28:45.022 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5523 2019-03-26 06:28:45.022 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
» Computername: DESKTOP-PIU87N6 (Count: 1)
. N ~ A\ Y
Elastic Stack%' v & 2. 7h— K TO &
= . Dashboard Hayabusa Dashboard Fullscreen  Share  Clone & Edit
B v Search KoL [ v 2013-10-2316:16:13.843 + > 2022-02-19 17:35:16.328 +

S}
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Top 10 Alerts Top 10 Critical Alerts Top 10 High Alerts
Top values of RuleTitle ~ info>Cour v low>Coun~ high>Coul~ medium> (v critical>Ci~ Top values of RuleTitle ~ Count of records - Top values of RuleTitle ~ Count of records -
Network Share File Access 2,564 - - - Mimikatz Use 33 Malicious Service Possibly Inst... 271
Process Created 1,447 - - - Powerview Add-DomainObjectAcl... 22 Suspicious Service Installed 257
Pwsh Scriptblock Log 1,024 - - - Sticky Key Like Backdoor Usage 8 System Log File Cleared 97
PwsSh Pipeline Execution 680 - - - Active Directory Replication from ... 6 Suspicious Remote Thread Cre... 94
Network Share Access 433 - - - EfsPotato Named Pipe 6 Accessing WinAPI in PowerShe... 93
Other 2,058 223 831 594 4 WannaCry Ransomware 4 Relevant Anti-Virus Event 7
Logon Failure - Wrong Password - 3,564 - - CobaltStrike Service Installations 3 Security Log Cleared 66
Suspicious Cmd Line_Possible LOLBIN ... - 1,418 - - DNS Server Error Failed Loading t... 3 Process Created_Sysmon Alert 60
Process Access - 154 - - Dumpert Process Dumper 3 Disabling Windows Event Audit... 42
Image Loaded_Sysmon Alert - 108 - - LSASS Access from Non System ... 3 Malicious PowerShell Keywords 30
Process Start From Suspicious Folder - 39 - - Other 27 Other 562
Hayabusa Discover
16622 documents
Time + Computer EventiD Level MitreAttack RuleTitle Details
> 2022-62-19 17:35:16.328 +00:00 DESKTOP-TTEQ6PR 7 info Persis | Evas | Pr  Windows Spooler Service -
ivEse Suspicious Binary Load
> 2622-82-19 17:35:16.301 +60:00 DESKTOP-TTEQSPR 11 info - File Created Path: C:\Windows\System32\spool\drivers\x64\4\Test.d11 | Process: C:\Users\win1@\Desktop\SpoolFool-main\SpoolFool.
exe | PID: 1232 | PGUID: B8DA6386-2A54-6211-6861-000060601000
> 2022-62-19 17:35:16.301 +00:00 DESKTOP-TTEQ6PR 11 medium - Rename Common File to DL -
L File
> 2022-62-19 17:35:16.207 +00:00 DESKTOP-TTEQ6PR 1 info - Process Created Cmd: "C:\Users\win18\Desktop\SpoolFool-main\SpoolFool.exe” -d1l C:\ProgramData\Test.d1l | Process: C:\Users\win1@
\Desktop\SpoolFool-main\SpoolFool.exe | User: DESKTOP-TTEQ6PR\win18 | Parent Cmd: "C:\Windows\System32\WindowsPowe
rShell\vi.@\powershell.exe” -noexit -command Set-Location -literalPath 'C:\Users\win1@\Desktop\SpoolFool-main' | L
I0: ex277ef | PID: 1232 | PGUID: B8DA6386-2A54-6211-0801-800600601600
> 2022-62-19 17:35:16.207 +00:00 DESKTOP-TTEQ6PR 1 low Exec Process Start From Suspi -
cious Folder
> 2022-62-16 10:37:20.934 +00:00 015665-win16-ir.t 5145 info Collect Network Share File Acces User: samir | Share Name: \\*\C$ | Share Path: \??\C:\ | Path: Users\PSECURITY | IP Addr: 172.16.66.36 | LID: @X56

hreebeesco. com

Timesketch T &4

2019-05-08T02:10:43 O
2019-05-08T02:10:43 O
2019-05-08T02:10:43 O

4

days
2019-05-12T12:52:43 ]

39

days
2019-06-21T07:35:37 O

Active Directory Replication from Non
Machine Account

Active Directory Replication from Non
Machine Account

Active Directory Replication from Non
Machine Account

Meterpreter or Cobalt Strike
Getsystem Service Installation

Dumpert Process Dumper

s 7758

User: Administrator | ObjSvr: DS |
ObjName: %({c6faf700-bfe4-452a-
a766-424f84c29583} | OpType: Object
Access | HID: 0x0 | LID: 0x40c6511

User: Administrator | ObjSvr: DS |
ObjName: %{c6faf700-bfe4-452a-
a766-424f84c29583} | OpType: Object
Access | HID: 0x0 | LID: 0x40c6511

User: Administrator | ObjSvr: DS |
ObjName: %{c6faf700-bfe4-452a-
a766-424184c29583} | OpType: Object
Access | HID: 0x0 | LID: 0x40c6511

Svc: WinPwnage | Path:
%COMSPEC% /c ping -n 1 127.0.0.1
>nul && echo 'WinPwnage' >
\\.\pipe\WinPwnagePipe | Acct:
LocalSystem | StartType: demand
start

Path: C:\Windows\Temp\dumpert.dmp
| Process:
C:\Users\administrator\Desktop\x64\0
utflank-Dumpert.exe | PID: 3572 |
PGUID: ECAD0485-88C9-5D0C-
0000-0010348C1D00

SALZAYDY Y TIVER

4662

4662

4662

7045

"

DCH1.insecurebank  Sec
.local

DCH1.insecurebank  Sec
Jlocal

DCf1.insecurebank  Sec
.local

IEWIN7 Sys
alice.insecureban Sysmon

k.local

T1003.006

T1003.006

T1003.006

T1134.001

T1003.001

1 T1134.002

CSVDYALZA VERDY Y TIIEIEST

RTEXT,

CSVD 7 A LT+ > %&Excel*Timeline Explorercaif 9 2 A%IE 55 TRBNALTWE T,

CSVD % A IS4 v #%#Elastic Stacklicf YIR— M T3 HEIFZCES TBALTWET,
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file:///Users/reguser/Documents/YamatoSecurity/hayabusa/doc/CSV-AnalysisWithExcelAndTimelineExplorer-Japanese.pdf
file:///Users/reguser/Documents/YamatoSecurity/hayabusa/doc/ElasticStackImport/ElasticStackImport-Japanese.md
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CSVD YA L5 4 >~ %ZTimesketchic 1 YIR— kI 3AERFIESTRNALTVWE T,
Y N
R &AERE

o VORTZvw k7 #—LMG: Windows, Linux, macOS,

e RUStTRIEEIN., XEVYE—TTN\VIHLDBLEETY !

o YILFALY RMIHICED, RABEDAE—RT v FZRR,

o JALYIYYIRBEYPAVITYMLARYZADEEHIC, DIHULPTWVWCSVIYA LTV EERULET,

o AP T WIER/IREFIEERYMLR—ZXDHayabusa/ll— L TIER S NIzIoOCY TR F v ICE DK AL v ko

e Sigma/l—J/L%ZHayabusa/lL—)LICE#T B2 DSigmall—ILDHR—KMREThTWET,

o W, MOFELY —ILICHREHZ L DSigmall—ILZ Y R—KULTED, ATV MNIL—=ILIZERBLTWVWE
ED

o ARYKNOJ DS (EDLSBBEDOARY MOHZ2O0EEEL. OVREDF 21—V T ICENT
9o )

o REBIL=IPY/AAXDEZVWIL—IEBRATDIL—ILF 21—V I REMNTEETT,

e MITREATT&CKEDY Y EV S (CSVOHEAT 71 ILDH)o

o JL=ILLRIVDFa1—=>,

o AIRVINAVHDSARERI—FP T 7ML ZRELHETZLHOOERY NF—T7—RD—EERK,

o FHMRBAEDLHICET +—ILNBEROE A,

o INELKUI—YOTAYDERN,

e Velociraptor& A AL B BEBITOLERRBZIRTOIY RRA VY NIR/TBIALY MN\YFa VT E
DFIR,

e CSV. JSON. JSONL®DH A,

FovaO—R

ReleasesR—Ih S5HayabusaDZEULTc/\—Y 3> TcaAV/1ILEnfc/\1 FUDNEENTWBEFRD LY
—XA0—RZYI>O—-RTEZXT,

Gityd—>
XUTFoD ANV RTLRI MY ZSYIYO—RUL, V—ROA—RH5IVNAIILLUTERT S EHTHE
TY

git https://github.com/Yamato-Security/hayabusa.git —-recursive

ER mand SYFREARBPDON—I 3> TT, FLERICV Y —ASNTOLWEBWFEEMNMEZ 205 Lk
M. NITDGDAHEELHDIDT. TAMREEE->TTEW,

% ZDOIENBE. YTEYVa2—-ILELTEEINTWDS TZAILIARDT7 7AIILIEF o0
—kahzxthA,

IRV R, BLLREATOaOYYRT PEVEAAC! IUR
HayabusaDBH DI —ILEFHIT DI EMNTEET:
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file:///Users/reguser/Documents/YamatoSecurity/hayabusa/doc/TimesketchImport/TimesketchImport-Japanese.md
https://docs.velociraptor.app/
https://github.com/Yamato-Security/hayabusa/releases
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hayabusa-1.6.0-win-x64.exe -u

7y 7T — KRB UTEE R, 7ANTOEEMEZEELTMS, H5—ETF7YyTFT—hULTHTTEIL,

ER 7Y TT— N EERTIIHIC 7 #)L%'1& hayabusa-rules LRV MU DRFDIL—IL &
AV 71477 7AINICBEBRZISNET BEFE7 7N IADBERFRIRTEEESINEIDOT, 7y
T—RNETRIICRELE 7 7LDy I 7y T2HEITITHLET, H L. )
STWBDTHNIF. Y TT—hRICIL—ILI7AILOBREZL TEIL 7 A ILFAIC
FUEBMUIEIL=ILIE, 7y TT7—RMBICEEEZ S U IFHIBRIXTOhEEA.

RNV YV—RO—KHs50aV/IN1I)L ((EFE

Rusth’f YA R —ILENTWBHEE, UTOIVYYRTY—XDA—KMS5AVNRAILTEIENTEXT:

cargo build —-release

UToavy RTCEBMWICRUstZ 7Y 75— ML TLEE W

rustup update stable

VUL E NI F I JA IR T RS NET.
Rust/Vy o — I OEH

VIR ILEIICRFDRust cratelc 7y 77— K932 ET. BRFOSA TS VEFBETRENTEET:

cargo update

% 7Y TT— g ALFREERHBDXLLSEHMSELIEE W,

32w kWindows/\r+U oo OXaVINAIL

UTFDav>y RTedEy hDOWindowsimn Kk T32EY hDNAF U ORI VIAILTEEXT:

rustup install stable-i686—pc—windows-msvc
rustup target add i686-pc—windows—-msvc
rustup run stable-i686—pc—windows—-msvc cargo build —-release

macOSTH AV INAMILDIEESR
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openssliCOWTDAVIRA LI Z—DRREINDHEEIE. Homebrewz A YA h=)LLTH S, LTFD/NyI—
ZEAVAN—ITEIRENBHDET !

brew install pkg-config
brew install openssl

Linux O AV IS IILDEE S
openssiC DWW TDAVIRA I I Z—DRREINDEEIE. LTONYT—I%ZA VA RN=ILTI2RENHD XTI,

Ubuntu®od 7« X kO:
sudo apt install libssl-dev
Fedorak®d 7« A ~kO:

sudo yum install openssl-devel

Linux®MUSL/N\r =D oo 0OXa>VINA )L

9. LinuxOSTY—4 v hEALAVXAN=ILLET,

rustup install stable-x86_64-unknown-linux-musl
rustup target add x86_64—-unknown—-linux-musl

UTO&LSICaVIAILLET:
cargo build —-release ——target=x86_64-unknown-1linux—-musl

MUSL/\ U [ TA4LIMNIETIERENET,
MUSL/XA Y [EGNU/NA U & D #I15%ENT T,

Linux O AV I\ ILDEER

Hayabusa® 3217

ER 7V F U 4 LA EDRDFRIRA &EWYIEISETT

Hayabusa%179 3 &, I—ILDHF o> O—RKPETRICIL—ILA TdetectionlC A E A PowerShell Av > K
© DESBRF—T—RHBEHNTWBREIC, PYFI4IAWEDRICTAY YV SNZAREENH D £,
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https://brew.sh/
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RO, EX¥ 1T REOHBMHayabusaZH AT DL SICRET ZHENHDXT, YILV T 7EREH
DETHNIE. V—RAOA—RZEZLLT. BATNNACFUEIVICILLTTFE W,

Windows PCHEEI# DY BIETEICEBND N BBENH D £9, ZhldWindows Defender® ) ZILY A1 LA F+
UHMTONTWBZENRRTY, YUTZITA LRAF vV EEMICT DhHayabusad T« LI NV ETZVF I 1)L
AZAX Vv VD EBRATZIETIORRIIBHUETN, REZZEZDHIcEF2IVTF1YVRIETDEELLES
LYo

Windows

¥ > RZ7O0> 7 b ¥Windows Terminalm 5328y k6 LK 1F64Ey k®Windows/\- 7Y ZHayabusa®/)L—
RF4LIZNUDSETULET,

:
Linux

T M FVIERTERZESEZZDVDENHD XY,

chmod +x ./hayabusa-1.6.0-1inux—-x64—gnu

Ric. Hayabusa®)L—h T4 L7 NUDSEITULET :

. /hayabusa-1.6.0-1inux-x64-gnu

macOS

FY. I—IFIPiTerm2hSN\AF U ICRITHERZSEZZ2DENHD XTI,

chmod +x ./hayabusa-1.6.0-mac-intel

RIC. Hayabusa®/L—hF« LI NUDSETUTHTLLES W

. /hayabusa-1.6.0-mac-intel

MacOSOTRHIRTIE. U TDEF21 VT BEEVHSTRERUELHD KT ¢
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“hayabusa-1.1.0-mac-intel” &, [
RAUERIATEGWHREITEE A,

COFFVIr—oavieeocFhitEEhT
W s ERMIETEE A,

TI=HicAhd vl

9/16/2022

MacOSDOIRBERENS EFaUT 0 &T5ANY—; ZHRE. &) D5 "COXIHFAL Ry>v=ZzI Uy

LTS,

9! < B X UTFaETSANY—

—#%  FileVault Z7A4F72724—]L FTZAIN—

Coa1A—YoOsSr I AT—RARESNRTWET NAT—KEEE..

Q|

W z2u—Fe25U—vE—NORBIC/CAT— REER BIBE: T¢I

SovO—RUkF U —=a v OETH:

“hayabusa-1.1.0-mac-intel" FRFET=HBTE LW, EFANTOV I

h&ELlk,

B ZEI3cnFEsYvILETS,

13/29
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ZDE. Y—IFIDSES—EETLTHATLLEEWN:
./hayabusa-1.6.0-mac-intel

UTOEENHEZDT, TH<1 27Uy 70 TLIEE L,

“hayabusa-1.1.0-mac-intel" Q%
TERIETEFTFEA. HWTHEBL
WweTghH?

COF AV r—v g ERLCEicE-T, ¥

ZFLDEFa YT HESCED, JvEa

— S EEARESARILOzFICESs 2 NSES

DEDET, TOER. VI TPILE-T.

Mac ¥ 731 /Y —ICliB £ 2 1 20 HEHEL
BODET,

A <

JZHICANS

vt

INTERITTEDLSICBDET,

ERATE

9/16/2022

FRIAVVEK

o TIAIKN TFPARNTALYIYVIIALTA Y DIER,

o 1 7Z—bh DHRILF 21—

. AT AYARYNOBT Y EHAT B,

. ERY NTRRBERF—T—RDY X MERK,

. ARV NIDICEDLKARY NDOEFHEEIGDESZH T 2,

. TI7AWNTOTFAIVEEET S,

. : GitHub®hayabusa-rulesY /R KV ICHZRFTDIL—ILICREESE 3,
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https://github.com/Yamato-Security/hayabusa-rules
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ARV RZAATY 3y

USAGE:
hayabusa.exe <INPUT> [OTHER-ACTIONS] [OPTIONS]

INPUT:
-d, -—directory <DIRECTORY> evtx7 7N EFE DT« LY NUDICR
-f, —file <FILE> 12D .evix7 71 ILICH L TEFTZETS
-1, —-live-analysis A—AHJLisRD

C:\Windows\System32\winevt\Logs 7 # JLY %9 %

ADVANCED:

-c, ——rules—config <DIRECTORY> W=I7ANFDAYT40T«1L
J8Y (F7#) bt ./rules/config)

-Q, ——quiet-errors Quiet errors®—K: T>—0O
A AR

-r, ——rules <DIRECTORY/FILE> W=7 7 IEEEIL=-ILT7A
WzHEIT«LYKN) (F7x)Lb: . /rules)

—-t, ——thread-number <NUMBER> ALY R (F7A) b 8T
—~ > RTRETFEE)

——target-file-ext <EVTX_FILE_EXT>... evVtxUN DR F = BT RICE
me3, (H1: evtx_data #12 : evtxl evtx2)

OUTPUT:

~j, ——json Y1 LZ74YDOHENZISONFEEX TRET
% (Bl: -j —o results.json)

-3, ——jsonl 54 L5741 Y DEA%EISONER TRET
% (f: -J -0 results.jsonl)

-0, ——output <FILE> TALTA Y ZCSVERTRET S (H:
results.csv)

—P, ——profile <PROFILE> FET2HA7O7 71 ILEEIEET S

(minimal, standard, verbose, verbose-all-field-info, verbose-details—and-
all-field-info)

DISPLAY-SETTINGS:

—--no-color W7 —HHZEEHICT S
——no-summary BEREBEZ UL
-q, ——quiet QuietE—NK: BEI/N\F—ZRRLAEWV
-v, ——verbose EZ VAN s A R
-V, —--visualize-timeline ARV NBEYLILTZAVEH DTS
FILTERING:
-D, -—deep-scan IRTDANRY FIDEMRICUERF v V&
75 GE<23)
——enable-deprecated-rules Deprecated/L—ILZBMICT S
——exclude-status <STATUS>... FHAPAHPTRNAE T ZIL—ILATDRT—H R
(ex: experimental) (ex: stable test)
-m, ——min-level <LEVEL> BEREANZIDI—IDORIELNIL (F7+4
JLk: informational)
-n, ——enable-noisy-rules Noisy/L—ILEBMICT S
——timeline-end <DATE> T RETDANRNY NAT DR TEZ (4:

""2022-02-22 23:59:59 +09:00")
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——timeline-start <DATE> BIINRET DAY NOJOREEEZ (F:
2020-02-22 00:00:00 +09:00")

OTHER-ACTIONS:

——contributors dvhNJE21—YD—EBRR
-L, —-logon-summary BRIhE LB ULIZOYF U IBRDERN
ZHNT 3
—-level-tuning [<FILE>] IL=Illevel\ DF 2 —=>9 (77
AJLbk: ./rules/config/level_tuning.txt)
-p, ——pivot-keywords-list ERyY NEF—T—RDO—EERK
-s, ——statistics ARy NIDOFEEHERZRTT S
——set-default-profile <PROFILE> T7ANWNOEAAY T 1« T%RE
ERS)
-u, ——update-rules rules” # L% %Zhayabusa-

rules®githubYRI MY DRFIRICEFH T S

TIME-FORMAT:

——European-time I—Oyv/\EXTHNGERAZEANTS (F: 22-02-
2022 22:00:00.123 +02:00)

——RF(C-2822 RFC 2822k cHft&RxllzHn9 5 (B Fri, 22
Feb 2022 22:00:00 -0600)

——RFC-3339 RFC 3339 CHMN WX ZH AT S (Hl: 2022-02-

22 22:00:00.123456-06:00)
—-US-military-time aFREFEI(ZS VY V=514 L) D7 X ) A THM Rl
ZHNITD (Hl: 02-22-2022 22:00:00.123 -06:00)

——US-time PAYAEATAENG ERKLZEHNT S (Fl: 02-22-2022
10:00:00.123 PM -06:00)
-U, —UTC UTCIERX TR ERRIZH AT S (T 7406 RUERE)

EQZEL]

e 1 D2@OWindowsARY> hOY'7 74 JLICK LU THayabusaz 179 %:

hayabusa-1.6.0-win-x64.exe —f eventlog.evtx

o 707 714 ILTEBEDOWindowsA R cAOY 7 71 )LD &H %sample-evixT+« LI MU ICRH UL T,
Hayabusa%z %179 %:

hayabusa-1.6.0-win-x64.exe —-d .\hayabusa-sample—evtx —P verbose

o 2ETDT74—ILRBEREHEEHT1I DDCSVI 7 ILICTY AR— Kk LT, Excel. Timeline Explorer. Elastic
StackEFETELICAMIT B ENTES(EE: ZazrzAIl
EZETDE BATDZT77MILOBA INETHERECLKZS ).

hayabusa-1.6.0-win-x64.exe —d .\hayabusa-sample-evtx -o results.csv -P
verbose-details—and-all-field-info
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o Y1 LT4A4VEIJSONEXTRET 5:
hayabusa-1.6.0-win-x64.exe —-d .\hayabusa-sample-evtx -0 results.json —j
e Hayabusall—ILDOHEETTS (74 MTE IEHZDIRTDIL—ILDFIEEINS) :

hayabusa-1.6.0-win-x64.exe —-d .\hayabusa-sample-evtx -r .\rules\hayabusa -
0 results.csv

e WindowsTTF 7 # )Lk TEMICKR>TWBOSICTH L TDH, Hayabusall—IL%EEITY %:

hayabusa-1.6.0-win-x64.exe —-d .\hayabusa-sample—-evtx -r
.\rules\hayabusa\default -o results.csv

e SysmonO7Icx U TDHHayabusall—I)LZE{TT 3:

hayabusa-1.6.0-win-x64.exe —-d .\hayabusa-sample—-evtx -r
.\rules\hayabusa\sysmon -0 results.csv

o Sigmall—ILDHEEITT %:

hayabusa-1.6.0-win-x64.exe —-d .\hayabusa-sample—-evtx -r .\rules\sigma -o
results.csv

o [BEZ (deprecated)Efc)L—IL( ya) [CiZ>TWBIL=I) /A==
( (CIL—ILIDHREHINTWBIL—IL) EBIICT 3:

hayabusa-1.6.0-win-x64.exe —-d .\hayabusa-sample-evtx —- —deprecated-
rules — -noisy-rules -o results.csv

o OUAVEREMMITZIL—ILDHZEETL. UTCHA LY —VTHNT 3!

hayabusa-1.6.0-win-x64.exe —-d .\hayabusa-sample—-evtx -r
.\rules\hayabusa\default\events\Security\Logons -U -0 results.csv

o EEIFOWindowsimR ETERITL (AdministratoriZfRNE) . 75—k (BEDH S AREED & 2 ENE)
DHEZIRMT B:
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hayabusa-1.6.0-win-x64.exe -1 -m low

e criticalLNILDT7 S —hHS5ERY hF—T—RDO—BZERT 2 (BRIEREIC
* FlichEns):

hayabusa-1.6.0-win-x64.exe -1 -m critical -p -o keywords

o AR KNDODOEEEHRZ LT 5!

hayabusa-1.6.0-win-x64.exe —-f Security.evtx -s

e OUAVYTVUZEHNT S:

hayabusa-1.6.0-win-x64.exe —-L -f Security.evtx -s

o FHMRXYytE—YZEHNTZMBICHELIMIDZ T 7M. N—RIF7—FZRKEY 3 DICEF):

hayabusa-1.6.0-win-x64.exe —-d .\hayabusa-sample—evtx -v

e Verbose 1 DHI:

Checking target evtx FilePath: '"./hayabusa-sample-
evtx/YamatoSecurity/T1027.004_0Obfuscated Files or Information\u{a@}Compile
After Delivery/sysmon.evtx"

1/ 509 [

-1 0.20 % 1s

Checking target evtx FilePath: "./hayabusa-sample-
evtx/YamatoSecurity/T1558.004_Steal or Forge Kerberos Tickets AS-REP
Roasting/Security.evtx"

2 /509 [

-1 0.39 % 1s

Checking target evtx FilePath: "./hayabusa-sample-
evtx/YamatoSecurity/T1558.003_Steal or Forge Kerberos
Tickets\u{a0@}Kerberoasting/Security.evtx"

3/ 509 [

-1 0.59 % 1s
Checking target evtx FilePath: "./hayabusa-sample-
evtx/YamatoSecurity/T1197_BITS Jobs/Windows-BitsClient.evtx"
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4 / 509 [=

-1 0.79 % 1s

Checking target evtx FilePath: "./hayabusa-sample-
evtx/YamatoSecurity/T1218.004_Signed Binary Proxy
Execution\u{a@}InstallUtil/sysmon.evtx"

5/ 509 [=

-] 0.98 % 1s

o #ER%ZTimesketchlc1 YiR—h TEZCSVERICFEET 3:

hayabusa-1.6.0-win-x64.exe -d ../hayabusa-sample-evtx —-—RFC-3339 -o
timesketch-import.csv —-P timesketch -U

o IS—OVDHENEIERVWELSICTS: T74)LMTIE HayabusaldTo—XvE—Y2I5—O7ICRE
LEF, IT7—XvE—IZFRELELBVEEI. ZEBIMULTLEEE WL,

ERY b F—T— N DIERK

HULIE AT aVEFESCETARERI—YPRAME, 7OCRBEEZ—ET
HAOTBIENTE, AIRVINOATDSRBLBETZENTEEXT, ERYNF—T—KRDODARITITIX
I HEEBEITZIETITSCENTEET, UTRT7AINDEREICKEDE
ER

Users.SubjectUserName
Users.TargetUserName

Users.User

Logon IDs.SubjectLogonId

Logon IDs.TargetLogonId
Workstation Names.WorkstationName
Ip Addresses.IpAddress
Processes.Image

i NS ER>TWET, FIZIET 74/ bDFRETIE. EWSUZNE®RAL

fcARY DS N N D7 1—ILROEN—BELTHATNET,

hayabusa® 77 # )Lk CIIBREIL IR TDARY kD SIEREHNT B, A7

avaFEs> e EikF HLULIE AT avEHBETE> TRATZ2ARYNDLARNILEZEET S
ZEERIITHLET, £ ZEELT. REFL LRNILDF7Z—hDHERNRE LT,

LRI ZEBEICHUTTFTWC EEIWVWTL LS, BRICEEBRAIRYNCHEHZHEEDF—T—KHA>TWBH

BEEAEW S, FHTHEREZEILTHSE, FTBLRARYVKNCHEDZFSHBE—T—RYUIAKMET1 D207 71 ILICR

FLU. EQAVY R TRBRZITAETAICR M LZM V%
E T2 ENTEXT,

A% VIEHRDER
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EJ 7S A7 aveE@ES2eTOVAVBEROEN(I—YE, OV VEThE. 071>
KBB)OBEEENDNTEEX T, BEDevix7 7AILZBITULIEWSESIE- AT avyzfRAL TSIV, RO
eViX7 7 A ILZERRELIEWESIE d ATV avagbETES I ETevix7 70Oy 1 ViEHROEN =
HATEET,

B> 7F)bevix7 71 )L CHayabusaz T A K9 3%

HayabusaZ 7 X M UL7zD. FILWIL—ILEER LD T 20D Tlevix7 71 ILE W DO RELTWE T
https://github.com/Yamato-Security/Hayabusa-sample-evtx

UToav >y R, Yo Devix7 71 ILEFLWHITFoc LI RNY lcdo>vo—
RgzdzeENTEET:

git https://github.com/Yamato-Security/hayabusa—-sample-evtx.git

Hayabusa® /7

Z0774)

E774ILTRE. 5207AO7 7 ILHAERESNTVWET:

K

Hayabusa®

(F7AILK)

© N O ok~ w2

COT77AINERET DI LT, BMRICHBOTOT7AIEARIRA LD, BIULEDTBIENTERX

R A7 arvTTFIAINMNDTOT77AINEEETEHEHTEE
ER

1. ZO07714ILOEAN

2. ZO07714ILOEA

3. ZO0774I)LOHEA

20/29


https://github.com/Yamato-Security/Hayabusa-sample-evtx
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1 1 1 I I 1 1

I 1 1 ! 1

4. 707714 ILOHH
=/I\BRD BHREHNTBRDDIC, IRYNCHBITRTD T4 —ILRBEIPEHENET,
5. ZO07714)LOEAN
Y TERIMEASINET,
0. 707714 ILOEH
TO7 7ML THAINBBHREARY NCHBIRTD 714 —ILRIEENEHSINET,

CER: A7 7MY A XF2BICBRDFXT )

1 1 1 I I 1 1

1 1 1 1 ! 1

7. ZAa771ILDOED

Timesketchicf viR— kTE3 70774,

1 1 1 I I 1

8. ZO0774ILDOEAN

Timesketchicf viR—kTE3 70774,

ZO7 71 ILDLE

UTORYFI—71F. 2018FHHDOY Y I Ty 7O LT/5GBDOEVIXT—F I L TEEENFE LT,

707741l MIBRE @ BROTFAITAX
minimal 1653:18% 690 MB
standard 165323 710 MB
verbose 1745 990 MB

timesketch-minimal 1745 1015 MB
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%Level%

Za771I MIBRSE 2HBROT7FIILYCX
all-field-info-verbose  16450%# 1.6 GB
super-verbose 175312% 2.1GB
Profile Field Aliases
e @ & Hayabusa® i 1&R
T7AIETE ERICR>TWS, /1R ~OY
) 0)) 74—=ILRISETWS, TT7#
%Timestamp% R R .
IWRDZALY—=2EO—AIDTA LY —2ICiEBHN. A7 a3V TCUTCICEETY
ZENTES,
%Computer% ARy O D 71—ILK,
%Channel% O4%, 1N ~OZD 714—I)LK,
%EventID% AR NOTD 74—=ILK,
YML@%D}I/_}IJ@ 74_)11 l\\\o (ﬁu : N N N ~

)

%MitreTactics%  MITRE ATT&CKD T (fl: Initial Access. Lateral Movement&4)
) MITRE ATTRCK DB T AN D1EHR, attack.g(¥')L—7). attack.t(¥ff). attack.s(V 7 k
%MitreTags%
V7 )DERELNIT B,
YMLIEFRIL—IL D 714—=ILEH5S N PADF—7—K%
%O0therTags%

AT B

%RecordID%

T4—=ILRDAX>Y AL O—KIDo

%RuleTitle%

YMLREL—IL D 74— K,

%Details%

YML&FIL—IL D Z14—=ILRDSETWEITH, 2D7 1 —JLKIFHayabusa/l—
WIEUDBDFEEA, TOT1—ILRET7Z—h ARy MNCET ZEMEBERZRMHML. O
TDT74—ILROSBRABRT—YZHETEIENTEEXT, IV ENF—DIYEVITH
FE->TWBHE, LK 74 —ILRPFEELLRWEE THENTE A - BT
(not available) EEE&EH I NE T, YMLIEFIL—ILIC 71— ILRDBFELRBRWVED
detailsdAvt—I% TRETZEFET,
Tl& N . DHEHEDLET
RET D EMNTEEXT, default_details.txt " PYMLERFIIL—ILICHIRT DIL—ILHEEEH S
NTWRWERRINRTO 7 s —ILRIERZEAULET,

%AlIFieldInfo%

IRTDT 1 —ILRER,

%RuleFile%

PI—RMERBFBARY NZERURRMIIL—ILDT 71 )%,

%EvtxFile%

Po—RFERRBFARYNERI Ulcevix7 71 ILADICR,

INSOIAVFREFE, HATOAT77AITERAITZIENTEXT, Ffe. HOANRYEF—F A XEZEEHL.
D7 —ILRZHANTEHIEHETERT,
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https://attack.mitre.org/tactics/enterprise/
https://github.com/Yamato-Security/hayabusa-rules/blob/main/README-Japanese.md#%E3%82%A4%E3%83%99%E3%83%B3%E3%83%88%E3%82%AD%E3%83%BC%E3%82%A8%E3%82%A4%E3%83%AA%E3%82%A2%E3%82%B9
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Level D& &

HRICHNT BlcdhicLevelz ATDXSICHBULEALTWEY,

MITRE ATT&CKEK T D& B

RICHE AT B HICMITRE ATTRCKDE i Z A TD L S ICEBEL TWET,
BREZ77AIITHHICHEETEX T, BRALLT—FOEiZL2THALIEWERE.,
DFTLEE W,

o : Reconnaissance (%)

o : Resource Development (U YV — X %)
. : Initial Access (#1887 7 £ X)

. : Execution (3%£17)

. : Persistence (&#=1t)

. : Privilege Escalation (#£fRF1R)

. : Defense Evasion (BAfE[a]:E#)

o : Credential Access (FREFIEHR 7 7 2 X)
. : Discovery (&%)

o : Lateral Movement (H5E5)

. : Collection (YX%£)

. : Command and Control (ZFRIZ1E)

. : Exfiltration (5 H L)

o : Impact (&)

Channell&3R D& 1&

BHRICHEANT Z7HICChannel DRRZLUT DO LS ICEBRL TWET,
DERE7 7ML THHRHICIRETEZE T,
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Z DD DES

TEBRIIHRICT Blcdic. UTOBEZFERLTVWET:

. -> Account

. -> Address

) -> Authentication
. -> Client

o -> Command

° -> Computer
. -> Connection
. -> Directory

o -> Destination
° -> Execution
. -> Group

. ->Logon ID

o -> Network

. -> Object

. -> Protocol
. -> Signature

. -> Suspicious
. -> Source

. -> Service

. -> Server

. -> Target

. -> Operation

. -> Package

. -> Privilege

° -> Process
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° -> Process ID
. -> Process GUID (Global Unique ID)
. -> Version

707 L R)\—

ZOVLR - N—E, EEDevix7 71 ILICF U TOHERELE T, BITLIevix 7 71 LD EEIGZY ZILY A
LTERRULET,

BHEHHADHT—BTE

Hayabusa®#E R (& BlILXFENEDD XY, DEZEET S ETXF
BETRBCENTEET, R TF. NS—HAELBLESIZLEW
= A=1"S A7 arvESFRELLEZW,
BEROYYY
ARV NBEEYA LAY

EJ AT avBEFESET, BAULEARY KOO OB, EBEDY A L

FAV( AN ZAV)EBEREICEDULES, Y—H—DEIZEKXKI0ETT, 77 #J)LkDCommand Prompt&
PowerShell Prompt TIEXFLIF B T2 DT, Windows Terminal®iTerm2&E D5 —Z F )L & SFIALEEI W,

RERABADHS
ZLALTRORAS NI AN EEEICEDLET,
REBRAMFRBADHA

BLRILTELRMNSENIcAZ— I RBARY MDEWIHRE EAISDZBEEICHALET,

Hayabusa/l—JU

Hayabusat&#1/L—/LiESigmad & S BRYMLERX Tiedis i TWET, TALIRJICADTWETH, K
FIIC ixhttps://github.com/Yamato-Security/hayabusa-rules® LRIV kU TEE S 2 FERXRD T, JL—ILDissue
Epull requestidhayabusa® LRI MY Tldi <. IL—ILLIRI N UABREWLET,

IW—=ILDERAEICDWTIE. hayabusa-rulesLRY kY DREADME Z&EFH < FEE W,
hayabusa-rulesL RY MU ICH B ITRTDIL—ILIE. 7AIWYICERET Z2RENHD XY,
Hinformation® JL— )L & EHZEEN, BLE EHBENET,

Hayabusa/ll—/LD7 ¢« LU N U#EEIE. 32074 L I MUK TWET,

. : Windows OST7 7 # )Lk Tigigahh 30

. =T RIVY—=PEF2VTAR—ATAVDERTAVICT Z2RHENHZ0O7
. :sysmonic &> TERETNh 207,

o TRETANULTWBIL—ILERBY 3bD—KTr L7 MY

25/29


https://github.com/Yamato-Security/hayabusa-rules
https://github.com/Yamato-Security/hayabusa-rules/blob/main/README-Japanese.md
https://github.com/Yamato-Security/hayabusa-rules
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
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W=LigEs5icOy 947 (Bl : Security, SystemZ &) IE&>TTr LI MUIEHTF SN, ROFERXTEREIN
PR=¥ (%3 2

o 7o—hMER:
— U
o ARV KMER:
o ARy Kl:

N
!

WEDIL—IL%&E HERWCLEE, FIRERBOTY 7L—hEUT, £BAOOY Y V0MESRAE LTSHALRKE S
(AR

Hayabusa v.s. Z#2 & 1 f=Sigma/l—JL

Sigmall—JLI&. &HlIicHayabusa/l—ILERICERT Z2BENHBD FT, TROPDOAFIF I THHAINTVLE
I, FREDIL—ILIFESigmall—IL EHIEENH B DT, Sigmall—ILD L SICZDMDSIEMERICEIRTEET,
Hayabusa/lL—JLl&. Windows® A N> OV BTERICEKETINTE D UTOLSBARNHD XTI

1. A7 OERB7 1 —ILROHAI S I hCEBMNBEREZRRI 36D Z4—=ILRZEMLTWVWE
ER
2. Hayabusa/L—I)LIZgRTH Y FILAJICKHULTT A M SN, BT 3 EDERINTVLETD,

ZAIB DN, HiR— KIS TWERWERE, REDZVW(ERRERE)ICK D, —&8DSigmall—IL
BFERUESD ICEMELRWATEEENH D £,

3. SigmalL— LRI R WEETR (61 - )DFIFA,

HIPRSRIA: FATc B DHIBMR D . Hayabusa (A —7> Y —2Z® Windows « XY k O 8 — )LD HTSigmall—
WERHBEZLHYR—MLUTWETH, FETFR—FINTOWRWIL—ILEHDET,

1. RUStIERKIRV L — N TIEEEUVBWERKRRZFERIT S IL—/,
2. SigmaJL— LR D B o gEE=H.
3. ZERTBZIL—),

BHAIN—ILDF1—=>9

T7AT7 7 A=ILRIDSERKRIC, YTRXFrR—ADYV =)L, REICELETHENIMBEICRD D, FEDI
— VKRR —RNICERAT 2RELH B BENH D XT,

JL—ILID (%1 ) &
ICBINT 2 &, REARIL—ILPAEATERWL—ILEEETZENTEEXT,

L—ILID% IBMUT, F7AL N TIL—LEBRT 32 L bTEET
A nE Ik ATV aVERELTL—IEERT R EbTERT,

BREILANILDlevelFa2—=>4

Hayabusa/lL—/L. Sigma/l—ILIEZFNZFNDEENRAMUZBOY XTI LRIV ZROTWET, I—HHmEDY
AT LRIICEKRET BICIE ICEHIERZEE.

EETIZBIETIL=INTFAIDEZEBRISNET, IL—ILT771ILDEE
ETM|ASNDZEITEELTERLTLIES W,
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https://github.com/Yamato-Security/hayabusa-rules/tree/main/tools/sigmac/README-Japanese.md
https://docs.rs/regex/1.5.4/regex/
https://github.com/SigmaHQ/Sigma/wiki/Specification
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DH:

id,new_level
00000000-0000-0000-0000-000000000000, informational # sample level tuning
line

W=7« LI KNURTLAD DIL=ILDIZT LRILH
ICEESBMZISNET,

ARYNDZaILZVUVT

FIAIWRNTIEINT A= VR LIFBHIC. BEIIL—ILTAIRY NDINERINTWVWEWARY NEERLTWL
£9, TEEINEIDRIRAF v VEINFET, ITRTDAIRVE
AEx v ULIEWGEEIE. A7 avEFERLTLESI,

ZFDMDOWindowst N> NOVEHY —ILE L VOEEY
Y —X

MIRTZHRAT 212DV =)y EVWSHDREBL, ZNZNRIEX Y Y MDBH B, chSDtsDBNY —ILP®
AV 2Fzv I LT ENDRICAS IO EHER T DI EEZHBEHLET,

e APT-Hunter - Python TR I Nt KERHY — )L,

e AwesomeEventIDs- 74 LYYV IRABEA VTV MRIBICEIDAXRY MDD Y'Y —Z,

e Chainsaw - Rust TR X 11 /=SigmaX— X DK EWRATY — Lo

e DeepBlueCLI - Eric Conrad IZ & > TPowershell CRAF S i fc &A1Y — )L,

e Epagneul - Windows- R kOZ OEEIEY — )L,

e EventList - Miriam Wiesneric &2 tFa2 VT R—XAZ4 2V DEMEA N> MDZMITRE ATT&CKIZ Y v
v~ 29 %PowerShell'y —)L,

e MITRE ATT&CKEWindow/ XY KAZIDOY v E> 4 - ¥E& : Michel de CREVOISIER

e EVtXECmd - Eric Zimmermanic & 2Evtx/\—H—,

o EVTXtract - REAFEBP ATV Y Y THSEVIX7 71 ILEETT 2V —Il,

e EvixToElk - Elastic StacklicEvixT—4% %3%{=9 %Python'Y —Jl,

e EVTX ATTACK Samples - SBousseaden IC & ZEVIXKEY Y FILA R O 774 ),

e EVTX-to-MITRE-Attack - Michel de CREVOISIERIC & ZATTR&CKICY v EV YV ENIcEVIXHEY > 7)LO
JOLRI K,

e EVTX parser - @OBenamram Ic & > T&Eh iz, Hayabusah'fER L TWBRustZ1 73,

e Grafiki - Sysmon & PowerShellOZ @81V —JL,

e LogonTracer - JPCERTCC Ic &%, #EARDEE RN T Z2/HICOT AV ZR/ELTZI 57 1 hLigA
V=T 1—R,

e RustyBlue - X#ltt¥ 21 7 « Ic & %5 DeepBlueCLIDRuUSthR,

e Sigma- X254 X—RAD;NAESIEMIL—IL,

e SOF-ELK - Phil Hagen IC & % DFIRf##TF§ MElastic Stack VM,

e so-import-evtx - evtx 7 7 - JL% SecurityOnionic 1 ¥ /R— k93 —/L,

e SysmonTools - SysmonDERE & A 7 Z 1 Y ERLY —Il,

e Timeline Explorer - Eric Zimmerman I & 2&EDCSVI A LA VT FZ14H,
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https://github.com/ahmedkhlief/APT-Hunter
https://github.com/stuhli/awesome-event-ids
https://github.com/countercept/chainsaw
https://github.com/sans-blue-team/DeepBlueCLI
https://twitter.com/eric_conrad
https://github.com/jurelou/epagneul
https://github.com/miriamxyra/EventList/
https://github.com/miriamxyra
https://www.socinvestigation.com/mapping-mitre-attck-with-window-event-log-ids/
https://twitter.com/mdecrevoisier
https://github.com/EricZimmerman/evtx
https://twitter.com/ericrzimmerman
https://github.com/williballenthin/EVTXtract
https://www.dragos.com/blog/industry-news/evtxtoelk-a-python-module-to-load-windows-event-logs-into-elasticsearch/
https://github.com/sbousseaden/EVTX-ATTACK-SAMPLES
https://twitter.com/SBousseaden
https://github.com/mdecrevoisier/EVTX-to-MITRE-Attack
https://twitter.com/mdecrevoisier
https://github.com/omerbenamram/evtx
https://twitter.com/obenamram
https://github.com/lucky-luk3/Grafiki
https://github.com/JPCERTCC/LogonTracer
https://twitter.com/jpcert
https://github.com/Yamato-Security/RustyBlue
https://github.com/SigmaHQ/Sigma
https://github.com/philhagen/sof-elk
https://twitter.com/philhagen
https://docs.securityonion.net/en/2.3/so-import-evtx.html
https://github.com/nshalabi/SysmonTools
https://ericzimmerman.github.io/#!index.md
https://twitter.com/ericrzimmerman
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¢ Windows Event Log Analysis - Analyst Reference - Forward Defense®Steve Ansonic & % Windows-
Ny NOV@BTOSEER,

e WELA (Windows Event Log Analyzer) - Yamato Securitylc & Z2WindowsA XY kN OO ILFY —
o

e Zircolite - PythonTEh 1 f=SigmaX— X DK EWREY — /L,

N —

WindowsA RNy NOJERED A AKX

Windowsté O BN EE # RN T ZEICIE. TI7AINDODOVREERET BEIENRETT, UTOHA %
MEITZCEERITIHLET,

e JSCU-NL (Joint Sigint Cyber Unit Netherlands) Logging Essentials
e ACSC (Australian Cyber Security Centre) Logging and Fowarding Guide
e Malware Archaeology Cheat Sheets

SysmonBERD A =V k

T7ALY Iy IICERBIMZEED, BVWEETRMZ I SOHICIE. sysmonz1 Y AN—ILT2HENHD X
o UTOYA hZ2SEICRET DI EZRKIITHULET, -

e Sysmon Modular

e TrustedSec Sysmon Community Guide

e SwiftOnSecurity®Sysmonz&E 7 7 1 /L

e Neo023x0IZ & 5 SwiftOnSecurity®Sysmonz&kE 7 7 1 LD 7 #—7
e ion-stormic & % SwiftOnSecurity®@Sysmonz&E7 7 1 LD T x—7

A3 4A4IKCEKDRNFaXT—3Y

e 2022/06/19 VelociraptorF 2 — kU 77 )L &Hayabusa®#i& 7% by Eric Capuano
e 2022/01/24 Hayabusaf&R Zneodj TatR1L I % A% by Matthew Seyer (@forensic_matt)

HAGE

e 2022/01/22 Hayabusaf& R # Elastic Stack CRIfR1bL 9 % /7% by @kzzzz02
e 2021/12/31 Windows RX> k OJ &Y —)L THayabusay %Z{£>T#% by itiB (@itiB_S144)
e 2021/12/27 Hayabusa®# & by Kazuminn (@k47_um1n)

=L

EDELSBHTEBVWELTADT, SHAELEWLET, FILYITIT AN IL=ILER. evixAJ7 OB Y F)LigE
BRZARTTH, eEY VTR b, NTOBEMNLZESHKED T,
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https://www.forwarddefense.com/media/attachments/2021/05/15/windows-event-log-analyst-reference.pdf
https://github.com/Yamato-Security/WELA/
https://github.com/Yamato-Security/
https://github.com/wagga40/Zircolite
https://github.com/JSCU-NL/logging-essentials
https://www.cyber.gov.au/acsc/view-all-content/publications/windows-event-logging-and-forwarding
https://www.malwarearchaeology.com/cheat-sheets
https://github.com/olafhartong/sysmon-modular
https://github.com/trustedsec/SysmonCommunityGuide
https://github.com/SwiftOnSecurity/sysmon-config
https://github.com/Neo23x0/sysmon-config
https://github.com/ion-storm/sysmon-config
https://www.youtube.com/watch?v=Q1IoGX--814
https://twitter.com/eric_capuano
https://www.youtube.com/watch?v=7sQqz2ek-ko
https://twitter.com/forensic_matt
https://qiita.com/kzzzzo2/items/ead8ccc77b7609143749
https://qiita.com/kzzzzo2
https://itib.hatenablog.com/entry/2021/12/31/222946
https://twitter.com/itiB_S144
https://kazuminkun.hatenablog.com/entry/2021/12/27/190535
https://twitter.com/k47_um1n
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Dir< EH, EBDY—ILZRICA> TWETAES, GithubTEZ [T T, RO R—bZRELTLE
=LY,

INT DIRE

BOF NI ZZES5TSEES SV, MESN/NIZEATEELET !

A S

HayabusaldGPLVv3 AR I . I XTDJL—/LIEDetection Rule License (DRL) 1.1 TCARAEINTWE T,

Twitter

@SecurityYamatoTHayabusa., JL—ILE#H. ZOMOKMEF 1V TF 0V —ILFLICOWTIERZEHELTWVWE
ED
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https://github.com/Yamato-Security/hayabusa/issues/new?assignees=&labels=bug&template=bug_report.md&title=%5Bbug%5D
https://www.gnu.org/licenses/gpl-3.0.en.html
https://github.com/SigmaHQ/sigma/blob/master/LICENSE.Detection.Rules.md
https://twitter.com/SecurityYamato

