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by Yamato Security

Analyzing event files: 574
Total file size: 148.0 MB

Loading detections rules. Please wait.

Excluded rules: 15
Noisy rules: 5 (Disabled)

Experimental rules: 1574 (61.58%)
Stable rules: 212 (8.29%)
Test rules: 770 (30.13%)

Hayabusa rules: 134
Sigma rules: 2422
Total enabled detection rules: 2556

316 / 574 [ ] 55.05 % 8s

¥ —XF)LHEAEE

2021-12-08 02:33:01.680 +09:00 | MSEDGEWIN1® | Sysmon | 1@ | high | 619520 | Credentials Dumping Tools Accessing LSASS Memory | Src Process: Z:\bouss\Downloads\MalSeclogon-master\x64\Debug\MalSeclogon.exe | TgtProces
s: C:\Windows\system32\lsass.exe | SrcUser: MSEDGEWIN1O\IEUser | TgtUser: NT AUTHORITY\SYSTEM | Access: @x141@ | SrcPID: 6072 | SrcPGUID: 747F3D96-9ACD-61AF-D501-000000000102 | TgtPID: 5268 | TgtPGUID: 747F3D96-9ACD-
61AF-D701-000000000102

2021-12-08 02:33:08.723 +09:00 | MSEDGEWIN1O | Sec | 4688 | info | 329925 | Proc Exec | CmdLine: | Path: C:\Windows\System32\svchost.exe | PID: @x24e@ | User: MSEDGEWIN1Q$ | LID: Ox3e7

2021-12-09 22:41:50.714 +09:00 | fs@3vuln.offsec.lan | Sec | 1102 | high | 1122929 | Security Log Cleared | User: hackl

2021-12-09 22:41:51.740 +09:00 | fs@3vuln.offsec.lan | Sec | 4688 | info | 1122930 | Proc Exec | CmdLine: MSFRottenPotato.exe | Path: C:\TOOLS\MSFRottenPotato.exe | PID: @x1@05c | User: hackl | LID: @x767a7ed

2021-12-09 22:41:53.761 +09:00 | fs@3vuln.offsec.lan | Sec | 4688 | info | 1122932 | Proc Exec | CmdLine: "C:\Windows\System32\cmd.exe" | Path: C:\Windows\System32\cmd.exe | PID: @xd88 | User: FS@3VULN$ | LID: 0x3e7
2021-12-09 22:41:53.761 +09:00 | fs@3vuln.offsec.lan | Sec | 4688 | info | 1122933 | Proc Exec | CmdLine: \??\C:\Windows\system32\conhost.exe Oxffffffff | Path: C:\Windows\System32\conhost.exe | PID: @0x1144 | User: F
SO3VULN$ | LID: Ox3e7

2021-12-10 03:50:47.980 +09:00 | FS@3.offsec.lan | Sec | 1102 | high | 825497 | Security Log Cleared | User: admmig

2021-12-10 03:50:55.333 +09:00 | FS@3.offsec.lan | Sec | 4672 | info | 825498 | Admin Logon | User: hackl | PrivlList: SeSecurityPrivilege SeBackupPrivilege SeRestorePrivilege SeTakeOwnershipPrivilege SeDebugPrivilege
SeSystemEnvironmentPrivilege SeLoadDriverPrivilege SeImpersonatePrivilege | LID: 0x2a2d4dS

2021-12-10 03:50:55.349 +09:00 | FS03.0ffsec.lan | Sec | 4672 | info | 825500 | Admin Logon | User: hackl | Privlist: SeSecurityPrivilege SeBackupPrivilege SeRestorePrivilege SeTakeOwnershipPrivilege SeDebugPrivilege
SeSystemEnvironmentPrivilege SeloadDriverPrivilege SeImpersonatePrivilege | LID: 0x2a2d4ed

2021-12-10 03:50:55.349 +09:00 | FS@3.offsec.lan | Sec | 4672 | info | 825502 | Admin Logon | User: hackl | Priviist: SeSecurityPrivilege SeBackupPrivilege SeRestorePrivilege SeTakeOwnershipPrivilege SeDebugPrivilege
SeSystemEnvironmentPrivilege SeLoadDriverPrivilege SeImpersonatePrivilege | LID: @x2a2dé4fe

2021-12-10 03:50:55.349 +09:00 | FSO3.offsec.lan | Sec | 4672 | info | 825504 | Admin Logon | User: hackl | Privlist: SeSecurityPrivilege SeBackupPrivilege SeRestorePrivilege SeTakeOwnershipPrivilege SeDebugPrivilege
SeSystemEnvironmentPrivilege SeLoadDriverPrivilege SeImpersonatePrivilege | LID: @x2a2d51f

2021-12-10 03:50:55.349 +09:00 | FS@3.offsec.lan | Sec | 4672 | info | 825506 | Admin Logon | User: hackl | Priviist: SeSecurityPrivilege SeBackupPrivilege SeRestorePrivilege SeTakeOwnershipPrivilege SeDebugPrivilege
SeSystemEnvironmentPrivilege SeLoadDriverPrivilege SeImpersonatePrivilege | LID: 0x2a2d532

2021-12-10 03:50:55.349 +09:00 | FS@3.offsec.lan | Sec | 4624 | info | 825499 | Logon (Type 3 Network) | User: hackl | Comp: - | IP-Addr: 10.23.42.38 | LID: @x2a2d4dS

2021-12-10 03:50:55.349 +09:00 | FS@3.offsec.lan | Sec | 4624 | info | 825501 | Logon (Type 3 Network) | User: hackl | Comp: - | IP-Addr: 10.23.42.38 | LID: @Ox2a2d4ed

2021-12-10 03:50:55.349 +09:00 | FS@3.offsec.lan | Sec | 4624 | info | 825503 | Logon (Type 3 Network) | User: hackl | Comp: - | IP-Addr: 10.23.42.38 | LID: @x2a2d4fe

2021-12-10 03:50:55.349 +09:00 | FS@3.offsec.lan | Sec | 4624 | info | 825505 | Logon (Type 3 Network) | User: hackl | Comp: - | IP-Addr: 10.23.42.38 | LID: @x2a2d51f

2021-12-10 03:50:55.349 +09: FS@3.offsec.lan | Sec | 4624 | info | 825507 | Logon (Type 3 Network) | User: hackl | Comp: - | IP-Addr: 10.23.42.38 | LID: @0x2a2d532

2021-12-10 03:50:55.771 +09: FS@3.offsec.lan | Sec | 4688 | info | 825512 | Proc Exec | CmdLine: C:\Windows\system32\wbem\wmiprvse.exe -secured -Embedding | Path: C:\Windows\System32\wbem\WmiPrvSE.exe | PID: @0x56
0 | User: FS@3$ | LID: @x3e7

2021-12-10 03:50:55.958 : FS@3.offsec.lan | Sec | 4673 | med 825521 | Process With High Privilege | Process: C:\Windows\System32\wbem\WmiPrvSE.exe | User: hackl | LID: @x2a2d532

2021-12-10 ©3:50:55.958 : FS@3.offsec.lan | Sec | 4673 | med 825526 | Process With High Privilege | Process: C:\Windows\System32\wbem\WmiPrvSE.exe | User: hackl | LID: @x2a2d532

2021-12-10 03:50:55.958 : FS@3.offsec.lan | Sec | 4673 | med 825529 | Process With High Privilege | Process: C:\Windows\System32\wbem\WmiPrvSE.exe | User: hackl | LID: @x2a2d532

2021-12-10 03:50:56.005 : FS@3.offsec.lan | Sec | 4673 | med 825534 | Process With High Privilege | Process: C:\Windows\System32\wbem\WmiPrvSE.exe | User: hackl | LID: @x2a2d532

2021-12-10 03:50:56.052 : FS@3.offsec.lan | Sec | 4673 | med 825541 | Process With High Privilege | Process: C:\Windows\System32\wbem\WmiPrvSE.exe | User: hackl | LID: @x2a2d532

2021-12-10 03:50:56.052 +09: FS@3.offsec.lan | Sec | 4624 | info | 825538 | Logon (Type 3 Network) | User: hackl | Comp: - | IP-Addr: 10.23.42.38 | LID: 0x2a2f10a

2021-12-10 03:50:56.052 +09: FS03.0ffsec.lan | Sec | 4672 | info | 825537 | Admin Logon | User: hackl | Privlist: SeSecurityPrivilege SeBackupPrivilege SeRestorePrivilege SeTakeOwnershipPrivilege SeDebugPrivilege
SeSystemEnvironmentPrivilege SeloadDriverPrivilege SeImpersonatePrivilege | LID: 0x2a2f10a

2021-12-10 03:50:56.099 +09:00 | FS@3.offsec.lan | Sec | 4673 | med | 825546 | Process Ran With High Privilege | Process: C:\Windows\System32\wbem\WmiPrvSE.exe | User: hackl | LID: @x2a2d532

2021-12-10 03:50:56.146 +09:00 | FS@3.offsec.lan | Sec | 4673 | med | 825551 | Process Ran With High Privilege | Process: C:\Windows\System32\wbem\WmiPrvSE.exe | User: hackl | LID: @x2a2d532

2021-12-10 03:51:16.683 +09:00 | FS@3.offsec.lan | Sec | 4688 | low | 826320 | Susp CmdLine (Possible LOLBIN) | CmdLine: C:\Windows\system32\D1lHost.exe /Processid:{AB8902B4-09CA-4BB6-B78D-A8F59079A8D5} | Path: C:\W
indows\System32\dllhost.exe | PID: @x9e8 | User: FS@3$ | LID: Ox3e7

2021-12-10 03:51:16.683 +09:00 | FS@3.offsec.lan | Sec | 4688 | info | 826320 | Proc Exec | CmdLine: C:\Windows\system32\DllHost.exe /Processid:{AB8902B4-@9CA-4BB6-B78D-A8F59079A8D5} | Path: C:\Windows\System32\dllho
st.exe | PID: @x9e8 | User: FS@3$ | LID: @x3e7

2021-12-10 04:54:03.261 +09:00 | fs@3vuln.offsec.lan | PwSh | 4103 | info | 68901 | PwSh Pipeline Exec | Payload: CommandInvocation(Write-Verbose): "Write-Verbose" ParameterBinding(Write-Verbose): name="Message"; val
ue="[FS@3 : ] Using trustee username 'Everyone'"

2021-12-10 04:54:03.261 +09:00 | fs@3vuln.offsec.lan | PwSh | 4104 | info | 68900 | PwSh Scriptblock Log | ScriptBlock: Add-RemoteRegBackdoor -ComputerName FS@3 -Trustee 'S-1-1-0'

2021-12-10 04:54:03.370 +09:00 | fs@3vuln.offsec.lan | PwSh | 4103 | info | 68902 | PwSh Pipeline Exec | Payload: CommandInvocation(Get-WmiObject): "Get-WmiObject" ParameterBinding(Get-WmiObject): name="Class"; value
="Win32_Service" ParameterBinding(Get-WmiObject): name="Filter"; value="name='RemoteRegistry'" ParameterBinding(Get-WmiObject): name="ComputerName"; value="FS03"
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Total events: 76846
Data reduction: 65008 events (84.60%)

Total detections: 19038

Total high detections: 2631

Total medium detections: 1414

Total low detectio 6450

Total informational detections: 8371

Unique detections: 517

Unique high detections: 215

Unique medium detections: 143
Unique low detections: 73

Unique informational detections: 49

Date with most high detections: 2021-11-03 (976)

Date with most medium detections: 2021-04-22 (152)

Date with most low detections: 2016-09-20 (3759)

Date with most informational detections: 2021-04-22 (1355)

Top 5 computers with most high detections: MSEDGEWIN1@ (93), IEWIN7 (61), FS@3.offsec.lan (31), fs@3vuln.offsec.lan (25), IE1@Win7 (23)

Top 5 computers with most medium detections: MSEDGEWIN1Q (57), IEWIN7 (32), IE1@0Win7 (16), FS@3.offsec.lan (16), fs@3vuln.offsec.lan (15)

Top 5 computers with most low detections: MSEDGEWIN1@ (35), IEWIN7 (19), FS@3.offsec.lan (17), fs@3vuln.offsec.lan (12), fs@l.offsec.lan (11)

Top 5 computers with most informational detections: MSEDGEWIN1Q (18), IEWIN7 (16), fs@l.offsec.lan (15), PC@l.example.corp (12), FS@3.offsec.lan (11)

Elapsed Time: 00:00:21.962

Excel DT

Time v Computername | ¥ | Eventi(¥ Level | ¥ Alert v | Details

2021-05-03 17:58:38.774 +09:00 webiisO1.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Address: 10.23.23.9 : Port: 62234 : LogonID: 0x258b9ee5
2021-05-03 17:58:38.775 +09:00 webiisO1.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstatiol IP Address: 10.23.23.9 : Port: 62235 : LogonID: 0x258b9ef8
2021-05-03 17:58:38.775 +09:00 webiisO1.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Address: 10.23.23.9 : Port: 62236 : LogonID: 0x258b9efd
2021-05-03 21:06:57.954 +09:00 win10-02.offsec.lan 1 high Process Creation Sysmon Rule Alert Rule: technique_id=T1059,technique_name=Command-Line Interface : Command: C:\windows\¢
2021-05-15 05:39:33.214 +09:00 fsOl.offsec.lan 1102 high Security log was cleared User: admmig

2021-05-19 06:18:40.607 +09:00 rootdc1.offsec.lan 150 high Possible CVE-2021-1675 Print Spooler Exploitation

2021-05-19 06:23:27.038 +09:00 rootdc1.offsec.lan 150 high Possible CVE-2021-1675 Print Spooler Exploitation

2021-05-19 06:30:17.318 +09:00 rootdc1.offsec.lan 4688 high Possible CVE-2021-1675 Print Spooler Exploitation

2021-05-19 06:30:17.318 +09:00 rootdc1.offsec.lan 4688 high Relevant Anti-Virus Event

2021-05-19 06:33:49.548 +09:00 rootdcl.offsec.lan 770 high Possible CVE-2021-1675 Print Spooler Exploitation

2021-05-19 06:33:49.548 +09:00 rootdcl.offsec.lan 770 high Relevant Anti-Virus Event

2021-05-20 21:49:31.863 +09:00 fs01l.offsec.lan 1102 high Security log was cleared User: admmig

2021-05-20 21:49:46.875 +09:00 fsOl.offsec.lan 4648 informational Explicit Logon Source User: FS01$ : Target User: sshd_5848 : IP Address: - : Process: C:\Program Files\Open!
2021-05-20 21:49:46.876 +09:00 fsOl.offsec.lan 4624 low Logon Type 5 - Service User: sshd_5848 : Workstation: - : IP Address: - : Port: - : LogonID: 0x3c569ed

2021-05-20 21:49:46.876 +09:00 fsOl.offsec.lan 4672 informational Admin Logon User: sshd_5848 : LogonID: 0x3c569ed

2021-05-20 21:49:52.315 +09:00 fsOl.offsec.lan 4776 informational NTLM Logon to Local Account User: NOUSER : Workstation FSO1 : Status: Oxc0000064
2021-05-20 21:49:52.315 +09:00 fsOl.offsec.lan 4625 informational Logon Failure - Username does not exist User: NOUSER : Type: 8 : Workstation: FSO1 : IP Address: - : SubStatus: 0xc0000064 : AuthP

Timeline Explorer T d &1
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Time Computername Eventid | Level Alert Details
e A o A A e
2021-05-22 ©5:43:18.227 +09:00 fs@l.offsec.lan 4648 informational Explicit Logon Source User: FS81$ : Target User: admmig
2021-05-22 05:43:22.562 +09:00 fs@l.offsec.lan 4625 low Logon Failure - Wrong Password User: admmig@offsec.lan Type: 8 Wor|
2021-05-22 05:43:49.345 +09:00 fs01.offsec.lan 4625 low Logon Failure - Wrong Password User: admmig@offsec.lan Type: 8 Worl
2021-05-22 05:43:50.131 +09:00 fs01.offsec.lan 4625 low Logon Failure - Wrong Password User: admmig@offsec.lan Type: 8 Worl
2021-05-22 ©5:43:50.607 +09:00 fs@l.offsec.lan 4625 low Logon Failure - Wrong Password User: admmig@offsec.lan Type: 8 Wor|
2021-05-22 05:43:50.866 +09:00 fs@l.offsec.lan 4625 low Logon Failure - Wrong Password User: admmig@offsec.lan Type: 8 Wor|
2021-05-23 06:56:57.685 +09:00 fs01.offsec.lan 1102 high Security log was cleared User: admmig
2021-05-23 06:57:11.842 +09:00 fs01.offsec.lan 4688 high Relevant Anti-Virus Event
2021-05-23 06:57:11.842 +09:00 fs@l.offsec.lan 4688 critical Mimikatz Use
2021-05-26 22:02:27.149 +09:00 mssqlel.offsec.lan 4624 informational Logon Type 3 - Network User: admmig Workstation: - : IP Addr
2021-05-26 22:02:27.155 +09:00 mssqlol.offsec.lan 5145 medium DCERPC SMB Spoolss Named Pipe
2021-05-26 22:02:27.155 +09:00 mssqlel.offsec.lan 5145 critical CVE-2021-1675 Print Spooler Exploitation IPC Access
2021-05-26 22:02:29.726 +09:00 mssqlel.offsec.lan 4624 informational Logon Type 3 - Network User: admmig Workstation: - : IP Addr
2021-05-26 22:02:29.734 +09:00 mssqlel.offsec.lan 5145 medium DCERPC SMB Spoolss Named Pipe
2021-05-26 22:02:29.734 +09:00 mssqlel.offsec.lan 5145 critical CVE-2021-1675 Print Spooler Exploitation IPC Access
2021-05-26 22:02:34.373 +09:00 mssqlel.offsec.lan 4624 informational Logon Type 3 - Network User: admmig Workstation: - : IP Addr
2021-05-26 22:02:34.375 +09:00 mssqlel.offsec.lan 5145 medium DCERPC SMB Spoolss Named Pipe
2021-05-26 22:02:34.379 +09:00 mssqlOl.offsec.lan 4624 informational Logon Type 3 - Network User: admmig Workstation: - : IP Addr
2021-05-26 22:02:34.379 +09:00 mssqlOl.offsec.lan 4624 informational Logon Type 3 - Network User: admmig Workstation: - : IP Addr
2021-05-26 22:02:34.380 +09:00 mssqlel.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Addr
2021-85-27 05:24:46.570 +09:00 rootdcl.offsec.lan 4768 medium Possible AS-REP Roasting Possible AS-REP Roasting
2021-05-27 ©5:24:46.570 +09:00 rootdcl.offsec.lan 4768 informational Kerberos TGT was requested User: admin-test Service: krbtgt : IP
2021-06-01 23:06:34.542 +09:00 fs01.offsec.lan 4720 medium Local user account created User: WADGUtilityAccount SID:5-1-5-21-11
2021-06-01 23:08:21.225 +09:00 fs@l.offsec.lan 4720 medium Local user account created User: elie SID:S-1-5-21-1081258321-3780
2021-06-03 21:17:56.988 +09:00 fs@l.offsec.lan 1102 high Security log was cleared User: admmig
2021-06-03 21:18:12.941 +09:00 fs@l.offsec.lan 4672 informational Admin Logon User: admmig LogonID: ©x322e5b7
2021-06-03 21:18:12.942 +09:00 fs@l.offsec.lan 4624 informational Logon Type 3 - Network User: admmig Workstation: - IP Addr
2021-06-04 03:34:12.672 +09:00 fs0l.offsec.lan 4104 high Windows Firewall Profile Disabled
2021-06-04 04:17:44.873 +09:00 fs@l.offsec.lan 1102 high Security log was cleared User: admmig
itical”? 2 — b LYYy ey 1—592E&EDTIL—EYY
Critical>” = D7«) > D | eI —EY
Computername =«
Line Tag Time Eventid Level + 7 Alert
v = L] Ac e = critical Ade
» Computername: ©1566s-winl6-ir.threebeesco.com (Count: 1)
» Computername: alice.insecurebank.local (Count: 3)
’ 4 Computername: DCl.insecurebank.local (Count: 18)
5540 2019-03-26 06:28:45.026 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5539 2019-03-26 06:28:45.026 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5538 2019-03-26 06:28:45.026 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
CEET 2019-03-26 06:28:45.026 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5536 2019-83-26 ©6:28:45.025 +89:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5535 2019-03-26 06:28:45.025 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5534 2019-03-26 06:28:45.025 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
EEEE 2019-03-26 06:28:45.025 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5532 2019-03-26 06:28:45.025 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
EEEil 2019-03-26 06:28:45.024 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5530 2019-03-26 06:28:45.024 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5529 2019-03-26 06:28:45.024 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5528 2019-03-26 06:28:45.023 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5527 2019-03-26 06:28:45.023 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5526 2019-03-26 06:28:45.023 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5525] 2019-03-26 06:28:45.023 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5524 2019-83-26 ©6:28:45.022 +89:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
5523 2019-03-26 06:28:45.022 +09:00 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
» Computername: DESKTOP-PIU87N& (Count: 1)

Elastic Stack%' v ¥ 2 7/h— K TOEHT
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= . Dashboard Hayabusa Dashboard Fullscreen  Share  Clone & Edit

[@) v Search KaL ~  2013-10-23 16:16:13.843 + - 2022-02-19 17:35:16.328 +

®  +Add filter

Risk Level Detection Rule Event ID Computer Names
Top values of Compi v Count of records v
DESKTOP-MS5SNO4R 3,561
fs03vuln.offsec.lan 2,307
FS03.offsec.lan 2,057
MSEDGEWIN10 2,039
PCO1.example.corp 1,274
IEWIN7 1,087
IE10Win7 955
SEC511 526
win10-02.offsec.lan 482
srvdefender01.offse... 480
Other 1,854
critical 0.71%
Risk Over Time
4,000 ® critical  §
3,500 ® medium §
@ high H
3,000 .
o o low H
K . .
g 2500 e info H
13
5 2,000
£
3 1500
o
1,000
500 I
o M - I _ml I — — Beelm . B= _ -
2014-01-01 2015-01-01 2016-01-01 2017-01-01 2018-01-01 2019-01-01 2020-01-01 2021-01-01 2022-01-01
@timestamp per 30 days
Top 10 Alerts Top 10 Critical Alerts. Top 10 High Alerts
Top values of RuleTitle ~ info>Cour v low>Coun~ high>Coul~ medium> (v critical> Ci~ Top values of RuleTitle v Count of records - Top values of RuleTitle ~ Count of records -
Network Share File Access 2,564 - - - Mimikatz Use 33 Malicious Service Possibly Inst... 271
Process Created 1,447 - - - Powerview Add-DomainObjectAcl... 22 Suspicious Service Installed 257
Pwsh Scriptblock Log 1,024 - - - Sticky Key Like Backdoor Usage 8 System Log File Cleared 97
PwsSh Pipeline Execution 680 Active Directory Replication from ... Suspicious Remote Thread Cre... 94
Network Share Access 433 EfsPotato Named Pipe Accessing WinAPI in PowerShe... 93
Other 2,058 223 831 594 40 WannaCry Ransomware 4 Relevant Anti-Virus Event 71
Logon Failure - Wrong Password - 3,564 - - CobaltStrike Service Installations 3 Security Log Cleared 66
Suspicious Cmd Line_Possible LOLBIN ... - 1,418 - - DNS Server Error Failed Loading t... 3 Process Created_Sysmon Alert 60
Process Access - 154 - - Dumpert Process Dumper 3 Disabling Windows Event Audit... 42
Image Loaded_Sysmon Alert - 108 - - LSASS Access from Non System ... 3 Malicious PowerShell Keywords 30
Process Start From Suspicious Folder - 39 - - Other 27 Other 562
Hayabusa Discover
16622 documents
Time 1 Computer EventID Level MitreAttack RuleTitle Details
> 2022-02-19 17:35:16.328 +00:00 DESKTOP-TTEQSPR 7 info Persis | Evas | Pr  Windows Spooler Service -
ivEse Suspicious Binary Load
> 2022-02-19 17:35:16.381 +00:00 DESKTOP-TTEQGPR 11 info - File Created Path: C:\Windows\Systen32\spool\drivers\x64\4\Test.d11 | Process: C:\Users\win1@\Desktop\SpoolFool-main\SpoolFool.
exe | PID: 1232 | PGUID: @8DA6306-2A54-6211-6B01-000000001000
> 2022-02-19 17:35:16.361 +00:00 DESKTOP-TTEQ6PR 11 medium - Rename Common File to DL -
L File
> 2022-02-19 17:35:16.267 +00:00 DESKTOP-TTEQSPR 1 info - Process Created Cmd: "C:\Users\win1@\Desktop\SpoolFool-main\SpoolFool.exe’ -d1l C:\Programbata\Test.dll | Process: C:\Users\win1@
\Desktop\SpoolFool-main\SpoolFool.exe | User: DESKTOP-TTEQ6PR\Win1@ | Parent Cmd: "C:\Windows\System32\WindowsPowe
rShell\v1.@\powershell.exe” -noexit -command Set-Location -literalPath 'C:\Users\win1@\Desktop\SpoolFool-main' | L
ID: @x277ef | PID: 1232 | PGUID: 88DA6386-2A54-6211-0B01-000000001000
> 2022-02-19 17:35:16.207 +00:00 DESKTOP-TTEQSPR 1 low Exec Process Start From Suspi -

cious Folder

2622-02-16 10:37:26.934 +00:00 01566s-win16-ir.t 5145 info Collect Network Share File Acces User: samir | Share Name: \\x\C$ | Share Path: \??\C:\ | Path: Users\PSECURITY | IP Addr: 172.16.66.36 | LID: BX56
hreebeesco. com s 7758

Timesketch O #EHT
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2019-05-08T02:10:43 O Active Directory Replication from Non  User: Administrator | ObjSvr: DS | 4662 DCH1.insecurebank  Sec T1003.006
Machine Account ObjName: %({c6faf700-bfe4-452a- Jlocal
a766-424f84c29583} | OpType: Object
Access | HID: 0x0 | LID: 0x40c6511

2019-05-08T02:10:43 @] Active Directory Replication from Non  User: Administrator | ObjSvr: DS | 4662 DC1.insecurebank  Sec T1003.006
Machine Account ObjName: %{c6faf700-bfe4-452a- Jlocal
a766-424f84c29583} | OpType: Object
Access | HID: 0x0 | LID: 0x40c6511

2019-05-08T02:10:43 =] Active Directory Replication from Non  User: Administrator | ObjSvr: DS | 4662 DC1.insecurebank  Sec T1003.006
Machine Account ObjName: %({c6faf700-bfe4-452a- .local
a766-424f84c29583} | OpType: Object
Access | HID: 0x0 | LID: 0x40c6511

4
days
2019-05-12T12:52:43 O Meterpreter or Cobalt Strike Svc: WinPwnage | Path: 7045 IEWIN7 Sys T1134.001 : T1134.002
Getsystem Service Installation %COMSPEC% /c ping -n 1 127.0.0.1
>nul && echo 'WinPwnage' >
\\.\pipe\WinPwnagePipe | Acct:
LocalSystem | StartType: demand
start
39
days
2019-06-21T07:35:37 O Dumpert Process Dumper Path: C:\Windows\Temp\dumpert.dmp 11 alice.insecureban Sysmon T1003.001
| Process: k.local

C:\Users\administrator\Desktop\x64\O
utflank-Dumpert.exe | PID: 3572 |
PGUID: ECAD0485-88C9-5D0C-
0000-0010348C1D00

SALZAYDY Y TIVER

CSVDIALTZA VERDY Y FILEIES THERBTEXT,
CSVDH A LT+ > %&Excel®Timeline Explorercaif 9 2 A%IE 55 TRBNALTWE T,

CSVD % A sS4 >~ #%#Elastic Stacklicf YIR— T3 HEIZTES TBALTWETD,
/ VNS
P & 1 BE

o VORTZ v k7 #—L%G: Windows, Linux, macOS,

e RUStTRIEEIN., XEVE—TT/N\VIHLIDBLEETT !

e VILFAL Y RKMIGICED, RASBEDAE—RT v FZ2XH,

o JALYIYVIRBYPAVITYMLARYZDEHIT, FIHULPTWCSVI AL LTV ZERLET,

o FAHP T WIERMREFTRERYMLR— X DHayabusa/l— L THER S NIIoOCY TR F v ICED K AL v ko

e Sigma/l—J/L%ZHayabusa/L—)LICE#T B2 DSigmall—ILDHR— KR TWET,

o W, MOFELY —ILICHRREHZ L DSigmall—ILZ Y R—KLTED, ATV MNIL—=ILIZHERBLTWE
ED

o ARYKNOTDFE (EQLSBEEDANRY MHZONEIBEL. OVREDF 21—V ICEHT
9o )

o REIL=IP®/AXDEZEWVWIL=IZEBRNT B —ILF 21—V 7 ERENTRETT,

e MITREATT&CKEDY Y EV S (CSVOHEAT 71 ILDH),

o JL=ILLRILDFa—=2,

o AIRXYKNOATHWSRBRI—YPIF7AINERBIFETDLHOERY hF—T7—RO—EERK.
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https://github.com/Yamato-Security/hayabusa/tree/main/sample-results
file:///Users/reguser/Documents/YamatoSecurity/hayabusa/doc/CSV-AnalysisWithExcelAndTimelineExplorer-Japanese.pdf
file:///Users/reguser/Documents/YamatoSecurity/hayabusa/doc/ElasticStackImport/ElasticStackImport-Japanese.md
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o FHMRBRABEDLOICET v —ILNBEROE A,

o HINEKKULIZI—HOT A DEW,

e Velociraptor& A B EMITOLERBZINRTOIY RRAI Y MNIHITBIALY MN\YTFao VT E
DFIR,

FovaO—R

ReleasesR—Ih S5HayabusaDZEULT/\—Y 3> TcaAV/1ILEnfc/N\1 FUDNEENTWBIEFRD L IEY
—X0—R%ZYI>O—-RTEZXT,

Gityd—>
XUTFoD ANV RTLRI MY ZSYIYO—RUL, V—ROA—RM5IVNAIILUTERT S EHTHE
TY

git https://github.com/Yamato-Security/hayabusa.git —-recursive

ER mand SYFREARBPDON—I 3> TT, FLERICV Y —ASNTOLWEBWFEEMNMEZ 2hD Lk
M. NITDGDAHEELHDIDT. TAMREEER->TTEW,

% ZDOIENESE. YTEYV2—ILELTEEINTWDS TZAILIARDT 7AILIEF o0
—kahzxthA,

IRV R, BLLREUTOaOYYRT AT ZREAL.
HayabusaDBH DI —ILEFHIT DI ENTEET:

hayabusa-1.5.1-win-x64.exe -u

7y TT—MDBKRBUIEE R, TANIDERMEZEELTHS, B5—ETF7 Y TT—RULTHTTE,

FR VY TT—NEETTBHRIC 7 # L% '1E hayabusa-rules LRI MY ORFDIL—IL &
AV 71477 7AIVNICBEBRZASNET BEFE7 7N IADBERFRIRTLEEZESINEIOT, 7y
T—RNETRIICHRELE 7 7LDy I 7y T2HITITHLET, H L. z17
STWBDTHNIE, 7Y FT7—RRICIL—ILT7AILOBRAEZL T EETW 7 #ILYRIC
FUEBMUIEIL=ILIE, 7y TT7—RMRICEEZH U IFHIBRIZTONE R A

ZRNVA:Y—XOA—RKHh50aVIN1IL ((EFR)

Rustib'f YA h—ILENTWBRHEE. UMTOIAYYRTY—XI—ROSIVNRAILT B ENTEXT:

cargo build —-release
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UTFoavy RTCEBMMICRUstZ 7Y 75— ML TLES W

rustup update stable

VUL E NN F I JA IR T RS NET.
Rust/Vy o — I DOEH

VIR ILEIICRFDRust cratelc 7y 77— K932 ET. BRFOSA TS VUEFBETRENTEET:

cargo update

% 7Y TT— g ALFREERHBDIXULSEHMSELILEE W,

32w kWindows/\ U oo OXaVINA1IL

UTFoavy R4ty hdOWindowsis Rk T32EY KON F U AR I ORAVINAILTEET:

rustup install stable-i686—pc—windows-msvc
rustup target add i686—pc—windows-msvc
rustup run stable-i686—pc—windows—-msvc cargo build —-release

macOSTH AV I\ ILDIEESR

openssliZDOWTDIAVINA LI Z—hRRINDHEIF. Homebrewz 4 YA h=)LLTH S, LTFDO/NyIr—
EAVAN—ITZ2RENBHDFT :

brew install pkg-config
brew install openssl

Linux O AV IILDEE R
opensslicOWTO VIS LI Z—DRREINZDEEEF. LUTONYT—I% A VA N=ILTZ2RENHBD XTI,

Ubuntux®F « X kA:

sudo apt install libssl-dev

Fedorax®F« A ~kA:

sudo yum install openssl-devel
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https://brew.sh/
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Linux®MUSL/N\r D oo 0OXa>VINAIL
9. LinuxOSTY—4 v hEAVXAN=ILLET,

rustup install stable-x86_64—-unknown—linux-musl
rustup target add x86_64—-unknown—-linux-musl

MTFO&SIaYIR1ILLET:
cargo build —-release ——target=x86_64—-unknown—-linux—-mus1l

MUSL/\ U [ TA4LIMNIERTIERENET,
MUSL/XA Y [EGNU/NA U & D #I15%ENT T,

LinuxcO AV I/IN1ILDEERS

Hayabusa® 3217

ER: 7V F U« )L X[EDRDZRIRH] &EWLWYIEISETT

Hayabusa®1T9 P, =DV O—RKPETEIC/L—ILATdetectionlc ~E L PowerShellav > R
© DESBF—T—RHENNTVWBRIC, PYFUI)LAPEDRICTOY 7 INBHEMENH D EFT,
RRRADISH. EF 2 YT WKOBBAN HayabusaZFH AT 2L S ICRET DDENHBD XY, VILT T 7REREH
DEETHNIE, V—RI—RZEZLLET BATNAFUZEIVIAILLTTEI W,

Windows PCit&i#¢ DO YIEIETEICERAIMNBIZBENH D £9, ZhidWindows Defender® ) ZILY A LA F ¥
UHMTONTWBZENRRTY . UTZITALARAF vV EEMICT DM Hayabusad T« LY KU E TV F 1)L
ARF VP UDSENTZIETIDRRISBHUEIN, REEZZSHllcEF1VTs VR I ETHIERBLLES
LYo

Windows

avy RZ7O0r 7k PWindows Terminalh 532y 6 UL < 1Z64Ey k ®@Windows/\ F 1 ZHayabusa® )L —
R4 LZNUDSEITULET,

A:
Linux

FI. NAFVICERTEREZSZZDENHD XTI,
chmod +x ./hayabusa-1.5.1-1linux-x64-gnu
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Ric, Hayabusa®)L—hFT14 L7 NUDSETULET :

. /hayabusa-1.5.1-1linux-x64-gnu

macOS

FY. I—IFIPiTerm2h S N\1 F U ICRITHERZSZZ2DENH D ET,

chmod +x ./hayabusa-1.5.1-mac-intel

RIC, Hayabusa®)L—hF 4 LI MUDSEITLUTHTL I W :

. /hayabusa-1.5.1-mac-intel

mMacOSORHIRTIE. UTDOEF2 VT BEEHHIAIRENHDET !

“hayabusa-1.1.0-mac-intel” &,
RAUERIETZELZWVWHREITEE A

COF IV r—2 a7z FHEENRT
WEWZ & ERIETEE Ao

JIZflc A3 FrEl

8/20/2022

MacOSOIRBEHRENS TEFa T ETFANY—; ZHE. ™MK 705 TCOIEHF RyVEI Uy

LTS,
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® < 32 X UTrET I/ — Q|

—#%  FileVault Z7A4F72724—]L FTZAIN—

CO1I—HDOTA VIAT—RBEREShTWET NAT—KEEE..
O 2)—-7E250—2e—NORBRIC/KRAT— REER Bk T

SovO—RUkF AU —a v OETHA:

“hayabusa-1.1.0-mac-intel" AAFE T @B TS H W), EEX IOV IS COEXFA
hELk.
B ZET3cRkA¥EIVvILET, ?
ZFO®, Y—IFIDSES—ERTLTHATLIEE L
. /hayabusa-1.5.1-mac-intel

UTOESENHEZDT, TH<1 27Uy 70 TLIESE L,

13/27
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“"hayabusa-1.1.0-mac-intel" Q%
TERIETEFTFEA. HVWTHELBUL
weTehn?

COFP IV r—oavEf {ctics-T, ¥

ZTFLOEF1 )T oHESICED, OvEa

— S EEARELAYIL Oz FiICEs 2 NaEES

HEDET, TOER, VIO Flck= T,

Mac ¥ 721 /Co—ICliBER 1 20 HEHEL
BOET,

<

TJIHICANS

Frot

INTRITTEDLSICBRDET,
ER7AE

FRIAVVEK

o FTIAIKN TFARNTALYIYVITALTAYDIER,

o 77—k DHARILFa1—=2%

. AT AVARYNOYT I EEAT B,

o ERY NTRRBERF—T—RDY X MERK,

. ARV KNDICEDKARY NDEHEEIBDOESEHNT 2,

. T7ANWNTOT7FAIVEEET B,

. : GitHub®hayabusa-rulesY /R kU ICHZRFT DI —ILICREESE 2,

ANV RSA ATy
USAGE:
hayabusa.exe <INPUT> [OTHER-ACTIONS] [OPTIONS]

INPUT:
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https://github.com/Yamato-Security/hayabusa-rules
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—-d, ——directory <DIRECTORY>
-f, —file <FILE>
-1, ——live-analysis

evixZ7 7L EHODTA LY NUDINA
1DD.evitx7 7 ILICRH U THEIFTETS
A—AILiHARD

C:\Windows\System32\winevt\Logs 7 # LY %= f&iTd %

ADVANCED:

-C,

—-rules—-config <DIRECTORY> W=7 ANFDIAY T« TT«L

JKY (FZ7#)bk: ./rules/config)

_QI

——quiet-errors Quiet errors®—K: T>—0O

JERELBWV

_r'

WeFHEI2T«LIKY (FT7A)b:

—iz,

——rules <DIRECTORY/FILE> W—ILT7 7ALIVERLEIL—=ILT 74
./rules)

——thread-number <NUMBER> ALY R (F7A)b: T =

—Y YV RAICRBERHUE)

——target-file-ext <EVTX_FILE_EXT>... evtxUN DR F Z BT RITIE

mss, (Hl1: evtx_data #l2 : evtxl evtx2)
OUTPUT:
-0, —output <FILE>

A4 L51VECSVIEXTRET 5 (Bl:

results.csv)

-P,

——profile <PROFILE> FMET2HAZ7O7 71 ILEEIEET S

(minimal, standard, verbose, verbose-all-field-info, verbose-details—and-
all-field-info)

DISPLAY-SETTINGS:

--no-color Hho—HH=EEHICT S
-q, ——-quiet Quiet®—NK: BEEI/N\F—ZRRLEWL
-v, —-verbose HlRERzENT D
-V, —--visualize-timeline ARV NBEIA LA VERNTS
FILTERING:
-D, —--deep-scan ITRTDANRY FIDEWRICUERF vV %&

175 (BE<713)

8/20/2022

——enable-deprecated-rules
——exclude-status <STATUS>...
(ex: experimental) (ex: stable test)
-m, —min-level <LEVEL>
informational)
-n, ——enable-noisy-rules
——timeline-end <DATE>
""2022-02-22 23:59:59 +09:00")
——timeline-start <DATE>
"'2020-02-22 00:00:00 +09:00")

U

OTHER-ACTIONS:

——contributors
——logon—-summary
——level-tuning [<FILE>]

_L’

ALk ./rules/config/level_tuning.txt)
-p, —pivot-keywords-1list
-s, —statistics
——set-default-profile <PROFILE>
-u, ——update-rules

) DEFRICERT

15/27

Deprecated/L—ILEBEMICT 3
HARAARRNET DI —ILATDRT—F X

BRENZTZIL—IORIELNIL (TT4

Noisy/L—ILZBRICT S
BITNRET DAY MO ORTEZ (H1:

BITNRET BN NOY ORFBER (H:

AYhJE2—9D—ERT
BHhERBR LAV A VEROENZHNT S

JIL—ILlevel\ DFa—=>4% (T7

ERy NF—T—RD—BE1ERK
A2 NIDDOFfEEHEHRZERTI %

T7AIWNDOEAAY T« TZRET S

rules”7 #JL% %Zhayabusa-rules®githubY R~
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TIME-FORMAT:

——European-time I—Ov/N\EXTcHfeRAZzHEATS (Fl: 22-02-
2022 22:00:00.123 +02:00)

——RF(C-2822 RFC 2822k CcHMM ERXZH AT S (H: Fri, 22
Feb 2022 22:00:00 -0600)

—RFC-3339 RFC 3339 CcHGERRZH DTS (fll: 2022-02-

22 22:00:00.123456-06:00)
——US-military-time 24FEHEI (S VYU =51 L) D7 A ) AKX THN &Rl
ZHHID (fl: 02-22-2022 22:00:00.123 -06:00)

——US—-time AU DM TAN ERKZZHNTS (F: 02-22-2022
10:00:00.123 PM -06:00)
-U, —-UTC UTCEERX TR ERZIZEANTS (77406 BRMERH)

(EQZEL]

e 1 D20OWindowsA XY kO 7 74 )LICK U THayabusaz E179 %:

hayabusa-1.5.1-win-x64.exe —-f eventlog.evtx

. 707 71 ILTEBOWindowst XY cAOY 7 71 LD Ssample-evixT+« L7 MU ICXF L T,
HayabusaZz (179 %:

hayabusa-1.5.1-win-x64.exe —-d .\hayabusa-sample-evtx —-P verbose

e BTD74—ILRBEREEHTTI DDCSVTZ 7 ILICT Y AR— K LT, Excel. Timeline Explorer. Elastic
StackETESICAMIT B ENTESD(ER: Zazrz4aI
ZETDE BANTZ2T771ILOYA INETHERELLKRS ).

hayabusa-1.5.1-win-x64.exe —-d .\hayabusa-sample—-evtx -0 results.csv -P
“verbose-details-and-all-field-info"

e Hayabusall—)ILOH#%EETTS (F7AIL LTI ICHBITRTDIL—ILDFIEETND) :

hayabusa-1.5.1-win-x64.exe —-d .\hayabusa-sample-evtx -r .\rules\hayabusa -
0 results.csv

e WindowsTT 7 # /)L h TEMICR>TWSO7 IR L TDH. Hayabusall—ILEEITT %:

hayabusa-1.5.1-win-x64.exe —-d .\hayabusa-sample-evtx -r
.\rules\hayabusa\default -o results.csv
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e SysmonO%Icx U TdDHHayabusall—IL & ET9 3:

hayabusa-1.5.1-win-x64.exe —-d .\hayabusa-sample—-evtx -r
.\rules\hayabusa\sysmon -0 results.csv

e Sigmall—ILDOHEETT 5:

hayabusa-1.5.1-win-x64.exe —-d .\hayabusa-sample-evtx -r .\rules\sigma -o
results.csv

o [EZE (deprecated) = fufc/L—IL( n IKiR>TWBIL—IL)e/1I—=)L—I

( IZIL=ILIDHEIMNTWBIL—IL)ZBICT 5!
hayabusa-1.5.1-win-x64.exe -d .\hayabusa-sample—-evtx — —deprecated-
rules — —-noisy-rules -o results.csv

o OJTAVERENHTZIL—ILDHERTFTL, UTCYA LY -V THHT 3:

hayabusa-1.5.1-win-x64.exe -d .\hayabusa-sample—-evtx -r
.\rules\hayabusa\default\events\Security\Logons -U -0 results.csv

o EEIFODOWindowsim R ETETL (AdministratorigZfRNRE) . 75—k (BEDH S AREED B S ENE)
DHEZRMT B:

hayabusa-1.5.1-win-x64.exe -1 -m low

e criticalLNILDT7 5 —hHS5ERY hF—T—RDO—BZERT 2 (BRISEREIC
A FlichEns):

hayabusa-1.5.1-win-x64.exe -1 -m critical -p -o keywords

o AR KNDODOEEEHRZ LT 5:

hayabusa-1.5.1-win-x64.exe —-f Security.evtx -s

e OUAVYTVUZEHNT S:
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hayabusa-1.5.1-win-x64.exe -L —f Security.evtx -s

o FHMLBXYytE—IYZEHNTZABICKELIIDZ T 7). N—RI5—FZRKEY S DICEF):

hayabusa-1.5.1-win-x64.exe -d .\hayabusa-sample-evtx -v

e Verbose -1 DAI:

Checking target evtx FilePath: "./hayabusa-sample-
evtx/YamatoSecurity/T1027.004_Obfuscated Files or Information\u{a@}Compile
After Delivery/sysmon.evtx"

1/ 509 [

-1 0.20 % 1s

Checking target evtx FilePath: '"./hayabusa-sample-
evtx/YamatoSecurity/T1558.004_Steal or Forge Kerberos Tickets AS-REP
Roasting/Security.evtx"

2 /509 [

-] 0.39 % 1s

Checking target evtx FilePath: "./hayabusa-sample-
evitx/YamatoSecurity/T1558.003_Steal or Forge Kerberos
Tickets\u{a@}Kerberoasting/Security.evtx"

3/ 509 [

-] 0.59 % 1s

Checking target evtx FilePath: '"./hayabusa-sample-
evitx/YamatoSecurity/T1197_BITS Jobs/Windows—-BitsClient.evtx"
4 / 509 [=

-] 0.79 % 1s

Checking target evtx FilePath: '"./hayabusa-sample-
evtx/YamatoSecurity/T1218.004_Signed Binary Proxy
Execution\u{a@}InstallUtil/sysmon.evtx"

5/ 509 [=

-] 0.98 % 1s

o #EER%ZTimesketchlc 1 v iR—k TEZCSVERICIREET 5:

hayabusa-1.5.1-win-x64.exe -d ../hayabusa-sample-evtx ——RFC-3339 -o
timesketch—-import.csv —-P timesketch -U

o IS—AJVDHAZIERVNESICTS: TT7AILNTIE HayabusaldTS—X v E—VY%IT5—0O7RE
LEYd, T7—AvtE—IEFEEFELELBWESIZ, ZEBILTLEEE L,
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ERY b F—T— N DIERK

HULLIE AT aVEFES T ETARERI—YPRA MG, 7OCRBEEZ—ET
HHTBENTE, AIRVINOATHDSRBIBETZENTEEXT, ERYNF—T—RODARITITIX
I HEEBEITDIETITSTENTEET, UTRT7AINDEREICEDE
ER

Users.SubjectUserName
Users.TargetUserName

Users.User

Logon IDs.SubjectLogonId

Logon IDs.TargetLogonId
Workstation Names.WorkstationName
Ip Addresses.IpAddress
Processes.Image

i N ER>TWET, BFIZIET 7 AL M DRETIE. EWSUZNE®RAEL
ARV DS N D7 1—ILROEN—BELTHATNET,
hwﬂmm@r?x»hTHﬁﬂbt?mT@(«zhﬂb#%%ﬁﬁ?%h A7
VavEFESEERIE -nbHLLIE #7/3/%Hﬁ?ﬁo?ﬁﬂ?%(&yh@wa%%E?%
CEEBIITHLET, £9 ZEELT. RbEW LRNILVDF7Z—hDHERNRE LT,
LRI ZEBEBICHUTTFTWC EEIWTL &S, BRICEEBRARYMNCHHZ2HEDF—T—RKHA>TWBH
BEENEWEH., FEITHRREZEIZLTHES, RBRBARYVKMNIHDEZESBF—T—KUYUZAMET1 DD 7 71 ILICE

L. FEQAVY R TRBRTV VT AET AR ICIALFA V%
T 2T ENTEET,
A7 7V IBHRDERN

Sl A7y 3VEES ZETOTAVEROBH(I—F R, 0T VBIHK 0T 1>

KB OBEEEANTEELT, BEDevix 7 7 M ILERITLIEWSESIF ATy avEFALTLLEETW, BHOD
eViX7 7AILERRELIEWEREIE d A7V avEGbETES CETevix7 7l EnOd 1 VIERODEN %=
HATEET,

B> 7 )levtx7 71 )L CHayabusaz T A K9 %

Hayabusaz 7 AR UL7D. FILWIL—ILEER LD TBbDT > Fllevix 7 71 IILZ WS DMEH LU TWET:
https://github.com/Yamato-Security/Hayabusa-sample-evtx

UTOIANYRT, $V7IDevix7 74 L ZHLWFITTFa LI KN Ky o>ro—
RIBpZENTEXT:

git https://github.com/Yamato-Security/hayabusa—-sample-evtx.git
Hayabusa®H 1
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ZO774)
Hayabusa® BREZ7AILTIE. 520707 7ML ERESINTWET:
1.
2. (T7AILK)
3.
4,
5.

COT77AINERET DI LT, BMRICHBOZOT77AINEARINAALID, BIMULIEDITBIENTEX

ER A7 v TTFIANNDOTOT 7AINEETETEHIEHTEE
9,
1. Z7O7710)LOHA
2. 707714100 H
3. 7072714 ILOHH
4. ZO07714I)LOHEA
=/NED BHRELEANTBRDDIC, AIRYKNCHZDITRTD 74— ILRBERIABAHEINET,
5. ZO07714I)LOEAN
A7 7ML THEASNBBREANRYMNTHZITRTD T4 —I)LRERIPEHEINET,

CER: A7 7MY A XF2BICBRDFET )

1 1 1 I I 1 1

1 1 1 1 1 1

0. a7 r714ILOEH

Timesketchicf YiIR—hTZ 3% 70771,

I 1 1 I 1 1

A7 71 ILDLE
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UTORYFI—713. 2018FHHDOY Y I T vV 7O LT/EGBDEVIXT—F I U TEEENFE LT,

ZA774I WIERE @ BROZFIITAX
minimal 165318% 690 MB
standard 169323% 710 MB
verbose 175> 990 MB

timesketch 174> 1015 MB

verbose-all-field-info 164350 1.6 GB
verbose-details-and-all-field-info ~ 174M2% 21GB

Profile Field Aliases

e @ & Hayabusa® i 1&#R
T7AIETE ERICR>TWS, /1R ~OY
) D Z4—ILRISETWSE, T74
%Timestamp% R R . R
IWRDZALY—=2EO—AIDTA LY —2ICiEBHN. A7 a3V TCUTCICEETY
32 EMNTES,
%Computer% ARy O D 714—ILK,
%Channel% AJ'%, ARy ~OJ D 714—ILK,
%EventID% AR NOTD 714—=ILK,
YML@%D}I/_}IJ@ 74_)11 l\\\o (ﬁu : N N N ~

%Level%

)

%MitreTactics%  MITRE ATT&CKD T (f1: Initial Access. Lateral Movement&4)

) MITRE ATTRCK DB T AN DTEHR, attack.g(Z')L—7). attack.t(¥ff). attack.s(V 7 k
%MitreTags%

D7 )DERZENT B,
YMLERZN/IL—IL D J4—=ILEHS . PADEXF—7—K%Z
%O0therTags% = 7
HH9 B,
%RecordID% TJ4—ILROAXR>YNLIO—RID,
%RuleTitle% YMLIEFIIL—ILD 74—=ILK,
YML&EIL—IL D Z14—=ILRDSETWEITH. 2D7 1 —)LKIFHayabusa/l—
WICUDHBDFEFF A CDT1—ILRIETZZ—REARY NCEATZEMERERGEL. O
TO74—=ILRDOSERBRT—YEHETZIENTEXT, IRNVYEF—DIVYEYITH
EE-S>TWBIBE, BULLKIRT7s—ILRAEFEELVLEWESTHENTE LD > BRI
%Details% (not available) LEE&EHENE T, YMLIEFIL—ILIC 71— ILRDBFELRBZWVED
detailsO X v t&—I% TERETEET,
Tl& N N DEHEDLET

BET DI ENTEET, default_details.txt" PYMLREIL—ILICKIRT BIL—ILHEEH S
NTWEBEWERRIRTOD 7 —ILREHREZEALET,
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IAIVF7RE Hayabusa® i 153k

%AllIFieldInfo% IRTDT7 1 —ILKIER,

%RuleFile% TI—hEERBARY NEEBRUICRAIIL—ILDT 71 )L

%EvtxFile% Po—=RFEREFARYMZREI Ulcevix7 71 IILANDIKR,

INSOIAVFREFE, HATAT7AITERAIT B ENTEEXT, Ffe. HOANRYEF—F A XEZEEHL.
D74 —ILRZHNTEHIEHTERT,

Level D& B

HRICHNT BlcdhicLevelz AITD XS ICHBULEALTWEY,

MITRE AT T&CKEifT D& BE

fERICHNT BHICMITRE ATTRCKDEMZ U T DL SICTEBB L TWE T, D
RET7 7ML TEHICRETEET, BAOLLT—YO¥Miz2THALIEWESIE. ATvave
DFTLIES L,

o : Reconnaissance (%)

o : Resource Development (U YV — X %)

o : Initial Access (#1887 7t X)

. : Execution (%£17)

. : Persistence (K#tft)

o : Privilege Escalation (#£fRF1R)

. : Defense Evasion (BAE[E]:EE)

. : Credential Access (FREEEIHR 7 7 2 R)

. : Discovery (&%)

. : Lateral Movement (#5E5)

. : Collection (IX&)

. : Command and Control (EFRi2{E)

. : Exfiltration (5 H L)

o : Impact (&)

Channellf&R D& 1&

BRICHEAT BHICChannel DRTZLUTOL S ICEBBLTWET,
DRE7 7 TERICIFRETEET,
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7O L RI\—

TAVLR - N—F, BEDevix7 7 AILICH U TDOHEREL FT,
LTRRULET,

SEHAND N Z—KE

Hayabusa®#EE (& BlIcXFENEDLDFT,
BEZZZIENTEET, FhiE

8/20/2022

BRI Ulcevix7 7 M ILOBEEIEZ YT ILY A

DIEZEET S ETXF
T AT—HAZLBWELSIELEEW

Ak A7V avaEHRELIEE W,
EROTYTY
ANV NEEY A LT Y
Ffclk AT avEFESZET RAULEARY NOEHIEUEDR:, SHEDY 1 A

AV AIN=I A V) EB@ICHEALET, Y—H—DIZRKIOETT, 774/ kDCommand Prompt&
PowerShell Prompt TIEXFLIF N TZ DT, Windows Terminal®iTerm2&ED 45 — I F )L & SFALLEE L,

REZRAMEDH T
ELARLTRORAS NI AN EEREICHEALET,
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REBRAmEAR B D H

BLRILTELRANSENIcAZ— I BARY MDEWIHRE EAISDZBEEICHALET,

Hayabusa/l—JU

Hayabusat&#1/L—/LiESigmad & S BRYMLERX Tiedis i TWET, TALIRJIRADTWETH, K
B ixhttps://github.com/Yamato-Security/hayabusa-rules® LRIV kU TEE S 2 FERXRD T, JL—ILDissue
Epull requestidhayabusa® LRI MY Tldi <, IL—ILLIRI N UABREWLET,

IW—=ILDERAEICDWTIE, hayabusa-rulesLRY kY DREADME Z&FH < FEE W,

hayabusa-rulesL RI MY ICH B ITRTDIL—ILIE. 7AIWYICERET Z2RENHDET,
Hinformation® JL—)L (& EHZEEN, BLE EHBENET,

Hayabusa/ll—/LD7 ¢« LU N U#EEIE, 32074 L I MJIKAaDNTWET,

. : Windows OST7 7 # )Lk Titigahh 307

. =T RIVY—PEF2VTAR—ASA VDERTAVICT Z2RHENHZ0O7
. :sysmonic &> TERETNh 20,

) TRETANULTWBIL—ILERBT 3bD—KTr L7 MY

=iz 5Oy %47 (B : Security, System#i &) IC&>TT s L7 MVIER TSN, ROFERTHABIHT
Fonxzd,

o 77—k
o 7Z— Kl
o ARV MER:
o ARy Kl:

REDI—I)LZ CHERWREE FREJBEOTYTL—MEULT, ROV Y I OERALE LTSHACES
(A

Hayabusa v.s. Z#2 & 11 7=Sigma/lL— /L

Sigma/l—/LiE. ®#IcHayabusall—ILERICERT Z2DHENGHDET, TROPDFIFI I THEINWTWE
9, FREDIL—ILIESigmall—IL EHIEEN BB DT, Sigmall—ILD&ESICZFDMDSIEMERICEIRTEET,
Hayabusa/lL—JLI&. Windows® A4 X> OV BFERICEKET SN TE D UTOLSBAENHDXT:

1. A7 OBERRB7 1 —ILRDHH SHMEHSNICENBERZRRT 27HD 74—ILRZEIMLTWVE
ED
2. Hayabusa/lL—)LIZgRTH Y Z)OJICHULTT AN SN, BT B EDERINTVWET,

ZTHIBD/NY, SR— RSN TVWRWERE. EEOBW(ERKRRBZE)ICED, —H#BDSigma/l—IL
FREEUCERDICEFELRWAREDLS D KT,

3. SigmallL— JLEARIC R WEETE (B )DFIA,

FIBREBIE: AT DHIBPRD . Hayabusa A —7> Y —Z® Windows 1 XY k OJ#TY —ILDH TSigmall—
WEBRHZLHR=FULTWETH, FEYR—FITNTVWEAREWIL—ILEHDET,
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1. RUStIEARRIRY L — N TIEHBE LR WIER KRR ZERAT 2 )L—)l,
2. Sigma/L— Ltk D A DEET,
3. ZFERATZIL—),

BRI —IWDF1—=>7

T7AF7 0 A=)LPIDSEAKRIC, YTRXRFYR—ZADY—ILIE. REICEDETRABNIDEICESH. HEDIL
— VKGR E—RNICERA T 2RELHBBENH D XY,

JL—ILID(f: ) &
ICEMT &, RERIL—IVPHBATERWIL—ILZERI D ENTEXT,

JL—ILID% ICBMUT, F7ALRTL—LERAT 5L bTEET
A nEfid ATV aVERELTL—ILEERT R EbTERT,

BEOLAN)LDlevelFa—=—>4

Hayabusa/lL—JL. Sigma/l—/)LIEZNZNDEEIRAMUIZBED ) XA LRIV ERDTWET, I—HHIHEDY
AT LRIVICERET Bl ICEBIERZzEE.

HEEITITZDIETIL=ILTFAIDEZBRISNET, IL—ILT77CILDEE
EETWMZIASNBIEITERUVTERALTLEZ W,

DA

id,new_level
00000000-0000-0000—-0000-000000000000, informational # sample level tuning
line

=T« LY KNUATLIN DIL=ILD Y X LRILH
ICEEBIESNET,

ARYNDZ4ILZVVT

TI7AIWRTRINTA—T VR ELIFREHIC. BAIL—ILTARY RDRAERZSNTLWEWARY REERLTW
x99, TEHEINEIDAXFvrvaEhEzd, INTODAIRYEE
AFx vy LEEWEEIE. A7 avEFERLUTLEZW,

ZFOMDOWindowst XY KOV EITY —ILE L OBEEY
Y —A

MIRTZHRABITB12DY—)b; EVWSHDRBL, ZENZFNICAY Y MDHBBTcd. ThSoDBENTSY —ILP
7OV Vb EFv I LT ENDRICA IO ZHERIT DI EZHBHLET,

APT-Hunter - Python TR S N e WERAY —)L,

e AwesomeEventIDs- 74 LYYV IRABEA VI TY MRIBICRIDAXRY MDD Y'Y —Z,
Chainsaw - Rust TR& & 1i/zSigmaX— X DKE®RAY —)l,

DeepBlueCLlI - Eric Conrad Ic & > TPowershel| CRH S i IE&Y — )b,
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https://docs.rs/regex/1.5.4/regex/
https://github.com/SigmaHQ/Sigma/wiki/Specification
https://github.com/ahmedkhlief/APT-Hunter
https://github.com/stuhli/awesome-event-ids
https://github.com/countercept/chainsaw
https://github.com/sans-blue-team/DeepBlueCLI
https://twitter.com/eric_conrad
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e Epagneul - Windows RX> kAZ ORIR{LY —)l,

e EventList - Miriam Wiesneric &2 tF 21U T4 X=X 541 Y DEWEA XY MDZMITRE ATT&CKIZ Y v
E'> o9 3PowerShell’y — /L,

e MITRE ATT&CK & Windowr R> KAZIDO~Y v E> S - ¥E%& : Michel de CREVOISIER

e EVtXECmd - Eric Zimmermanic & 2Evix/\—H—,

e EVTXtract - RIEEABEBPLAEY Y Y THSEVIXT7 71 ILEEBITT DY —)l,

e EvitxToElk - Elastic StacklcEvixT—4% % 3%&{59 %Pythony —JL,

e EVTX ATTACK Samples - SBousseaden Ic &K ZEVIXKEY Y FILA Ry AT T 741 )b,

e EVTX-to-MITRE-Attack - Michel de CREVOISIERIC & 2ATT&CKIC Yy EVZ ENEVIXHEY > 7)LO
JOLRI MY,

e EVTX parser - @OBenamram lc & > T&Ehfc. FhfeBIMERULZRUstZ1 73U,

e Grafiki - Sysmon & PowerShellO 2" @ a[$R{LY — L,

e LogonTracer - JPCERTCC Ic &3, #EAMDE}NEZRIMNT 2/HICOT AV ZR/EILT DT 57 1« hILiaA
V=T 11—,

e RustyBlue - Xfltt¥ 1) 7 « Ic & 5DeepBlueCLIDRuUSthR,

e Sigma-dZa2=F 4 RX—RD;NAESIEMIL—IL,

e SOF-ELK - Phil Hagen IZ & % DFIRf&#rF MElastic Stack VM,

e so-import-evtx - evtx 7 7 - JL% SecurityOnionic ¥ ¥ iR— k93 —/L,

e SysmonTools - SysmonDERE & F 7 Z 4 VY —)l,

e Timeline Explorer - Eric Zimmerman I &K 2&EDCSVIYA LA V7 F+Z4 Y,

e Windows Event Log Analysis - Analyst Reference - Forward Defense®Steve Ansonic & % Windows-
Ny NOV@BTOSEER,

e WELA (Windows Event Log Analyzer) - Yamato Securitylc & 2WindowsA XY kN OO ILFY —
o

e Zircolite - PythonTEhH 1 f=SigmaX— X DK EWREY — /L,

Windows A R NOTEHED A X X

Windowsté O EMEE # RN T BEICIE. T7AINOOVREERETEIENRETT, UTOHA %
MEITZCEERITIHLET,

e JSCU-NL (Joint Sigint Cyber Unit Netherlands) Logging Essentials
e ACSC (Australian Cyber Security Centre) Logging and Fowarding Guide
e Malware Archaeology Cheat Sheets

SysmonBERD A =V k

T7ALY Iy IICERBIMZEED, BVWEETRMNZ I SHICIE. sysmonz1 Y AN—ILT2HENHD X
o UTOYA M Z2SEICRET DI EZRKIITHULET, -

e Sysmon Modular
e TrustedSec Sysmon Community Guide

A2 =574 IC&BRNF a2 XT7—23Y
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https://github.com/jurelou/epagneul
https://github.com/miriamxyra/EventList/
https://github.com/miriamxyra
https://www.socinvestigation.com/mapping-mitre-attck-with-window-event-log-ids/
https://twitter.com/mdecrevoisier
https://github.com/EricZimmerman/evtx
https://twitter.com/ericrzimmerman
https://github.com/williballenthin/EVTXtract
https://www.dragos.com/blog/industry-news/evtxtoelk-a-python-module-to-load-windows-event-logs-into-elasticsearch/
https://github.com/sbousseaden/EVTX-ATTACK-SAMPLES
https://twitter.com/SBousseaden
https://github.com/mdecrevoisier/EVTX-to-MITRE-Attack
https://twitter.com/mdecrevoisier
https://github.com/omerbenamram/evtx
https://twitter.com/obenamram
https://github.com/lucky-luk3/Grafiki
https://github.com/JPCERTCC/LogonTracer
https://twitter.com/jpcert
https://github.com/Yamato-Security/RustyBlue
https://github.com/SigmaHQ/Sigma
https://github.com/philhagen/sof-elk
https://twitter.com/philhagen
https://docs.securityonion.net/en/2.3/so-import-evtx.html
https://github.com/nshalabi/SysmonTools
https://ericzimmerman.github.io/#!index.md
https://twitter.com/ericrzimmerman
https://www.forwarddefense.com/media/attachments/2021/05/15/windows-event-log-analyst-reference.pdf
https://github.com/Yamato-Security/WELA/
https://github.com/Yamato-Security/
https://github.com/wagga40/Zircolite
https://github.com/JSCU-NL/logging-essentials
https://www.cyber.gov.au/acsc/view-all-content/publications/windows-event-logging-and-forwarding
https://www.malwarearchaeology.com/cheat-sheets
https://github.com/olafhartong/sysmon-modular
https://github.com/trustedsec/SysmonCommunityGuide
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=)
[=]

anl

3
e 2022/06/19 Velociraptor¥ 2 — k 'J 7 JL &Hayabusa®# &7 % by Eric Cupuano
e 2022/01/24 Hayabusaf&RZneod TrI#R1L 9 % 7% by Matthew Seyer (@forensic_matt)

HAGE

e 2022/01/22 Hayabusaf&R zElastic Stack TRIfR1bL 9 % /7% by @kzzzz02
e 2021/12/31 Windows X~ k OJ ###r'Y —)L THayabusay %Z{£>T#% by itiB (@itiB_S144)
e 2021/12/27 Hayabusa® /& by Kazuminn (@k47_um1n)

=L

EDELSBETEBVWEERADT, CHHZEBNLET. FILUITIZX M IL—ILER. evixQOT DY > 7Lz E
DBRZRTIH, B I T b, NTOBABRESKREDTY,

Pir EH, NEBDY—ILZRICA> TWETAZS, GithubTEZ [T T, RO R—bZRELTLE
=LY,

INT DIRE

BOF N ZZES5TSEES TV, WESN/NIZEATEELET !

A S

HayabusaldGPLVv3 AR I . I XTDJL—/LIEDetection Rule License (DRL) 1.1 TCARAEINTWE T,

Twitter

@SecurityYamatoTHayabusa., IL—ILE#H. ZOMOKXKMtEF 1V TV —ILZFLRICOWTIERZEHELTWVWE
ED
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https://www.youtube.com/watch?v=Q1IoGX--814
https://twitter.com/eric_capuano
https://www.youtube.com/watch?v=7sQqz2ek-ko
https://twitter.com/forensic_matt
https://qiita.com/kzzzzo2/items/ead8ccc77b7609143749
https://qiita.com/kzzzzo2
https://itib.hatenablog.com/entry/2021/12/31/222946
https://twitter.com/itiB_S144
https://kazuminkun.hatenablog.com/entry/2021/12/27/190535
https://twitter.com/k47_um1n
https://github.com/Yamato-Security/hayabusa/issues/new?assignees=&labels=bug&template=bug_report.md&title=%5Bbug%5D
https://www.gnu.org/licenses/gpl-3.0.en.html
https://github.com/SigmaHQ/sigma/blob/master/LICENSE.Detection.Rules.md
https://twitter.com/SecurityYamato

