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Analyzing the CSV results=
with Excel and
Timeline Explorer

Zach Mathis (2021/12/25



Excel
|t will look like this when you open the CSV file.

Al - fx Time
A B C D E F G H J K L M
1 ITime lComputernalEventid Level Alert Details Rulepath Filepath
2 2013-10-24 (371L4247D28- 4624 informationz Logon Type ( Bootup ../hayabusa-i ../hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
3 2013-10-24 (37L4247D28- 4625 medium Failed Logon From Public ../hayabusa-i../hayabusa-sample-evtx/DeepBlueCLI/many-events-application.evtx
4 12013-10-24 (371L4247D28- 1 high Execution Of Not Existing ../hayabusa-i../hayabusa-sample-evtx/DeepBlueCLI/many-events-system.evtx
5 12013-10-24 (371L4247D28- 1 high Execution Of Other File Ty ../hayabusa-i ../hayabusa-sample-evtx/DeepBlueCLI/many-events-system.evtx
6 12013-10-24 (371L4247D28- 2003 low USB Device Plugged ../hayabusa-i ../hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
7 12013-10-24 (IE8Win7 1 high Execution Of Not Existing ../hayabusa-i../hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
8 2013-10-24 (IE8Win7 1 high Execution Of Other File Ty ../hayabusa-i ../hayabusa-sample-evtx/DeepBlueCLI/many-events-system.evtx
9 2013-10-24 (IE8Win7 4624 informationz Logon Type ( Bootup ../hayabusa-i ../hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
10 12013-10-24 (IE8Win7 4625 medium Failed Logon From Public ../hayabusa-i../hayabusa-sample-evtx/DeepBlueCLI/many-events-application.evtx
11 2013-10-24 (IE8Win7 1 high Execution Of Not Existing ../hayabusa-i../hayabusa-sample-evtx/DeepBlueCLI/many-events-system.evtx
12 2013-10-24 (IE8Win7 1 high Execution Of Other File Ty ../hayabusa-i ../hayabusa-sample-evtx/DeepBlueCLI/many-events-system.evtx
13 2013-10-24 (IE8Win7 4616 medium Unauthorized System Tim ../hayabusa-i ../hayabusa-sample-evtx/DeepBlueCLl/many-events-security.evtx
14 2013-10-24 (IE8Win7 1 high Execution Of Not Existing ../hayabusa-i../hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
15 2013-10-24 ( IE8Win7 1 high Execution Of Other File Ty ../hayabusa-i ../hayabusa-sample-evtx/DeepBlueCLI/many-events-system.evtx
16 2013-10-24 (IE8Win7 4616 medium Unauthorized System Tim ../hayabusa-i ../hayabusa-sample-evtx/DeepBlueCLI/many-events-security.evtx
17 12013-10-24 (IE8Win7 4720 medium Local user ac User: IEUser ../hayabusa-i ../hayabusa-sample-evtx/DeepBlueCLI/new-user-security.evtx
18 2013-10-24 (IE8Win7 4720 medium Local user ac User: IEUser ../hayabusa-i ../hayabusa-sample-evtx/DeepBlueCLI/many-events-security.evtx
19 2013-10-24 (IE8Win7 4732 high User added t User: - : SIC../hayabusa-i../hayabusa-sample-evtx/DeepBlueCLI/new-user-security.evtx
20 |2013-10-24 (IE8Win7 4732 high User added t User: - : SIC../hayabusa-i ../hayabusa-sample-evtx/DeepBlueCLl/many-events-security.evtx
21 2013-10-24 (IE8Win7 1 high Execution Of Not Existing ../hayabusa-i../hayabusa-sample-evtx/DeepBlueCLI/many-events-system.evtx
22 12013-10-24 (IE8Win7 1 high Execution Of Other File Ty ../hayabusa-i ../hayabusa-sample-evtx/DeepBlueCLI/many-events-system.evtx
23 2013-10-24 (IE8Win7 4648 informationz Explicit Logoi Source User: ../hayabusa- ../hayabusa-sample-evtx/DeepBlueCLl/many-events-security.evtx



|t is pretty hard to read so first cl

ick on the

upper-left corner to select all of the cells.
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2013-10-24 (IEBWIin7
2013-10-24 (IEBWin7
2013-10-24 (IEBWin7
2013-10-24 (IE8Win7
2013-10-24 (IEBWin7
2013-10-24 (IE8BWIin7
2013-10-24 (IE8Win7
2013-10-24 (IEBWin7
2013-10-24 (IEBWIin7
2013-10-24 (IE8Win7
2013-10-24 (IEBWin7
2013-10-24 (IEBWin7
2013-10-24 (IEBWin7
2013-10-24 (IE8Win7
2013-10-24 (IEBWIin7
2013-10-24 (IEBWIin7

C

Computernai Eventid
2013-10-24 (37L4247D28-
2013-10-24 (371L4247D28-
2013-10-24 (371L4247D28-
2013-10-24 (37L4247D28-
2013-10-24 (371L4247D28-

D

Level

4624 informationz
4625 medium

1 high

1 high
2003 low

1 high

1 high
4624 informationz
4625 medium

1 high

1 high
4616 medium

1 high

1 high
4616 medium
4720 medium
4720 medium
4732 high
4732 high

1 high

1 high

E F
Alert Details
Logon Type C Bootup

Failed Logon From Public
Execution Of Not Existing

Execution Of Other File Ty.

USB Device Plugged
Execution Of Not Existing

Execution Of Other File Ty.

Logon Type C Bootup
Failed Logon From Public
Execution Of Not Existing

Execution Of Other File Ty.

Unauthorized System Tim
Execution Of Not Existing

Execution Of Other File Ty.

Unauthorized System Tim
Local user ac User: IEUser
Local user ac User: IEUser
User added t User: - : SIC
User added t User: -
Execution Of Not Existing

Execution Of Other File Ty.

- SIC.

G

Rulepath F
../hayabusa- ..
../hayabusa- ..
../hayabusa-! ..
./hayabusa-! ..
../hayabusa-| ..
../hayabusa-! ..
./hayabusa-! ..
../hayabusa- ..
../hayabusa- ..
../hayabusa-! ..
./hayabusa-! ..
../hayabusa- ..
../hayabusa-! ..
./hayabusa-! ..
../hayabusa- ..
../hayabusa-! ..
../hayabusa-! ..
../hayabusa- ..
./hayabusa- ..
../hayabusa-! ..
./hayabusa-! ..

H I J K L M

ilepath
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLI/many-events-application.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLl/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-application.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLl/new-user-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLl/new-user-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-security.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
/hayabusa-sample-evtx/DeepBlueCLlI/many-events-system.evtx
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Then double click on the line between A

and B to adjust to the optima

Time

2013-10-24 01:16:13.843 +09:00
2013-10-24 01:16:29.000 +09:00
2013-10-24 01:17:44.109 +09:00
2013-10-24 01:17:44.109 +09:00
2013-10-24 01:18:09.203 +09:00
2013-10-24 01:18:33.828 +09:00
2013-10-24 01:18:33.828 +09:00
2013-10-24 01:18:50.500 +09:00
2013-10-24 01:21:30.000 +09:00
2013-10-24 01:21:33.630 +09:00
2013-10-24 01:21:33.630 +09:00
2013-10-24 01:21:33.630 +09:00
2013-10-24 01:22:39.911 +09:00
2013-10-24 01:22:39.911 +09:00
2013-10-24 01:22:39.911 +09:00
2013-10-24 01:22:39.973 +09:00
2013-10-24 01:22:39.973 +09:00
2013-10-24 01:22:40.004 +09:00
2013-10-24 01:22:40.004 +09:00
2013-10-24 01:22:40.005 +09:00

putername
37L4247D28-05
37L4247D28-05
37L4247D28-05
37L4247D28-05
37L4247D28-05
IEBWin7
IE8Win7
IEBWin7
IEBWin7
IEBWin7
IEBWin7
IE8BWin7
IE8Win7
IEBWin7
IE8Win7
IE8BWin7
IEBWin7
IEBWin7
IEBWin7
IE8BWin7

o
Eventid

4624 informational

4625

4624 informational

4625

4616
4720
4720
4732
4732

1

Level

medium
high
high
low
high
high

medium
high
high
medium
high
high
medium
medium
medium
high
high
high

Alert

Logon Type O - System

Failed Logon From Public IP

Execution Of Not Existing File

Execution Of Other File Type Than .exe
USB Device Plugged

Execution Of Not Existing File

Execution Of Other File Type Than .exe
Logon Type O - System

Failed Logon From Public IP

Execution Of Not Existing File

Execution Of Other File Type Than .exe
Unauthorized System Time Modification
Execution Of Not Existing File

Execution Of Other File Type Than .exe
Unauthorized System Time Modification
Local user account created

Local user account created

User added to local Administrators group
User added to local Administrators group
Execution Of Not Existing File

row width:

Details
Bootup

Bootup

User: IEUser : SID:S-1-5-21-3463664321-2923530833-3546627382-1000
User: IEUser : SID:S-1-5-21-3463664321-2923530833-3546627382-1000
User: - : SID: S-1-5-21-3463664321-2923530833-3546627382-1000 : Group: Administrators
User: - : SID: S-1-5-21-3463664321-2923530833-3546627382-1000 : Group: Administrators

The results will be pretty wide so a

wide monitor

'S

recommended.



Click on the B2 cell and then View—Freeze
Panes. This will let you scroll while
still seeing the headers and timestamps:

@ AutoSave @ oFF (1) B v () - & 2021-12-20-sample-evtx

Home Insert Draw Page Layout Formulas Data Review | View [ Tell me

—
Default v ﬁ I': Ruler v/ Formula Bar Zoom 100% v é\ —|_|_ E ¥ E
Keep Exit New Options Normal Page Break Page Cqstom Vv, Gridlines 'V Headings Zoom to 100% Zoom.to New Arrangd Freeze | Freeze Freeze First
Preview Layout Views Selection Window All Panes fTop Row Column
B2 . fx 37L4247D28-05
A B G D E

1 Time Computername Eventid Level Alert Details

2 |2013-10-24 01:16:13.843 +09:00 §37L4247D28-05 4624 informational Logon Type O - System Bootup

3 2013-10-24 01:16:29.000 +09:00 37L4247D28-05 4625 medium Failed Logon From Public IP

4 2013-10-24 01:17:44.109 +09:00 37L4247D28-05 1 high Execution Of Not Existing File



Home

1.Select all of the cells in row 1.
2.Click Data—Filter.

Get Data from Refresh _, Queries & Connections
Data Picture All ' Edit Links
Al . fx  Time
A B
I ime Computername

O 0 H W

013-10-24 01:16:13.843 +09:00
2013-10-24 01:16:29.000 +09:00
2013-10-24 01:17:44.109 +09:00
2013-10-24 01:17:44.109 +09:00
2013-10-24 01:18:09.203 +09:00

37L4247D28-05
37L4247D28-05
37L4247D28-05
37L4247D28-05
37L4247D28-05

Insert Draw Page Layout Formulas Review View () Tellme

iy v |7>3' o L?J Queries & Connections
E G R e —

PN A Clear
17 2L [£]5
AlZ
Reapply
Stocks Geography Z Sort | Filter
AV ﬂ Advanced
C D E
Eventid Level Alert Details
4624 informational Logon Type O - System Bootup
4625 medium Failed Logon From Public IP
1 high Execution Of Not Existing File
1 high Execution Of Other File Type Than .exe

2003 low USB Device Plugged



This will

level,

ername
’D28-05
’D28-05
’D28-05
’D28-05
’D28-05

TSNTN NN N N N N Ny Y O NY Y O NY Ny Y NY O NY Ny N N ™™

let you filter by severity
Event |Ds,

alerts,

etcC. ..

C D E
\L’ Evenil\ Level \Ll Alert etails
4624 informational @ Level 500tup
4625 medium Sort
1 high
1 high 24 Ascending £} Descending
2003 low
1 high By color: None &
1 high Filt
4624 informational reer Bootup
4625 medium By color:  None < 7
1 high I
1 high Choose One o v .
4616 medium
1 \Q v
1 high
1 high
4616 medium (Select All)
4720 medium critical User: IEUser :
4720 medium high User: IEUser :
4732 high - , | User:- : SID:
4732 high Informationa User: - : SID:
1 high low
1 high medium

4648 informational

4624 informational

4624 informational

4672 informational
1 high

Auto Apply

LATCUuLIuIl Wi 1vwL LAIOUTIS 1T 11T

Source User: V
User: [EUser :
User: I[EUser :
User: I[EUser :



There will be false-positives, but we
recommend to search from critical
alerts first and 9o down from there.

C D E
Even| ¥ | Level T |Alert ' ¥ | Details

5136 critical O Level ight

5136 critical Sort ight
10 critical

5145 critical ’2& Ascending ,‘f& Descending

5145 critical

5145 critical By color:  None e

5145 critical .

5145 critical i

5145 critical By color:  None <

5145 critical

5145 critical Equals B critical ’

5145 critical O And Or

5136 critical ight

5136 critical Choose One () v ight

5136 critical ight

5136 critical Q ight

5136 critical ight

5136 critical & (Select All) ight

5136 cr!t!cal high !ght

5136 critical ight

5136 critical informational ight

5136 critical low ight

5136 critical medium ight

5136 critical ight

5136 critical ight

5136 critical Auto Apply ight

5136 critical Clear Filter ight

C12C ~rvitiral V] ey



|t will be easier to see if you apply
background colors to each level:

@ Insert Draw Page Layout Formulas Data Review View () Tell me

Calibri (Body) v. 12 v AU A




After adding color:

A ‘ B C D E
Time ’ v Computername \ v ! Eventﬂ, v 1 Level \ v ’ Alert | v } Details
2021-05-03 17:58:38.774 +09:00 webiis01.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Address: 10.23.23.9 : Port: 6
2021-05-03 17:58:38.775 +09:00 webiis01.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Address: 10.23.23.9 : Port: 6
2021-05-03 17:58:38.775 +09:00 webiis01.offsec.lan 4624 informational Logon Type 3 - Network User: admmig : Workstation: - : IP Address: 10.23.23.9 : Port: 6
2021-05-03 21:06:57.954 +09:00 winl0-02.offsec.lan 1 high Process Creation Sysmon Rule Alert Rule: technique_id=T1059,technique_name=Command-Line Interfz
2021-05-15 05:39:33.214 +09:00 fs01.offsec.lan 1102 high Security log was cleared User: admmig
2021-05-19 06:18:40.607 +09:00 rootdcl.offsec.lan 150 high Possible CVE-2021-1675 Print Spooler Exploitation
2021-05-19 06:23:27.038 +09:00 rootdcl.offsec.lan 150 high Possible CVE-2021-1675 Print Spooler Exploitation
2021-05-19 06:30:17.318 +09:00 rootdcl.offsec.lan 4688 high Possible CVE-2021-1675 Print Spooler Exploitation
2021-05-19 06:30:17.318 +09:00 rootdcl.offsec.lan 4688 high Relevant Anti-Virus Event
2021-05-19 06:33:49.548 +09:00 rootdcl.offsec.lan 770 high Possible CVE-2021-1675 Print Spooler Exploitation
2021-05-19 06:33:49.548 +09:00 rootdcl.offsec.lan 770 high Relevant Anti-Virus Event
2021-05-20 21:49:31.863 +09:00 fsO1.offsec.lan 1102 high Security log was cleared User: admmig
2021-05-20 21:49:46.875 +09:00 fs01.offsec.lan 4648 informational Explicit Logon Source User: FS01S : Target User: sshd_5848 : IP Address: - : Pi
2021-05-20 21:49:46.876 +09:00 ‘ fsOl.offsec.lan 4624 low Logon Type 5 - Service User: sshd_5848 : Workstation: - : IP Address: - : Port:- : Logo
2021-05-20 21:49:46.876 +09:00 fsOl.offsec.lan 4672 informational Admin Logon User: sshd 5848 : LogonID: 0x3c569ed
2021-05-20 21:49:52.315 +09:00 fsOl.offsec.lan 4776 informational NTLM Logon to Local Account User: NOUSER : Workstation FSO1 : Status: Oxc0000064

2021-05-20 21:49:52.315 +09:00 fsOl.offsec.lan 4625 informational Logon Failure - Username does not exist User: NOUSER : Type: 8 : Workstation: FSO1 : IP Address: - : S



Timeline Explorer

Highly recommended over Excel.

A CSV timeline analysis tool written in C# by
Eric Zimmerman.

|t is faster than Excel and has more useful
features for forensic analysis.

You can download it from:
https://ericzimmerman. github. io/#!index. md
>The only downside is that it runs on Windows
only.



Timeline Explorer

[&7] Timeline Explorer v1.3.0.0

File Teools Tabs View Help

[l

X

‘ 2021-12-20-sample-evta-results, csy

4

Drag a column header here to group by that column Enter text to search... Find
Time Computername Eventid Level Alert

T e Al Al Al A

» 2013-10-24 01:16:13.843 +09:00 37L4247D28-05 4624 informational Logon Type @ - System
2013-10-24 ©1:16:29.000 +09:00 37L4247D28-05 4625 medium Failed Logon From Public IP
2013-16-24 ©1:17:44.169 +89:80 37L4247D28-85 1 high Execution Of Not Existing File
2013-10-24 ©01:17:44.109 +89:80 37L4247D28-85 1 high Execution Of Other File Type Than .exe
2013-18-24 ©81:18:89.283 +89:80 37L4247D28-85 2883 low USB Device Plugged
2013-16-24 91:18:33.828 +89:80 IEBWin7 1 high Execution Of Not Existing File
2013-10-24 ©91:18:33.828 +89:00 IEBWin7 1 high Execution Of Other File Type Than .exe
2013-108-24 91:18:50.500 +89:00 IEBWin7 4624 informational Logon Type @ - System
2013-18-24 91:21:30.000 +89:88 IEBWin7 4625 medium Failed Logon From Public IP
2013-10-24 91:21:33.630 +89:00 IEBWin7 1 high Execution Of Not Existing File
2013-16-24 91:21:33.6380 +89:80 IEBWin7 1 high Execution Of Other File Type Than .exe
2013-10-24 91:21:33.630 +89:00 IE8BWin7 4616 medium Unauthorized System Time Modification
2013-16-24 ©1:22:39.911 +89:80 IEBWin7 1 high Execution Of Not Existing File
2013-10-24 ©1:22:39.911 +89:890 IEBWin7 1 high Execution Of Other File Type Than .exe
2013-16-24 ©1:22:39.911 +89:00 IEBWin7 4616 medium Unauthorized System Time Modification
2013-10-24 ©1:22:39.973 +89:00 IE8Win7 4728 medium Local user account created
2013-10-24 ©1:22:39.973 +89:00 IEBWin7 47208 medium Local user account created
2013-16-24 91:22:40.084 +89:80 IEBWin7 4732 high User added to local Administrators grc

[

CA\Temp\2021-12-20-sample-evix-results.csv

Total lines 10,067 Visible lines 10,067 Open files: 1 B Search options




Filtering by Level:

LEVEl e T T mamd-
af)c Text Filters
informationa ext
high ] (I
high | critical

- 7 high
N1 gh informational
high T low
high | medium
high
high
high
high

hiech



Time « Computername Eventid Level Alert

2019-83-26 06:28:45.825 +89:00 DCl.insecurebank.local 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
2019-83-26 06:28:45.0825 +89:80 DCl.insecurebank.local 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
2019-83-26 06:28:45.826 +89:00 DCl.insecurebank.local 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
2019-83-26 06:28:45.0826 +89:80 DCl.insecurebank.local 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
2019-83-26 06:28:45.826 +89:00 DCl.insecurebank.local 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
2019-83-26 06:28:45.0826 +089:080 DCl.insecurebank.local 5136 critical Powerview Add-DomainObjectAcl DCSync AD Extend Right
2019-04-29 01:29:42.988 +089:00 IEWIN/ 1@ critical Mimikatz Use

2019-04-30 ©5:59:14.447 +09:00 IEWINT 18 critical Malicious Named Pipe

2019-85-81 63:08:29.138 +089:00 Sec5845tudent 4673 critical Mimikatz Use

2019-85-01 ©3:08:29.138 +09:00 Sec5045tudent 4673 critical Mimikatz Use

2019-85-01 63:08:29.138 +089:00 Sec5045tudent 4673 critical Mimikatz Use

2019-85-01 ©3:98:29.138 +09:00 Sec5045tudent 4673 critical Mimikatz Use

2019-85-81 ©5:26:51.981 +89:80 IEWINT 13 critical CobaltStrike Service Installations in Registry
2019-85-89 10:59:29.090 +09:00 IEWINT 1 critical UAC Bypass via Event Viewer

2019-85-26 13:91:43.567 +09:00 IEWINT 1 critical Suspect Svchost Activity

2019-06-20 ©2:22:41.709 +09:00 IEWINT 13 critical Registry Persistence Mechanisms

2019-06-20 ©2:22:43.944 +09:00 IEWINT 13 critical Registry Persistence Mechanisms

2019-06-20 ©2:22:45.694 +09:00 IEWINT 13 critical Registry Persistence Mechanisms

2019-06-21 16:35:37.329 +089:00 alice.insecurebank.local 11 critical Dumpert Process Dumper

2019-086-21 16:35:50.259 +089:00 alice.insecurebank.local 11 critical Dumpert Process Dumper

2019-06-21 16:35:50.729 +089:00 alice.insecurebank.local 11 critical Dumpert Process Dumper

2019-87-19 23:47:40.706 +09:00 MSEDGEWIN1G 1 critical Shadow Copies Deletion Using Operating Systems Utilities
2019-07-19 23:47:45.585 +09:00 MSEDGEWIN1® 1 critical WannaCry Ransomware

2019-87-19 23:47:45.624 +99:90 MSEDGEWIN1® 1 critical Shadow Copies Deletion Using Operating Systems Utilities
2019-07-19 23:47:45.624 +09:00 MSEDGEWIN1® 1 critical WannaCry Ransomware



Fllterlng by Event |D:

| ..-Lln.lﬂ1 A1 ﬂb"\+

Text Filters

TRTOrPrMaTITIoanal o oM wvine



Time
Afe
28021-85-a3
28021-85-a3
28021-85-a3
28021-85-a3
28021-85-83
28021-85-83
2821-85-83
2021-85-83
2021-85-03
2021-85-03
2021-85-083
2021-85-083
28021-85-83
28021-85-a3
28021-a5-28
2021-85-22
28021-85-26
28021-85-26
2021-85-26
28021-85-26
2021-85-26
20821-85-26
2021-86-03
20821-86-11
20821-86-11
28021-18-28
28021-16-28
28021-18-28
28021-18-28
28021-18-268
28021-18-28
28021-18-28
2821-18-268

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
21:
a5
22
22:
22
22
22:
22:
21
86
86
22:
22
22
23:
231
23:
23:
23:

:38.
: 38.
:38.
:38.
:38.
: 38.
:38.
: 38.
:38.
: 38.
:38.
: 38.
:38.
: 38.
46,
a7,
127,
: 29.
134,
: 34,
= T
: 34 .
:12.
: 28 .
1 26.
:17.
:17.
17,
:09.
89,
:09.
89,
:09.

752
753
753
762
762
771
771
772
773
773
773
774
775
775
876
153
149
726
373
379
379
380
942
636
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Drag a column header here to group by that column
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Eventaid

Level

high

low

high
high
high
high
high
high
critical
critical
critical
critical
high
critical
critical
critical
critical
critical

critical

Alert

Group by Computer Name

WMI Spawning Windows PowerShell

Non Interactive PowerShell

Suspicious PowerShell Parent Process

Wmiprvse

Spawning Process

Process Creation Sysmon Rule Alert

Security

log was cleared

Abused Debug Privilege by Arbitrary ..

Process Creation Sysmon Rule Alert

Mimikatz
Mimikatz
Mimikatz
Mimikatz
Possible
Mimikatz
Mimikatz
Mimikatz
Mimikatz
Mimikatz

Mimikatz

Use
Use
Use
Use
CVE-2821-1675 Print Spooler..
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Grouping by Computer Name:

Computername i

Details

Eventid

L 1ne Time

Tag

]l

g & Computername: 37L4247D25-85 (Count: 5)

5 2013-18-24 81:18:09.283 +09:00 2083 low USB Device Plugged

4 2013-10-24 01:17:44.1689 +89:80 1 high Execution Of Other File Type Than .e..

3 2013-10-24 01:17:44.1609 +89:80 1 high Execution Of Not Existing File

2 2013-18-24 81:16:29.000 +09:00 4625 medium Failed Logon From Public IP

1 2013-10-24 01:16:13.843 +09:00 4624 informational Logon Type @ - System Bootup




Grouping by Event

Eventid 4

Line Tag v Computername Time Level Alert
T

o

o

+

+

+

o

o

+

+

+

o

o
g0 Eventid: 20 (Count: 1)

5542 @ PCO4.example.c.. 2019-04-064 83:11:54.178 +89:00 high Suspicious Scripting in a WMI Consumer




Grouping by Level:

level 4

L1ne Tag v Computername Eventid
T
g Level: critical (Count: 134)




Grouping by Alert:

Tag v Computername Level Eventid Time
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Tag alerts and events that
relevant to your investigation:

Drag a column header here to group by that column

L ine Ta Eventaid Level Alert
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Computername Time

fs@3vuln.
fs@3vuln.
fs@3vuln.
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fs@3vuln.
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WMI Spawning Windows PowerShell
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Suspicious PowerShell Parent Process
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Spawning Process

Process Creation Sysmon Rule Alert

Security

log was cleared
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Process Creation Sysmon Rule Alert
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Grouping by Tags:

Tag

Line Time Computername Level Eventid Alert

u

4O Tag: Checked (Count: 18)

160.. 2021-11-62 23:15:23.676 +09:00 fsO@3vuln.offse.. high 1162 Security log was cleared

166.. 2021-16-28 22:41:21.325 +09:00 F503.offsec.lan high 1 Abused Debug Privilege by Arbitrary Parent Proces..
160.. 2021-16-28 22:41:21.325 +09:00 F503.offsec.lan high 1 Process Creation Sysmon Rule Alert

100.. 2821-10-27 19:28:26.260 +09:00 F583.offsec.lan high 354 Possible CVE-2021-1675 Print Spooler Exploitation
100.. 2821-10-27 19:14:27.559 +09:00 fs@3vuln.offse.. critical 823 Mimikatz Use

100.. 2821-10-27 19:14:27.466 +09:00 fs@3vuln.offse.. critical 5142 Mimikatz Use

9780 20821-85-22 05:43:50.6087 +09:00 fs@l.offsec.lan low 4625 Logon Failure - Wrong Password

9776 2821-85-22 05:43:18.227 +09:00 fs@l.offsec.lan informational 4648 Explicit Logon

9772 2021-05-20 21:49:54.945 +09:00 fs@l.offsec.lan informational 4776 NTLM Logon to Local Account

9776 2021-85-20 21:49:54.662 +09:00 fs@l.offsec.lan informational 4776 NTLM Logon to Local Account




Freezing rows

1.Click on "Search options”™ in the bottom right corner:

Total lines 10,067 | Visible lines 10,067 | Open files: 1 | S8 Search options
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The Time row will now be frozen:

Eventid Alert Details

2021-88-23 ©4:33:38.725 informational 1 Process Creation Command: c:\temp\EfsPotato.exe whoami
2021-08-23 ©4:33:38.844 critical 1 EfsPotato Named Pipe

2021-08-23 ©4:33:38.834 critical 18 EfsPotato Named Pipe

2021-88-23 B4:33:38.965 informational 1 Process Creation Command: whoami : Path: C:\Windows\Sys

2021-08-23 04:33:38.905 +09:00 Local Accounts Discovery




Please check out this page to
learn more about Timeline Explorer:

https://aboutdfir. com/toolsandartifacts

windows/timeline-explorer/2/



