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Analyzing the CSV results�
with Excel and  

Timeline Explorer



It will look like this when you open the CSV file.
Excel



It is pretty hard to read so first click on the 
upper-left corner to select all of the cells.



Then double click on the line between A 
and B to adjust to the optimal row width:

The results will be pretty wide so a 
wide monitor is recommended.



Click on the B2 cell and then View→Freeze 
Panes. This will let you scroll while 
still seeing the headers and timestamps:



1.Select all of the cells in row 1.�
2.Click Data→Filter.



This will let you filter by severity 
level, Event IDs, alerts, etc...



There will be false-positives, but we 
recommend to search from critical 
alerts first and go down from there.



It will be easier to see if you apply 
background colors to each level:



After adding color:



Highly recommended over Excel.�
A CSV timeline analysis tool written in C# by 
Eric Zimmerman.�
It is faster than Excel and has more useful 
features for forensic analysis.�
You can download it from:�
https://ericzimmerman.github.io/#!index.md 
※The only downside is that it runs on Windows 
only.

Timeline Explorer



Timeline Explorer



Filtering by Level:





Filtering by Event ID:



Levelでのフィルタリング



Lots of skins!



Group by Computer Name:

ドラッグ＆ドロップ



Grouping by Computer Name:



Grouping by Event ID:



Grouping by Level:



Grouping by Alert:



Tag alerts and events that 
relevant to your investigation:



Grouping by Tags:



Freezing rows
1.Click on "Search options" in the bottom right corner:

2.Change "First scrollable column" to "Time":



The Time row will now be frozen:



Please check out this page to  
learn more about Timeline Explorer:

https://aboutdfir.com/toolsandartifacts/
windows/timeline-explorer/2/


